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CHANGE HISTORY SECTION

Version/ | Revision Date Description Of Change QA Approved Date
Revision
9.3 12/9/2011 General:

Section

Section

Section

Section

Section

Removed Latent functionality that will
not be carried forward in NGI: CFS,
ELR, NAR, LSMQ, & LSMR, ULAC.

Reworded Section 3.4.2 Latent Print
Investigation for the added NGI
functionality and changes being
made.

Added more wording to new
functionality being offered by NGI
Updating certain places to be
conformant with ANSI/NIST-ITL 2011.

Updated functionality being offered in
NGI Increment 3 by changing ‘Future
Capability’ to ‘NGI Increment 3’ for
those items.

3.1.1:

NGI will be enrolling palmprints and
supplemental fingerprint and
palmprints included on Tenprint
Identification Submissions

3.1.2:

NGI will be allowing additional record
types on the Latent Identification
Submissions, taking over functionality
of CFS & ELR

Including ‘inconclusive’ result to also
be returned

3.1.3:

Expanding RPIS to be used by CBP
for rapid searching of the criminal
repository.

3.1.3:

Including in the response to CBP
rapid search only ‘Red’ or ‘Green’

3.3.1:
Updated IRQ/IRR/ISR to include the
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Version/ Revision Date

Revision
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QA Approved Date

new image sets being made
available: Palmprint and
Supplemental image sets.

Section 3.3.2:

e Adding new TOT BATQ/BATR for
Audit Trail Retrieval of the new image
sets.

Section 3.4.2:

e Added the repository selection, NDR,
of criminal and/or civil for Penetration

Query (LPNQ).

e Expanding LFIS/LFFS/SRL with the
new functionality being offered by
NGI. Major change is searching each
event print to give more accurate
results. Including this additional
information in the search results.

Section 3.4.3:

¢ Included the civil repository in the
response.

Section 3.5.1:

¢ Expanding the ULM to include when a
biometric decision of an IDENT from a
contributor that is not the owner of the
unsolved latent print along with
additional matched image sets being
returned.

Section 3.6.3:

¢ Adding new BDEL/BDELR TOT for
deletion of palmprint and
supplemental image sets previously
enrolled by owner.

e Adding new BDEC/BDECR TOT for
biometric decision request which will
aid in tuning the NGI matcher
accuracy.

e Expanding the FIS TOT to support
enrollment of palmprint and
supplemental image sets.

Appendix C:
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Revision
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e Redefined FBI Number to use UCN

e Increase maximum occurrences of
the NDR field

¢ Added ‘inconclusive’ to the SRF field.
e Added new values to IMT
e Added new fields:

0 ATR - Audit Trail Record

0 BIA — Biometric Available

o0 BID - Biometric Image
Descriptor

o BSI — Biometric Set ldentifier

0 CNL - Candidate
Investigative List

o EVI - Event Identifier
0 NIR — Number Images

Requested

o PPD - Print Position
Descriptor

0 ULR - Unsolved Latent
Retain

Appendix J:

¢ Including complete definition of the
‘public’ template NGI will be using for
the Extended Feature Set.

Appendix M:

¢ Removed messages that will not be
returned by CJIS.

e Updated wording for NGI Increment 3
functionality, changing SLC to SPC

e Added new entries for NGI Increment
3 functionality

Appendix N:
e Added user defined field for
describing source of image
o ISC

Appendix P:

e Adding complete definition of
Fingerprint Image Set, Palmprint
Image Set, and Supplemental Image
Set
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Revision
¢ Including examples of transactions,
updating figures
Appendix Q (new):
e Adding Type-15 Definitions
Appendix R (new):
e Adding Type-13 Definitions
Appendix AC:
e Adding/removing acronyms as
necessary
9.2 1/14/2011 General:

e Removed all references to the
document versions and added a
separate listing of all the documents
referenced in the standard.

e Fixing clerical errors.

e Adding new services now offered by
CJIS/IAFIS.

e Expanding definitions for new
services to be offered by NGI.

Table of Contents:

e Corrected figure numbers and page
numbers for figures in Appendix P

Section 3:

e Removed references to Palmprint
Search and Supplemental Fingerprint
and Palmprint Search as those will be
covered under the enhance Friction
Ridge Search.

e Moved section on Palmprint and
Supplemental Fingerprint and
Palmprint submission to newly
created Appendix P along with
expanding on CJIS expectations of
how to submit those image sets.

e Expanded several sections with more
detail of what NGI will be offering as
design moves forward.

e Adding wording to the following TOTs
that they will not be carried over into
NGI: CFS, ELR, NAR, LSMQ, &
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LSMR, ULAC.

Appendix B:

Clarified wording on the DAT 1.005
field as date transaction was
submitted.

Added XML encoding namespaces
for Type-1 fields.

Corrected sample column entries in
Table B-1

Appendix C:

Added XML encoding namespaces
for Type-2 fields.

Removed the ‘Max Byte Count’
column from Table C-1

Corrected sample column entries in
Table C-1

Appendix D:

Added rows for GEO Locator fields
Added column for the new services:
o FVR

Appendix E:

Added rows for GEO Locator fields

Ensure that all tables in appendix
have the same fields listed

Added column for the new services:
o ERRR

Removed the following TOTs due to
duplication:

o ERRI

Appendix F:

Corrected wording for the addition of
the new section for Mobile ID.

Added language concerning
grandfathering of SAP level 10 and 20
acquisition devices procured for RISC
pilot

New devices procured after January
1, 2012 will be subjected to minimum
SAP level 30 requirement
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Revision
Appendix J:

e Added XML encoding namespaces

for Type-9 fields.
Appendix L:

e Correct number of records expected
for different transactions.

e Reorganized Tables L-3 & L-4 to
allow for more modalities along with
breaking them into more tables for
easy of reading.

e Added Table L-5
Transaction/Response/Error TOT
Correspondence

Appendix P (NEW)

e Added more detail about how to
submit Palmprint Image Sets and
Supplemental Fingerprint and
Palmprint Image sets.

9.1 1/29/2010 General:

e Changed all references to the
ANSI/NIST standard to the ITL-2007
version.

e Ensure all wording, definitions, and
descriptions are consistent with
ANSI/NIST-ITL 2007.

e Removed Future Capability TOTs

where design has not started for
those messages.

Section 3:

e Changed RISC Notification to
Unsolicited Hit Notification and
assigned it TOT UHN.

¢ Reworded text for RPIS, RPISR, and
UHN TOTs to align with NGl
Increment 2 design.

e Renamed LFIS & LFFS to Latent

Friction Ridge Image Search & Latent
Friction Ridge Feature Search.

Appendix C:
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Added new elements:

o Sll, 2.2023 - Supplementary
Identity Information initially
used for RPISR TOT

0 HTI, 2.2024 — Hit Type
Indicator initially used for
UHN TOT

Updated element descriptions to
reflect NGI Increment 2 design:

o0 ACN, 2.071 - Action to be
Taken

o CRI, 2.073 - Controlling
Agency ldentifier
o ERS, 2.075 - Electronic Rap
Sheet
o NOT, 2.088 - Note Field
0 RAP, 2.070 - Request for
Electronic Rap Sheet
0 SRF, 2.059 - Search Results
Findings
Included definition for missing
element:
0 SLE, 2.055 - Custody or
Supervisory Literal
o |ITD. 2.058 — Image Record
Type Desired
Updated definitions:
0 TSR, 2.043 — Type of Search
Requested

Added DoD'’s definition of GeolLocator
as Future Capability for Mobile ID

Appendix D:

Added row for new Sl element

Added/Changed elements to existing
TOTs:

o RPIS
o RPISR
o ITD

Corrected values for elements of
existing TOTSs that were represented
incorrectly

Deleted column for FVR

Appendix E:
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Revision

e Added new column for UHN TOT

e Added row for new HTI element

e Corrected values for elements of
existing TOTs that were represented
incorrectly

Appendix I:

e Corrected values for elements of
existing TOTs that were represented
incorrectly

Appendix J:

e Corrected definitions to line up with

how IAFIS processes Type-9 records
Appendix L:

e Added data to tables for NGI
Increment 2 design

e Adjusted number of record types for
TOTs as necessary

e Added new fields to Tables L-1, L-2

Appendix O (NEW)
e Added NCIC POB Code Table
Appendix AC

e Added acronyms for NGI Increment 2
design

e Corrected acronyms that had the
incorrect description

9.0 9/8/2009 Reorganization of document into the NGI

Core User Services:
e Identification Service
e Verification Service
e Information Service
e Investigation Service
e Notification Service
e Data Management Service

Removed all TOTs from ‘Future Capability’
sections until such a time as design has been
completed and decision on which TOT will be
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used.

3.1.6:

e Added new section for Card Scanning
Service (CSS) TOTs.

3.4.5:

e Added new section for Biographic
Investigation Submissions, includes
new TOTSs: Electronic Subject Search
(EQHR, EHRR, EQER, & EQRR).

Appendix A:
e Reformatted Table A-1
e Added new Tables A-2 & A-3

Appendix B:

e Table B-1 for Type 1 record elements
was replaced with previous versions
table.

Appendix C:
e Added new elements:

o0 CIDN, 2.2022 — Contributor
Assigned Identification
Number for the EQHR TOT

e Updated elements:

0 NCR, 2.079 — Number of
Candidates/Images Returned
for EQHR TOT

Appendix D:

e Added new columns for EHRR,
EQER, EQHR, EQRR, & RPISR

¢ Added/Changed elements to existing
TOTs:

0 ULM: optional 2.060, MSG

Appendix L:
o Updated Element Name:

0 NCR, 2.079 — Number of
Candidates/Images Returned
for EQHR

e Added New Element:
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o0 CIDN, 2.2022 — Contributor
Assigned Identification
Number

e Added new Transaction to Recordset
Summary Tables:

o External Query History

Request
o0 External Query History
Response
Appendix M:
e Removed Error Codes no longer
being used:
o L0069, S0006, W0009, &
W0010
Appendix AC:

e Added new acronyms:
o CIDN, EHRR, EQER, EQHR,
& EQRR
e Updated acronym name:
0o NCR
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PREFACE
How to Use This Document

This section briefly describes the parts of this document and shows how the user can

utilize the document in an efficient manner.

>

Section 1: Introduction. This section explains why this document was created, brief
descriptions of the specification, and the elements that are commonly used.

Section 2: Scope. This section explains the scope of this document and its purpose.
Section 3: Operational Concepts. This section describes the User Services being offered
by Next Generation Identification (NGI).

Appendix A: Transaction Response Times. This appendix briefly presents priorities for
each transaction type and response times for the transaction described in this document.
Appendix B: Descriptors And Field Edit Specifications For Type-1 Logical Records. This
appendix describes the field list for Type-1 records (Header Information).

Appendix C: Descriptors And Field Edit Specifications For Type-2 Logical Records. This
appendix contains the definitions of fields used for the Type-2 records (Transaction
Descriptive, Demographic, and Biographic Information).

Appendix D: Summary Logical Record Layouts For Type-2 Identification And
Verification Transactions. This appendix contains a summary of Type-2 fields for the
Identification and Verification User Services transactions.

Appendix E: Summary Logical Record Layouts For Type-2 Investigation, Information,
and Notification Transactions. This appendix contains the summary of Type-2 fields for
the Investigation, Information, and Notification User Services transactions.

Appendix F: CJIS Image Quality Specifications. This appendix gives the Integrated
Automated Fingerprint Identification System (IAFIS) Image Quality Specifications for
fingerprint scanners, both for traditional rolled prints and “Identification Flats,” printers,
and Fast Track Certification procedures.

Appendix G: Reserved. This appendix is currently Reserved for Future Use.

Appendix H: Descriptors And Field Edit Specifications For Type-7 Logical Records.
This appendix presents the Type-7 (Tenprint Fingerprint Card Images) logical record
field list, including descriptors and edit specifications.

Appendix I: Summary Logical Record Layouts For Type-2 Data Management
Transactions. This appendix presents a summary of Type-2 record layouts for Data
Management User Services transactions.

Appendix J: Descriptors And Field Edit Specifications For Type-9 Logical Records. This
appendix gives the Type-9 (Fingerprint Minutiae Information) logical record field list,
including descriptors and edit specifications.

Appendix K: Descriptors And Field Edit Specifications For Type-10 Logical Records.
This appendix details the Type-10 (Photo Images) logical record field list and the Type-2
(Photo) transaction field lists. Appendix K also gives considerable detail concerning
photos and Type-2 descriptor information for Scars, Marks, and Tattoos.
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Appendix L: Summary Tables. This appendix provides a complete cross-reference of
elements and their tag numbers and lists logical record requirements for each transaction
type.

Appendix M: Transaction Error Messages. This appendix contains error message details.
Appendix N: Field Edit Specifications For Type-14 Logical Records. This appendix
provides definition descriptors and field edits of Type-14 Variable Resolution Fingerprint
Image Record.

Appendix O: NCIC POB Code Table. This appendix contains codes applicable to place
of birth and citizenship, and displays allowable codes for each.

Appendix P: Specifications For Transmitting Palmprints And Supplemental Fingerprints.
This appendix contains the recommendations for submission of palmprints along with
supplemental fingerprint and palmprint images.

Appendix Q: Descriptors And Field Edit Specifications For Type-15 Logical Records.
This appendix contains the detail of the Type-15, Palmprint, record type elements.
Appendix R: Descriptors And Field Edit Specifications For Type-13 Logical Records.
This appendix contains the detail of the Type-13, Friction Ridge, record type elements.
Appendix AC: Acronyms.

For example, to obtain information for sending a Criminal Tenprint Submission, (Answer
Required) (CAR), refer to Section 3 for CAR definition, Appendix B for Type-1 logical record
field list, Appendix D for the Type-2 CAR transaction field list, and Appendix C for field
definitions.
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INTRODUCTION
1.1 Background

For nearly 100 years, fingerprint cards have been accepted as the standard means for recording
and storing fingerprint identification data. Over that period, the content, format, and quality of
fingerprint cards have been revised and refined. Fingerprint cards have evolved into an accepted
international standard for the exchange of fingerprint, identification, and arrest data between
criminal and noncriminal justice agencies.

Historically fingerprint cards were physically transported and processed; therefore, substantial
delays occurred in the identification cycle. The Integrated Automated Fingerprint Identification
System (IAFIS) was developed to support the paperless submission of fingerprint information.
This improved the speed and accuracy of the fingerprint identification process and has nearly
eliminated the need for contributing agencies to create and transport paper fingerprint cards to
the FBI. As Next Generation Identification (NGI) begins to replace parts of IAFIS, contributors
will see improved speed and accuracy of the fingerprint identification process along with the
addition of other biometric capabilities.

In support of the development of the CJIS/NGI and in accordance with the recommendations of
the CJIS Advisory Policy Board (APB) Identification Services Subcommittee, the FBI has
developed a standard for electronically encoding and transmitting fingerprint images,
identification, and arrest data that extends the ANSI/NIST-ITL standard. ANSI/NIST-ITL was
established in conjunction with the National Institute of Standards and Technology (NIST) and
the fingerprint identification community.

The original intent of the ANSI/NIST-ITL standard was to define the content, format, and units
of measurement for the exchange of information that may be used in the fingerprint identification
of a subject. The ANSI/NIST-ITL standard was intended for use in the interchange between
criminal justice administrations or organizations that use an Automated Fingerprint Identification
System (AFIS) and to provide a common interface for other AFIS and related systems
worldwide. The most recent update of the ANSI/NIST-ITL standard includes new record types to
facilitate data sharing for additional biometric modalities, and has added information regarding
additional biometric modes, such as palm, facial, and iris recognition.

While the aforementioned ANSI/NIST-ITL standard provides the guidelines for the exchange of
biometric information between various federal, state, local, tribal, and international systems, the
FBI’s EBTS defines requirements to which agencies must adhere when electronically
communicating with the CJIS Division. The FBI’s EBTS and its future revisions will inherit the
basic requirements for logical records set forth in the ANSI/NIST-ITL standard. However, the
FBI-specific requirements for the ANSI/NIST-ITL implementation of logical records Type-1
(Header Information), Type-2 (Transaction Descriptive, Demographic and Biographic
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Information), Type-4 (Fingerprint Image Descriptive Information), Type-7 (Tenprint Fingerprint
Card Images), Type-9 (Fingerprint Minutiae Information), Type-10 (Photo Images), Type-13
(Latent Friction Ridge Images), Type-14 (Variable Resolution Fingerprint Images), Type-15
(Palmprint Images), Type-17 (Iris Images), and other record types are contained in this EBTS.

The CJIS Division will be using NGI to move toward a system that will contain biometric and
biographic profiles of the subject records in its databases. NGI will evolve over time as there will
be incremental deliveries into the CJIS IAFIS system. This will allow the FBI to move toward a
capability that will facilitate multimodal biometric searching of its databases. Though
fingerprints will continue to be the FBI’s primary mode of identification for the near future, the
FBI EBTS document describes the technical specifications for the submission of the additional
biometric modalities to provide this future multimodal biometric search capability. As NGI
evolves, CJIS will be introducing enhancements to Web Services and the EBTS XML schema.
The XML schema element names and mapping to legacy elements will be provided in this
standard and further expanded in the appendices.

1.2 File Format

EBTS defines the composition of the records comprising a transaction that is transmitted to
another site or agency. Certain portions of the transaction shall be in accordance with definitions
provided by the receiving agency. All records in a transaction shall pertain to a single

subject. Biometric data used to identify another individual requires a separate transaction. A
transactionl is comprised of records. All of the records belonging to a single transaction shall be
transmitted together. There may be multiple records in a transaction of each record type other
than Type-1. The only required records are Type-1 and Type-2, which are used to describe the
transaction and the subject. There shall be at least one data record accompanying a Record Type-
1. The maximum number of records in a transaction is restricted to 1000.

In order to ensure that the transaction description information can be read by all systems, data for
all fields, Record Type-1 shall always be recorded in all encodings using the 7-bit American
National Standard Code for Information Interchange (ASCII). The eighth (leftmost) bit shall
contain a zero value. (This is consistent with the specification of UTF-8 for XML encodings,
since ASCII is a subset of UTF-8).

The default character encoding for Traditional encoding is 7-bit ASCII. Users are encouraged to
choose the option of UTF-8 for 'U' and 'user-defined' character types that does not require the use
special control characters in Traditional Encoding.

L An ANSI/NIST-ITL transaction is called a file in Traditional Encoding and an Exchange Package in
XML encoding.
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For XML, UTF-8 shall be used. It is not possible to switch encodings within a transaction using
XML.

The first field in the native tagged-field records shall be labeled as field “1” and contain the
length in bytes of the record. This field is not necessary in the XML schema. The second field
shall be labeled as field “2” in the Type-1 record and contains the version number while in the
other records this field contains the Information Designation Character. The remaining natively-
encoded textual fields may occur in any order and contain the information as described for that
particular numbered field. However, the remaining fields in the XML schema do come in a
specific order as laid out in the appendices. For tagged-field image records Type-10 through
Type-99, the last and concluding field shall have a tagged ASCII field number identifier “999”
followed by the image data.

In the construction and interpretation of the logical record, there is no requirement that the
tagged fields be present within the logical record in any given order, with the exception of the
Length (LEN) and Information Designation Character (IDC), which must be in the first and
second position in the record, respectively. Thus, for example, a State Identification Bureau
(S1B) could add the State Identification Number (SID) to the end of a Type-2 record created at
the booking station. However, for those record types conveying image data (e.g., 13.999: DAT),
the data field will always be the last field in the string. For XML encoding, the order will be
defined and laid out in the appendices of this standard.

For the binary image Type-4 logical records, the content and order of the recorded fields are
specified by this standard. With the exception of the first two fields, the remaining fields of the
Type-7 logical image record are all user-defined (see Appendix H for CJIS EBTS definitions of
those fields). All fields and data in these record types shall be recorded as binary information.
For XML encoding, all the fields are laid out as ASCII with the image data being base-64
encoded.

1.3 Change Control

The EBTS defines the interface between IAFIS and the state, tribal, international, and other
federal organizations’ (OFO) systems. Any changes to the data fields or formats within the
EBTS must honor previously published protocols to ensure that the systems are not adversely
affected. Since CJIS and the states’ and OFO’s systems were developed independently, a process
has been established that provides for coordinated enhancements within the various systems
while maintaining reliable interoperability. This process is based on the tagged field structure
defined in the ANSI/NIST-ITL standard and a few “business rules.” The rules simply state that
field definitions cannot change over time or from system to system. Each system, CJIS, state and
OFO, is assigned a range of field tag numbers that they are allowed to define for passing
information in their system. If a change inside that system is needed, the system would create
and define the new field within the bounds of their assigned range. The new field cannot be made
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mandatory for established functionality, but merely enhances functionality for those systems
wishing to incorporate the new definition. With this process in place, every system on the
network has the opportunity to enhance its own system on its own schedule, yet no system is
ever forced to make a change in order to maintain current functionality.

1.4 Tagged Fields
1.4.1 Interpretation of Tags

In the construction and interpretation of the native logical record, the tag number should not be
taken as having a fixed number of digits. The format for each field consists of the logical record
type number followed by a period *“.”, a field number followed by a colon *:”, followed by the
information appropriate to that field. The tagged-field number can be any one to nine-digit
number occurring between the period “.” and the colon “:”. It shall be interpreted as an unsigned
integer field number. This implies that a field number of “2.123” is equivalent to and shall be
interpreted in the same manner as a field number of “2.000000123".2

For example, in this version of the standard, native Type-2 logical record field tags were always
shown as having three digits between the decimal point and colon (2.NNN:data...). However,
now the Type-2 field tag numbers have been expanded to four or more digits (2.NNNN:data...).
To accommodate such possibilities, the field numbers should be parsed as all digits between the
period and colon.

1.4.2 Use of Separator Characters

Separator characters are used in the native encoding but are not necessary in the XML encoding.
Separator characters may best be understood by considering them necessary for what follows
them, not what precedes them. Thus, when a tagged field includes subfields® (e.g., the ASL field
contains subfields DOO and AOL), and another subfield is still to follow, the following one must
be separated from the one preceding it by the unit separator character. If what is to follow is a
repetition of a field or group of subfields, a record separator must separate the preceding field or
group of subfields from the repetition to follow. If what is to follow is a new field, then the group
separator character is used. If the record is complete after the previous field, the file separator is
used.

As stated in the ANSI/NIST-ITL, successive separator characters now may be used with no
intervening blank or other character when a subfield is missing. In Type-2 records, CJIS
recognizes the following sequences as meaning that a subfield is missing: <US><US>,

> ANSI/NIST-ITL 2007
® The EBTS’ use of the term subfield is synonymous with the term information item found in
the ANSI standard.
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<US><RS>, <US><GS>, and <US><FS>. These are needed to obviate the need for CJIS to
validate each subfield in a grouped field to see whether it contains valid data or is merely a
blank. This will keep invalid data out of CJIS databases.

1.5 Error Handling

Error processing takes on two primary forms within CJIS: front-end error detection and internal
process error detection and correction. The front-end process examines every incoming
transaction from a security and mandatory data perspective. Potential security violations are
rejected and transferred immediately to a system administrator. Some transactions lacking
mandatory data, or that are incomplete in referenced content, are rejected back to the contributor.
All mandatory data and all optional data fields are content -validated for length and type of data
included. Optional data failing this validation check are ignored. The remaining mandatory data
that fail this validation check are passed to a Quality Check (QC) Service Provider for resolution.
If the service provider can correct the data, the transaction will be forwarded for further
processing. If the service provider cannot resolve the issue, the transaction can either be rejected
or sent forward for attempted resolution later in the process.

Internal process error detections and corrections are performed any time 1AFIS attempts to
utilize incoming data to perform a search or update a database. Any such action will check the
field according to length and type as well as content. Some data values are content-sensitive.
That is, they can only be examined with respect to the databases against which they are to be
applied. Errors in submissions detected at that time will generally be forwarded to a logic error
resolution service provider. At that point, appropriate actions can be taken to correct the
discrepancy, and an internal resubmission of the transaction can take place. Alternatively, if the
service provider cannot resolve the issue, the transaction can be rejected.

In the interpretation of the logical record, tags that are not defined for the requested transaction
are to be ignored; their inclusion is not to be considered an error. This rule makes it possible to
use a single transmission format, for example, to control both intrastate and interstate
transmissions. These fields will be ignored and will not be saved, nor will they be returned to the
contributor on responses sent from CJIS. For XML encoding, the fields that are included in the
State Defined Fields element (SDF) will be ignored by CJIS.

Fields should not be transmitted when there is no value present (e.g., 2.033:<GS>). However,
receipt of such an empty field, if the field is not mandatory, should not result in rejection of the
record or issuance of an error message. Rejection will occur when missing or incorrect data is
received that would prevent processing of the transaction. The following list illustrates these
types of errors.
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. A mandatory field is missing in a submitted record set (e.g., NAM field 2.018, is
missing in the Type-2 record for the TOT of a CAR) and would result in
immediate rejection;

. The format of a mandatory field is incorrect (e.g., an alpha character is discovered
in the SOC field) and would result in an attempt to correct the data;

. The range of data of a mandatory field is incorrect (e.g., a DOB of 18871332 was
submitted—century, month, and day are all out of range) and would result in an
attempt to correct the data;

. Incorrect data is discovered that cannot be corrected by a service provider and
without which the transaction processing cannot proceed will result in the
transaction being rejected.

Appendix M lists the current set of error messages that are pertinent to the EBTS user (i.e., CJIS
internal errors are not listed).

1.6 ldentifying Previous Transactions

The user may wish to refer to previous transactions for the purpose of follow-up or resubmission.
The pertinent information is contained in two Type-1 fields, 1.09 Transaction Control Number
(TCN) and 1.10 Transaction Control Reference (TCR) (See Appendix B).

Upon submitting a transaction to the IAFIS, the submitter places his control number in the TCN
field in the Type-1 record. For submissions not requiring reference to a prior transaction, the
TCR field is omitted. When the IAFIS has completed processing the transaction and generates
the response, it places the submitter’s control number (the received TCN) into the TCR field of
the response as a reference number the submitter can use to mate the response with the original
submission. The IAFIS places its own internal identifier for that transaction (the ICN for IAFIS
Control Number, or the NCN for NGI Control Number, a 20-character alphanumeric field) in the
TCN field of the response.

The TCN in the response can be used by the submitter should he have to reopen the transaction
for any purpose. For example, if the IAFIS rejected the first submission of a user-fee transaction,
the user would place this number in the TCR field of the resubmitted transaction to enable the
IAFIS to verify the user’s authorization to resubmit at no-charge. The submitter is entitled to
resubmit a onetime free of charge transaction within one year if the rejection was due to poor
quality fingerprint images.
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1.7 Data Storage in the CJIS Database

Data submitted in CJIS transactions may or may not be stored in the CJIS database. Data not
stored is considered to be user-defined. It is carried in transactions as an aid to the submitter in
interpreting or routing the FBI’s response to the submission and is returned verbatim to the user.
Data stored at CJIS are always converted to uppercase prior to storage. Therefore, if this data is
returned as part of the response to a subsequent submission (or a Il inquiry), it may differ from
the originally submitted data.

1.8 Guidance on ORI and CRI Usage

The following description offers some guidance for the use of the CRI field to provide
appropriate authorization to perform file maintenance within CJIS. We develop this scenario by
examining how an electronic submission might be formed by a contributor and passed to CJIS
for evaluation. This is intended as an example since there are many other requirements that might
influence the final design. Ultimately, the contributors manage the use of the CRI field.

Assume a print is obtained by a local agency, passed to a county agency for processing, and
subsequently to the CJIS Systems Agency (CSA) for transmission to the FBI. In such a case, the
transmission of ORIs and CRIs might appear as follows:

STATE_CSA
COUNTY_AGENCY |ORI |
LOCAL | ORI |-=mmmmmmmmmeeeee > | CRI2 |
0] ] [ —— > | CRIL |-----nmmmmmmeeee > | CRIL |

When generated at the local level, no CRI need exist since this ORI is the originator. On receipt
by the county agency and subsequent transmission to the state CSA, the original ORI is entered
as the first instance of the CRI and the county ORI replaces the local ORI in the ORI field. On
receipt by the state CSA and for subsequent retransmission to the FBI, the local ORI is retained
as CRI1, the county ORI is entered as CRI2, and the ORI of the state CSA is entered in the ORI
field. The transaction is then forwarded to the FBI via the CJIS WAN. CRI1, the local ORI, is
then used as the authority for action and thus retains ‘ownership’ of the transaction. Then, only
CRI1 can modify, cancel, confirm, or delete a latent transaction. In the response, the transaction
is sent to the ORI from which it was sent, and it is the responsibility of the state CSA to route it
properly to the county agency identified in CRI2. The county agency, in turn, would route the
response to the local agency as appropriate.
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1.9 Specific Changes to This Version

As IAFIS evolves into NGI, legacy transactions will be enhanced along with additions to Web
Services for these enhancements. In this version of the EBTS, sections marked with ‘NGl
Increment 3” will become available when NGI Increment 3 is deployed by the FBI during Spring
2013. Summarized below are the latest improvements for this phase:

e Allowing Latent Investigation Services increased searching capabilities of
fingerprints and palmprints along with supplemental fingerprints and palmprints.

e With the clear definition that the LCN/LCX fields (2.012/2013) are for internal
latent lab examiner use only, these fields are being removed from all appropriate
messages.

e Additional user defined field being added to the Type-14 and Type-15 records to
allow for images from multiple biometric sets that use the same record type to be
distinguishable.

e New Type-2 fields are being added to take advantage of the new services added.
These fields allow users to identify specific biometrics in conjunction with the use
of position indicators for searching, retrieval, and enrollment of biometrics.

e Additional functionality has to been added for the use of the Extended Feature Set
(EFS) in transactions submitted and responses returned.

e Expanded Appendix P with details for different image sets being defined.

e On the items that will be included when NGI Increment 3 is deployed in Spring
2013, changed the heading “Future Capability’ to ‘NGI Increment 3’.

1.10 Reference Documents

American National Standards Institute/National Institute of Standards and Technology
(ANSI/NIST) - Information Technology Laboratory (ITL) 1-2007 American National Standard
For Information Systems — Data Format for the Interchange of Fingerprint, Facial, & Scar Mark
& Tattoo (SMT) Information,” dated April 20, 2007

American National Standards Institute/National Institute of Standards and Technology
(ANSI/NIST) — Information Technology Laboratory (ITL) 1-2011 American National Standard
For Information Systems — Data Format for the Interchange of Fingerprint, Facial, & Other
Biometric Information,” dated November 8, 2011

IAFIS-1C-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image
Compression Specification, dated December 19, 1997
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2 SCOPE

The scope of the EBTS has been expanded over previous versions to include additional biometric
types/indicators (e.g., face, iris) in recognition of the rapidly developing biometric industry.
Significant efforts have been made to note those EBTS sections which do not clearly delineate
between the functionality within CJIS that is currently available to the CJIS user community and
what is anticipated to be developed in the future. Functionality under development and not yet
available to the user community is referred to in this document as "Future Capability". The most
recent update to the ANSI/NIST-ITL standard includes new record types to provide for the
sharing of data for these new biometric types. The FBI will accept biometric data for these new
types of records in accordance with the ANSI/NIST-ITL standard. CJIS will provide
identification and/or investigative services for these biometric types in the future as NGI
gradually replaces IAFIS. CJIS/IAFIS provides identification and investigation services for
fingerprints while CJIS/NGI will expand the identification services using fingerprints along with
investigation services using other biometrics types including and expanding upon fingerprints.
The NGI System will also provide ldentity Management, which will involve combining records
from the civil, criminal and new repositories into an interoperable repository tied by a unique
identity reference. Today, several numbers are utilized to identify an individual (e.g., FBI
Number (FNU), Civil Record Number (CRN), and Segment Control Number (SCNA)). The NGI
System will refer to this new identity as a Universal Control Number (UCN). NGI will place this
UCN into the FBI Number, 2.014, and will be retiring the ‘Future Capability’ UCN field, 2.081.
The CJIS Division is working closely with the user community prior to the transition to UCN.

This document specifies in detail the file and record content, format, and data codes necessary
for the exchange of fingerprint, palmprint, photo, facial, and iris information between federal,
state, and local users and the FBI. It provides a description of all requests and responses
associated with the electronic fingerprint identification service and other services. As CJIS
moves to NGI, this specification is being re-organized into User Services that include the
following:

Identification Service
Verification Service
Information Service
Investigation Service
Notification Service

Data Management Service

ok whE

2.1 Ildentification Service
This service will provide user support of biometric identification. It provides searches that result

in the positive identification or non-identification of the individual based on a one-to-many
biometric search. In this version of the EBTS, only fingerprints will be used for this purpose,
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although other biometrics may be submitted in the same transactions (i.e., photo, palmprint, iris,
supplemental fingerprint and palmprint). In future versions of the EBTS, multiple biometrics
may be used for identification purposes.

The Identification Service will consist of the original Tenprint service that is accessed through
the electronic tenprint submission for the purpose of searching the CJIS repository. Electronic
submissions may involve processing and evaluation judgments by FBI personnel. Searches are
performed by automated equipment without human intervention by FBI personnel. The results of
the search may require FBI personnel to evaluate search results and provide their judgment.
Tenprint submissions that update current fingerprint images will be handled under the Data
Management Services.

The Latent submissions that fall under the Identification Service are comprised of the electronic
latent fingerprint identification submissions handled by FBI latent examiners, along with
cascaded searches of the Unsolved Latent File (ULF) and the Special Population Cognizant
(SPC) File for a positive identification. Additional Latent search transactions fall under the
Investigation Service.

The newly added features to the Identification Service are the Rapid Search and International
Terrorist Identification Search along with the Disposition Fingerprint Identification Submission.
Also included in this section are the TOTSs that are used exclusively by the Card Scanning
Service.

2.2 Verification Service

This service will provide user support of biometric verification. It addresses the method that
results in the confirmation of an individual's identity based on a one-to-one comparison. In this
version of the EBTS, only fingerprints will be used for this purpose, although other biometric
identifiers (i.e., photo, palm, iris) may be used in the future.

2.3 Information Service

This service will provide user support of requests for specific biographic or biometric
information on an individual. It allows a user to submit a request for information on an
individual by specifying a unique identifier. An image request can be used to solicit fingerprints
and other types of images stored by the FBI. All transactions and messages will be compliant
with the ANSI/NIST-ITL standard for exchange of fingerprints, palmprints, facial photos along
with scars, marks, and tattoo photos, and other biometric information. Other information
retrieved may consist of Rap Back Status and Audit Trail information.
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2.4 Investigation Service

This service will provide user support of investigative queries and searches. The Investigation
Service provides a list of candidates based on a one-to-many biometric and/or biographic search.
The result set may include an ordered listing of candidates and corresponding information to
facilitate the investigative decision process.

This service will also include a search of the subject history database using biographic
information, which is represented by the External Query History Request. The development of
the history retrieval subject search provides a means to efficiently screen large numbers of
people. This function is available on a limited basis to federal agencies with prior written
authorization from the FBI.

2.5 Notification Service
This service will provide event notification to users about their data contained within any of the
IAFIS/NGI repositories [e.g., Criminal and Civil Files, Repository for Individuals of Special
Concern (RISC), Special Population Cognizant (SPC) Files, Unsolved Latent File (ULF)]. With
this service, a data owner will receive an unsolicited notification from the system based on event
criteria (triggers).

2.6 Data Management Service

This service provides users with the ability to manage data within IAFIS. It allows the user to
add, delete, and modify data contained in IAFIS that is under the contributor’s control.
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3 OPERATIONAL CONCEPTS

CJIS will process the following types of transactions for the service areas listed below in its

electronic environment:

Identification Service
Tenprint Fingerprint Identification Submissions
Latent Fingerprint Identification Submissions
Rapid Fingerprint Identification Search Submissions
International Terrorist Identification Submissions*
Disposition Fingerprint Identification Submissions*

Verification Service
Fingerprint Verification Submissions

Information Service
Biometric Image Retrieval Submissions
Biometric Audit Trail Retrieval Submissions**
Rap Back Information Retrieval Submissions*

Investigation Service
Tenprint Fingerprint Investigation Submissions
Latent Print Investigation Submissions**
Latent Administration Submissions
Biometric Investigation Submissions*
Photo Investigation Submissions*
Text-Based Photo Search Request*
Text-Based SMT Photo Search Request*
Facial Recognition Search Request*
Iris Investigation Search Request*
Biographic Investigation Search Submissions

Notification Service
Unsolved Biometric Match
Unsolicited Unsolved Latent Delete
Special Population Cognizant*
Rap Back Activity*
Rap Back Renewal*
Unsolicited Hit Notification
External Link Record Activity*
External Link Failure*
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Data Management Service

Latent Image Maintenance Submissions

Fingerprint Image Maintenance Submissions

Biometric File Maintenance Submissions*
Biometric Enrollment Request**
Biometric Delete Request**
Biometric Decision Request**

Identity File Maintenance Submissions*

Disposition Submission Maintenance Submissions*

Rap Back Services*

External Link Updates™

* Indicates Future Capability
** NGI Increment 3

The services that are labeled ‘Future Capability’ are included in this specification to allow users
the opportunity to see what is in the future for the FBI. New TOTSs as well as the mandatory and
optional fields will be assigned to these services when design is complete.
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3.1 Identification Service

These transactions will originate from mobile devices, live-scan booking terminals, FBI Field
Offices, or card scanners at either the federal, state, or local level (see Figure 1 “Electronic
Fingerprint Identification Submissions”). Local submissions may be processed by a local AFIS
and electronically transmitted to a State Identification Bureau (SIB) for processing. If a positive
identification is made at the state level, an Ident response will be transmitted back to the local
agency, and if it is a criterion offense, it will be forwarded to the FBI. Note: A criterion offense
is based on the submitting state’s retention policy/legislation. The processing flow for a civil
electronic fingerprint identification submission is similar to the criminal submission flow, except
that in the event of state-level Ident response, the submission may still be forwarded to the FBI
for processing under Federal and/or state statutory authority.

If no identification is made at the SIB level, the data will be forwarded via the CJIS WAN to the
FBI for processing by CJIS. Transmitted data will be automatically parsed, and a search will be
conducted of the FBI's fingerprint files utilizing the subject search function along with the
features search capabilities. The identification of the submitted fingerprint images against any
viable file candidates may be verified by an FBI fingerprint examiner. Electronic responses”
from CJIS to the contributor will be electronically routed via the CJIS WAN through the SIB
using the ORI. Subsequent routing to the arresting agency is made by the SIB using the CRI.
Additional copies are routed by the SIB using the SCO or other related information (see
Appendices B and C for detailed ORI, SCO, and CRI definitions).

Responses to submissions or searches by OFOs, tribal, or international agencies will be
transmitted directly to the submitting agencies. When these responses are possible
identifications, these responses will contain an Identity History Summary giving the individual
candidate’s identification and disseminable arrest history. This information is provided in the
Electronic Rap Sheet field of the response being returned to the submitting agency.

These submission types are summarized in Appendix D with edit specifications for the fields
used being found in Appendix C. These requests may include cascading searches of the
Unsolved Latent File after a response has been provided to the Authorized Contributor.

4 Established procedures for sending unsolicited messages to State Identification Bureaus in response to fingerprint cards from Interstate
Identification Index (l11) participating states will not be affected.
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Figure 1 Electronic Fingerprint Identification Submissions
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3.1.1 Tenprint Fingerprint Identification Submissions

The Tenprint Fingerprint Identification submissions consist of electronic criminal and civil
transactions. The response time goals for these transactions are specified in Appendix A. The
fingerprint images on these submissions will be used to search against the criminal repository.
Besides the fingerprint images, the submitter may optionally include palmprint and iris images
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along with a set of up to 4 photos of the subject. Additionally, the contributor may optionally
include any supplemental fingerprint and palmprint information with these submissions. If the
contributor would like to add these optional images to the record identified in this Tenprint
Identification Submission, they may use the Biometric Enrollment Transactions outlined in
Section 3.6.3.1. The biographical data and fingerprint images are used to determine potential
candidates with criminal records at the FBI. The information within a retained submission will
be added to an existing record, if a positive identification is made, or will create a new record if
no identification was made. If a non-retain submission is not identified, no information will be
retained in the FBI databases. If a non-retain submission of a positive identification is made, the
information on that submission will be added to the existing record and dissemination rules will
govern the dissemination of this information. In the future, contributors will have the option to
indicate if the updated record or new record is to be included in the Rap Back Data Management
Service.

In the future, cascaded searches of marked Special Population Cognizant (SPC) Files may be
launched along with simultaneous searches of other external systems, such as Canada’s Real-
Time ID System or DHS IDENT. These will be indicated by the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2
record.

There are several types of electronic fingerprint identification submissions that will be accepted
by the FBI. The particular type of submission is identified in the Type of Transaction (TOT)
field in the Type-1 record for each transaction. The following are the TOTs for identification
submissions:

TOT TRANSACTION
CAR Criminal Tenprint Submission (Answer Required)
CNA Criminal Tenprint Submission (No Answer Necessary)

CPDR Criminal Fingerprint Direct Route

CPNU Criminal Fingerprint Processing Non-Urgent
DOCE Departmental Order Channeling Electronic
EMUF Electronic In/Manual Out User Fee Submission
FANC Federal Applicant (No Charge)

FAUF Federal Applicant User Fee

FNDR Federal No Charge Direct Route

NNDR Non-Federal No Charge Direct Route

NFAP Non-Federal Advanced Payment

NFUE Non-Federal User Fee Expedite

NFUF Non-Federal Applicant User Fee

MAP Miscellaneous Applicant Civil
DEK Known Deceased
DEU Unknown Deceased
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TOT TRANSACTION
MPR Missing Person
AMN Amnesia Victim

The FBI’s responses to electronic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission Results - Electronic
ERRT Tenprint Transaction Error

3.1.1.1 Criminal Tenprint Submission (Answer Required) (CAR)

This transaction is a criminal arrest fingerprint submission for which the requester desires that a
response be returned. It contains ten rolled and four plain impressions of all ten fingers,
biographic descriptor data, as well as information relative to an arrest, custody, or supervisory
status. The biographical data and fingerprint images are used to determine potential candidates
with criminal records at the FBI. This TOT is also used for an inquiry on a criminal suspect or
informant, in which case arrest, custody, or supervisory data may or may not be present
(Retention Code set to “N”). Requirements for the use of the Arrest Segment Literal (ASL) and
Court Segment Literal (CSL) fields in these cases are discussed in Appendix C. The fingerprint
images of any candidates generated are then compared against those in the submission and a
positive identification or non-identification decision is determined. When the Retention Code is
set to “Y”, the identified criminal record is updated and other biometrics included in the
submission are added to the file. A response is returned to the contributor. The response will
always contain the positive identification/non-identification decision and may contain the
electronic Identity History Summary, if requested.

In the future, contributors will be able to request a simultaneous search of other repositories from
external systems via these submissions. Contributors will enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2
record.

3.1.1.2 Criminal Tenprint Submission (No Answer Necessary) (CNA)

This transaction is a criminal arrest fingerprint submission for which the requester desires that no
response be transmitted back. Otherwise, it is identical to the CAR request described above,
containing ten rolled and four plain impressions, arrest, custody, or supervisory status data.
Processing is also identical to the CAR request described above except that no response is
returned. However, a communication protocol acknowledgment will be returned to the
contributor to confirm receipt of the transaction. The Retention Code for this transaction must be
setto “Y.”
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3.1.1.3 Criminal Fingerprint Direct Route (CPDR)

This transaction consists of a criminal arrest fingerprint submission that will be directly routed to
a CJIS internal log application for special processing. The submission contains ten rolled and
four plain impressions and arrest data. It is identical to the CAR request described above with the
inclusion of a mandatory Type of Search Request (TSR) field. CJIS will ensure the required
EBTS fields and a TSR of “C” are present; otherwise, the submission will be rejected. If the TSR
of “C” is present and the TOT is something other than CPDR, NNDR, or FNDR, the submission
will be rejected. Please see Appendix C for detailed information of the use of the TSR field.

In the future, contributors will be able to request a simultaneous search of other repositories from
external systems via these submissions. Contributors will enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2
record.

Note: CPDR is a limited-use TOT that requires coordination with FBI prior to use.
3.1.1.4 Criminal Fingerprint Processing Non-Urgent (CPNU)

This transaction is a criminal arrest fingerprint submission that will differ from urgent criminal
transactions in response time and in online (response) notifications. The submission contains ten
rolled and four plain impressions and arrest data. Processing is identical to the CAR request
described above except, instead of receiving a 15-minute response, the response due time is set
to 72 hours to prevent prioritization ahead of urgent criminal or civil submissions. Internal FBI
CPNU submissions may contain the TSR of “H,” which will allow the online responses triggered
due to the positive identification against a Want or Sex Offender Registry (SOR) entry to be
suppressed. Currently, CPNU submissions from external contributors do not have the option to
use a TSR of “H”; however, the use of CPNU for criminal submissions not requiring an
immediate response is available. Please see Appendix C for detailed information of the use of the
TSR field.

In the future, contributors will be able to request a simultaneous search of other repositories from
external systems via these submissions. Contributors will enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-2
record.

3.1.1.5 Departmental Order Channeling Electronic (DOCE)
This transaction deals with “Individuals Seeking Their Own Identity History Record Pursuant to

DO 556-73.” The Channeling Agencies will be responsible for the verification/authentication of
the individual requesting the Identity History Summary from CJIS. The FBI will only accept and
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process these submissions as current electronic, non-retained civil transactions from approved
Channeling Agencies. The submission contains ten rolled and four plain impressions or three
identification flat impressions along with biographic descriptor data. There will be no requester
paperwork versus fingerprint card verification/authentication performed via the FBI. An
electronic response should be sent to the Channeling Agency indicating a positive identification,
non-identification, or rejection. A rapsheet will be returned if the response is a positive
identification.

3.1.1.6 Electronic In/Manual Out User Fee (EMUF)

These submissions are for noncriminal justice purposes in which the contributor is charged a fee.
The response for this submission is returned to the contributor manually instead of electronically.
The submission contains ten rolled and four plain impressions or three identification flat
impressions along with biographic descriptor data. The data included on the submission will be
added to the CJIS repository when the Retention Code is set to “Y.” See Section 1.6 for a
discussion of the use of TCN and TCR in no-charge resubmission of user-fee submissions that
the FBI has rejected. Such resubmissions are allowed only when the fingerprint image quality of
the original submission was unacceptable. When the FBI completes processing, it will print a
non-identification, positive identification, or Reject response report and mail it to the requestor.

Note: EMUF is a limited-use TOT that requires coordination with FBI prior to use.
3.1.1.7 Federal Applicant (No Charge) (FANC)

This transaction pertains to an individual who is fingerprinted in connection with applying for
criminal justice employment with the federal government. The submission contains ten rolled
and four plain impressions or three identification flat impressions along with biographic
descriptor data. The data included on the submission will be added to the CJIS repository when
the Retention Code is set to “Y.” When this TOT is used, there is no charge assessed to the
contributor. Federal agencies that are considered “User Fee” contributors must not use this TOT,
but use “FAUF” instead (see description below).

3.1.1.8 Federal Applicant User Fee (FAUF)

These submissions come from: (1) any of the branches of the U. S. military in connection with
individuals enlisting or being considered for Officers’ Candidate School; and (2) federal agencies
in connection with employment, security updates, or contract personnel. The submission contains
ten rolled and four plain impressions or three identification flat impressions along with
biographic descriptor data. The data included on the submission will be added to the CJIS
repository when the Retention Code is set to “Y.” See Section 1.6 for a discussion of the use of
TCN and TCR in no-charge resubmission of user-fee submissions that the FBI has rejected. Such
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resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.9 Federal No Charge Direct Route (FNDR)

This transaction consists of an applicant fingerprint submission from a federal agency that will
be directly routed to a CJIS internal log application for processing. The submission contains ten
rolled and four plain impressions or three identification flat impressions along with biographic
descriptor data. The biometric data included on the submission will be added to the CJIS
repository when the Retention Code is set to “Y.” The FNDR is similar to the FANC transaction
with the addition of a mandatory TSR field. CJIS will ensure the required EBTS fields and a
TSR of “C” are present; otherwise, the submission will be rejected. If the TSR of “C” is present
and the TOT is something other than CPDR, NNDR, or FNDR, the submission will be rejected.

Note: FNDR is a limited-use TOT that requires coordination with FBI prior to use.
3.1.1.10 Non-Federal No Charge Direct Route (NNDR)

This transaction consists of an applicant fingerprint submission from a non-federal agency that
will be directly routed to a CJIS internal log application for processing. The submission contains
ten rolled and four plain impressions or three identification flat impressions along with
biographic descriptor data. The biometric data included on the submission will be added to the
CJIS repository when the Retention Code is set to “Y.” The NNDR is similar to the FANC
transaction with the addition of a mandatory TSR field. CJIS will ensure the required EBTS
fields and a TSR of “C” are present; otherwise, the submission will be rejected. If the TSR of
“C” is present and the TOT is something other than NNDR, FNDR, or CPDR, the submission
will be rejected.

Note: NNDR is a limited-use TOT that requires coordination with FBI prior to use.
3.1.1.11 Non-Federal Advanced Payment (NFAP)

These submissions are for noncriminal justice purposes in which the contributor is charged a fee
in advance. The submission contains ten rolled and four plain impressions or three identification
flat impressions along with biographic descriptor data. Examples of the types of contributors for
this TOT are federal citizenship and immigration services (such as training candidate check
programs). The purpose for submitting such requests is to ascertain whether individuals who
have applied for training through the contributor organizations have any past criminal histories.
See Section 1.6 for a discussion of the use of TCN and TCR in no-charge resubmission of user-
fee submissions that the FBI has rejected. Such resubmissions are allowed only when the
fingerprint image quality of the original submission was unacceptable.
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Note: NFAP is a limited-use TOT that requires coordination with FBI prior to use.
3.1.1.12 Non-Federal User Fee Expedite (NFUE)

These non-federal civil applicant submissions are fee-based, high-priority fingerprint
transactions that require an expedited search and response. The submission contains ten rolled
and four plain impressions or three identification flat impressions along with biographic
descriptor data. The biometric data included in the submission will be added to the CJIS
repository when the Retention Code is set to “Y.” See Section 1.6 for a discussion of the use of
TCN and TCR in no-charge resubmission of user-fee submissions that the FBI has rejected. Such
resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.13 Non-Federal Applicant User Fee (NFUF)

These submissions are for noncriminal justice purposes in which the contributor is charged a fee.
The submission contains ten rolled and four plain impressions or three identification flat
impressions along with biographic descriptor data. The biometric data included on the
submission will be added to the CJIS repository when the Retention Code is set to “Y.”
Examples of the types of contributors of this type of transaction are federal and state banking
institutions and regulatory agencies (such as stock exchanges, bankers’ associations, securities
dealers, Nuclear Regulatory Commission, Securities and Exchange Commission, racing or
gaming control boards, etc.). Their purpose for submitting such requests is to ascertain whether
individuals who have applied for employment/volunteer training through the contributor
organizations have any past criminal histories. See Section 1.6 for a discussion of the use of TCN
and TCR in no-charge resubmission of user-fee submissions that the FBI has rejected. Such
resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.14 Miscellaneous Applicant Civil (MAP)
These no-charge submissions are for non-federal law enforcement and criminal justice
employment. The submission contains either ten rolled and four plain impressions or three
identification flat impressions along with biographic descriptor data. The biometric data included
on the submission will be added to the CJIS repository when the Retention Code is set to “Y.”
3.1.1.15 Known Deceased (DEK)
These transactions are submitted for a deceased individual whose identity is known to the

contributor. The submission contains either ten rolled and four plain impressions or three
identification flat impressions along with biographic descriptor data. If the fingerprints are

IAFIS-DOC-01078-9.3 23 December 9, 2011



determined to be identical to those of a subject in the FBI’s criminal files, the subject’s FBI
record will be marked as deceased. The ICO field in this submission may be filled with the text
“DECEASED.”

3.1.1.16 Unknown Deceased (DEU)

This transaction is submitted with fingerprints obtained from an individual who was deceased at
that time but whose identity was not known to the contributor. The submission contains either
ten rolled and four plain impressions or three identification flat impressions along with
biographic descriptor data. If the fingerprints are determined to be identical to those of a subject
in the FBI’s criminal files, the subject’s FBI record will be marked as deceased and the
contributor will be notified of the results. Should no identification result from a search of the
criminal file, a search of the civil file will be performed. The subject will be added to the
criminal file when no identification results, in order to be identified with missing person’s
reports.

3.1.1.17 Missing Person (MPR)

These noncriminal submissions pertain to persons reported as missing. The submission contains
either ten rolled and four plain impressions or three identification flat impressions along with
biographic descriptor data. Their submission causes a search of the FBI files and may result in
the placement of a “stop” in FBI automated files to alert whenever a future fingerprint
submission (of any type) hits against the original set of fingerprints and establishes the person’s
whereabouts. Should no identification result from a search of the criminal file, a search of the
civil file will be performed. These subjects are added to the criminal file when no identification
is made to an existing record. The Action to be Taken (ACN) field of the response will indicate
if a “stop” has been established. The ICO field in this submission may be filled with the text
“MISSING PERSON.” The Retention Code for this transaction must be set to “Y”.

3.1.1.18 Amnesia Victim (AMN)

These noncriminal submissions pertain to persons known to have amnesia who are unaware of
their own identity. The submission contains ten rolled and four plain impressions or three
identification flat impressions along with biographic descriptor data. The submission causes a
search of the FBI files and may result in the placement of a “stop” in FBI automated files to alert
whenever a future fingerprint submission (of any type) hits against the original set of fingerprints
and establishes the person’s identity. Should no identification result from a search of the criminal
file, a search of the civil file will be performed. These subjects are added to the criminal file
when no identification is made to an existing record. The ACN field of the response will indicate
if a “stop” has been established. The ICO field in this submission may be filled with the text
“AMNESIA VICTIM.” The Retention Code for this transaction must be set to “Y”.
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3.1.1.19 Rap Back Indirect Enrollment Requests (Future Capability)

Requests for Rap Back services will be facilitated through an optional Rap Back request field in
the Type-2 record for electronic Tenprint Fingerprint Identification Submissions regarding
individuals the submitting agency desires to enroll. After completion of the NGI design phase, a
detailed list of acceptable TOTs will be added to this section. If Rap Back Services are requested
for a civil submission, the agency must also request retention of the civil fingerprint or the Rap
Back enrollment will be rejected. Rap Back record owners will have several options available,
such as: designating a subscription expiration date; receiving a pre-notification; monitoring
criminal activity, disposition activity, civil activity (if authorized), external system activity;
designating to not receive intrastate-triggered events; and listing additional ORIs to receive Rap
Back Notifications.

3.1.1.20 External Fingerprint Identification Search (Future Capability)

This transaction will be used by CJIS to request a search of the external system as indicated on
the fingerprint identification search. CJIS will expect an External Submission Results Response
from the external system.

3.1.1.21 Submission Results — Electronic (SRE)

This transaction is returned by the FBI in response to tenprint submissions. The response will
always contain a identification/non-identification decision and will contain the electronic Identity
History Summary if requested. Table 3-2 describes which NAM, FBI number, and SID are
returned in the SRE for Criminal, Civil and Humanitarian submissions, for both non-
identification and identification results. A non-matching NAME is returned in the electronic rap
sheet (ERS) if one was requested. The following fields, which are not stored at CJIS, are always
returned exactly as submitted: ATN, SCO, EAD, OCP, RES, and TAA. A single electronic
response will be sent to the contributor through the State Identification Bureau via the CJIS
WAN. In the case that circumstances delay processing an EBTS request, the requestor will
receive a preliminary electronic response coded as a Non-ldent with an ERS. The ERS will
contain a report explaining results are not available due to a delay. When the FBI completes
processing, it will print a non-identification or an identification response report and mail it to the
requestor.

In the future, Identification Service transactions may trigger a search to other external systems
either via use of multiple values in the Type-2 record field NDR or via business rules setup in
NGI. Responses returned within the specified response times for the CJIS transactions will be
combined into a single response. Contributors may receive multiple SRE transactions when
external system responses are not returned within the allotted response time. The TCR field in
the Type-1 header record of the subsequent responses will contain the TCN value from the Type-
1 header record of the submission to enable correlation of the remaining responses. The Type-2
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record of the subsequent SRE will also contain the unique identifier and biographic data of a
subject in the external system if there is a hit.

Table 3-2 Values of NAM, FBI and SID Returned in the SRE

Type of Submission Result Value of Returned Field Special Exceptions
Name FBI SID

Criminal, No FBI Submitted Non—_ldent Non- NAM Submitted None SID Submitted
Criminal, No FBI Submitted Eztrilrdent Retain NAM Submitted Master FBI SID Submitted
Criminal, No FBI Submitted Ident Non-Retain Master NAM Master FBI Master SID
Criminal, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Criminal, FBI Submitted Non—_ldent Non- NAM Submitted None Submitted SID STD in RAP SHEET
Criminal, FBI Submitted |lflit:l—llndent Retain NAM Submitted Master FBI Submitted SID STD in RAP SHEET
Criminal, FBI Submitted Ident Non-Retain Master NAM Master FBI Master SID STD in RAP SHEET
Criminal, FBI Submitted Ident Retain Master NAM Master FBI Master SID STD in RAP SHEET
Civil, No FBI Submitted Non-_ldent Non- NAM Submitted None None
Civil, No FBI Submitted Ezt:-llndent Retain NAM Submitted CRN None
Civil, No FBI Submitted Ident Non-Retain Master NAM Master FBI Master SID
Civil, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Civil, FBI Submitted Non-_ldent Non- NAM Submitted None None STD in RAP SHEET
Civil, FBI Submitted Ezt:l-lrdent Retain NAM Submitted CRN None STD in RAP SHEET
Civil, FBI Submitted Ident Non-Retain Master NAM Master FBI Master SID STD in RAP SHEET
Civil, FBI Submitted Ident Retain Master NAM Master FBI Master SID STD in RAP SHEET
Humanitarian, No FBI Submitted | Non-ldent NAM Submitted Master FBI None
Humanitarian, No FBI Submitted Ident Master NAM Master FBI None
Humanitarian, FBI Submitted Non-Ident NAM Submitted Master FBI None STD in RAP SHEET
Humanitarian, FBI Submitted Ident Master NAM Master FBI None STD in RAP SHEET

Under certain circumstances, the Electronic Rap Sheet (ERS) field in the SRE will contain
Special Table Data (STD) explaining the special circumstance. For example, this would be
included in a Non-Identification Report (NIDR) if a Universal Control Number (UCN) was
submitted. It would be included in an Identification Report (IDRR) if a submitted UCN did not
match the UCN in the Master File for subject. It would be included in an IDRR or NIDR, as
appropriate, if the Master File UCN was marked expunged, deleted, or consolidated.
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3.1.1.22 Tenprint Transaction Error (ERRT)

These submissions are returned by the FBI to indicate a transaction error. It includes a message
field (MSG) indicating the type of error detected. Error responses are described in the Error
Message Format Section. Currently defined external error messages are detailed in Appendix M.

3.1.2 Latent Fingerprint Identification Submissions

The Electronic Latent Fingerprint Identification submission to the FBI will originate from the
FBI Field Office having legal jurisdiction of the case. This submission, as differentiated from
latent investigation searches, are strictly for the purpose of submitting crime scene information to
the FBI for processing in support of law enforcement identifications. The crime scene evidence
will be processed and the desired latent prints will be electronically captured. The term "latent
prints” includes fingerprints, palmprints, and supplemental fingerprints. Investigation of latent
cases may also generate tenprints used for comparison purposes (e.g., suspect, victim, other
personnel with authorized access to the crime scene). NGl is expanding the use of this
submission to allow for tenprint fingerprint images to be submitted with this transaction, as
Latent Fingerprint Image Submission (LFS) will be taking on the functionality of the
discontinued Compare Fingerprint Submission (CFS) and Evaluation Report (ELR) TOTSs. In the
future, these submissions will include cascading searches of marked Special Population
Cognizant (SPC) Files after a response has been provided to the Authorized Contributor. These
submission TOTs are summarized in Appendix D with the field edit specifications found in
Appendix C.

There are several types of electronic latent fingerprint identification submissions that will be
accepted by the FBI. The particular type of submission is identified in the Type of Transaction
(TOT) field in the Type-1 record for each transaction. The following are the TOTSs for latent
submissions:

TOT TRANSACTION
LFS Latent Fingerprint Image Submission

The FBI’s responses to electronic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION

LSR Latent Submission Results - Electronic
ERRL Latent Transaction Error
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3.1.2.1 Latent Fingerprint Image(s) Submission (LFS)

A Latent Fingerprint Image Submission is intended primarily for the purpose of executing an
AFIS search and is to be used by FBI Field Offices not able to extract CJIS-compatible minutiae.
The latent fingerprint images are transmitted along with the search criteria by the originator. FBI
CJIS Latent fingerprint specialists will perform comparisons of the search latent fingerprint
image(s) against the candidate(s) selected and make the Identification / Non-ldentification /
Inconclusive decision(s). The ldentification / Non-Identification / Inconclusive decision(s) will
be transmitted as a response (i.e., LSR). The latent search image(s) may be stored in the ULF if
requested in the submission by the originator independent of the results of the search.

3.1.2.2 Latent Submission Results (LSR)

This transaction is in response to a Latent Fingerprint Submission (LFS). It includes a Search
Results Findings (SRF) field indicating: “P” for pending further research, “C” for an
inconclusive decision, “N” for non-identification decision, or “I”” for identification decision. If
the LFS results in an identification decision, it returns a name, FBI number or UCN, and an
Identity History Summary of the identified subject. In the future, contributors can receive the
photo set associated with this identification when requested in the LFS. The new Biometric
Image Available (BIA) field is added to reflect the biometric image types available for the
Identity. If the contributor needs to retrieve the biometric images, they can request them via the
Biometric Image Retrieval (IRQ) request.

3.1.2.3 Latent Transaction Error (ERRL)

This transaction is returned by the FBI in response to a transaction that contained errors such as
search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid contents. The MSG field shall include additional information
on the causes for the rejection. Error responses are described in the Error Message Format
Section.

3.1.3 Rapid Fingerprint Identification Search Submissions

The Rapid Search functionality provides the ability to perform an identification search against a
limited repository population with a significantly reduced response time in comparison to
Tenprint Fingerprint Identification Search response times. These Rapid Fingerprint Identification
Search Submissions are directed against the Repository for Individuals of Special Concern
(RISC), which is anticipated to contain records for Wanted Persons, Known or Appropriately
Suspected Terrorists, Sexual Offender Registry Subjects, and other persons of special interest.
This rapid search functionality is being expanded to include searching the criminal repository by
authorized agencies. These transactions will initiate a cascaded search of the ULF after a Rapid
Search response has been provided to the Authorized Contributor. In the future, these

IAFIS-DOC-01078-9.3 28 December 9, 2011



transactions will also initiate cascading searches of marked Special Population Cognizant (SPC)
Files.

The following TOT will be accepted by the FBI for Rapid Fingerprint Identification Search
Submissions:

TOT TRANSACTION
RPIS Rapid Fingerprint Identification Search Submission

The FBI’s responses to electronic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION
RPISR  Rapid Fingerprint Identification Search Response
ERRT Tenprint Transaction Error

3.1.3.1 Rapid Fingerprint Identification Search Submission (RPIS)

These submissions are provided to the FBI to perform the rapid fingerprint search of the FBI’s
RISC repository. RISC provides the capability to perform a Rapid Fingerprint Identification
Search (RPIS) against the RISC subjects of heightened interest warranting more rapid responses
to inquiring users. The transaction allows the user to request a full Identity History Summary as
an optional return element. In the future, RPIS will allow the user to request a photo to be
returned.

When the Name of Designated Repository (NDR) field contains values of 6 (all of RISC), 11
(Wants and Warrants), 12 (Sexual Offense Registry), 13 (Known or Suspected Terrorists), 14
(International Terrorist File) or 15 (Persons of Special Interest), the submission is allowed to
have friction ridge position codes (FGP) of 1 — 15, and must contain at least two finger images
along with biographic descriptor data. When NDR value of 1 (Criminal Master File) is used, the
submission must have ten finger images (FGP = 1 — 10), with the Amputated code (2.084 AMP)
field being filled in for those images not included, along with the biographic descriptor data.

Note: RPIS is a limited-use TOT that requires coordination with FBI prior to use.

3.1.3.2 Rapid Fingerprint Identification Search Response (RPISR)
Rapid Fingerprint Identification Search submissions will provide a rapid response to searches
from authorized agencies. When the RPIS search is directed against the RISC repositories, the
response transaction (RPISR) consists of a red/yellow/green indicator in the Search Results

Findings (SRF) field corresponding to the match results against the RISC. A Red Response is a
hit, indicating identification of a highly probable candidate in the RISC. However, a red response
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is not to be considered a positive identification, but rather the candidate score from the RISC
search indicates a high likelihood of identification. It is recommended agencies submit a full
tenprint fingerprint submission for positive identification. A Yellow response is a possible hit,
indicating identification of a possible candidate (or candidates) in the RISC which is below the
level of confidence established for a highly probably match (red response) but above the level
that excludes the possibility of a potential candidate (green response). The yellow response may
thus only be used as an investigative tool providing leads for further investigative inquiries. A
Green response indicates no hit (i.e., the search did not locate a viable candidate in the RISC).

For Red and Yellow responses, limited identity history information will be returned in the
Supplementary Identity Information (2.2023 SlI) for up to two candidates, as well as the most
recent full frontal photo for each candidate if requested, on file and disseminable. The Sl field
may include information not within the scope of the Identity History Summary. (Photo return is a
Future Capability.) If requested, the RPISR transaction will include full Identity History
Summary data in the Electronic Rap Sheet (ERS) field for any returned candidates. For RISC
searches, SII will contain those information items not found in the Identity History Summary
(i.e., Offense and Caution codes from NCIC). The return of the full Identity History Summary
may increase the response time service level. No fingerprint images will be returned for the
Rapid Fingerprint Identification Search Response.

If two candidates are returned, a separate Type-2 record will be included for each candidate. The
FBI Number (FBI), Name (NAM), Place of Birth (POB), Status/Error Message (MSG),
Electronic Rap Sheet (ERS), and Supplementary Identity Information (S1I) fields will hold
information unique to each candidate. In addition, the FBI Number (FBI) field of the first Type-2
record will contain a second occurrence that holds the FBI Number of the candidate in the
second Type-2 record for reference.

When the RPIS search is directed against the CMF repository, the response will consist of a
red/green indicator in the SRF field. The SRF field is populated with either an “R” for Red
indicating that a potential criminal match has been found, or a “G” for Green indicating that no
disseminable match has been found. No biographic data or identity information (such as UCN) is
included in this response. It is expected a Red indicator response will be followed by a separate
Tenprint Fingerprint Identification request message to provide the identity of the subject.

IAFIS-DOC-01078-9.3 30 December 9, 2011



3.1.4 International Terrorist Identification Submissions (Future
Capability)

The CJIS International Terrorist File (ITF) is a subset of records within the RISC which includes
identified terrorists, wanted aliens, or other international subjects of heightened interest
warranting more rapid responses to inquiring users. These submissions will allow an authorized
CJIS contributor to initiate an identification search of External International terrorist repositories.
It will provide the capability for an International agency to initiate an identification search in the
CJIS ITF repository.

3.1.4.1 International Terrorist Identification Submission and Response
(Future Capability)

Similar to a RPIS submission, an ITF submission provides participating International Agencies
with the capability to search the RISC. However, the ITF submission is different from a RPIS
submission in the following ways: allows for multi-tiered enrollment into the RISC, does not
provide a “lights out” search, forwards the ITF request to other participating International
Organizations, and provides a positive or negative Identification decision.

Note: ITF is a limited-use TOT that requires coordination with FBI prior to use.

The response will follow multi-tiered dissemination rules for ITF. These rules are as follows:
notification is only provided to the record owner for tier 3 identifications; contact information for
tier 2 identifications; and identity history information for tier 1 identifications. If an error occurs
during the processing of this submission, it will be noted in the negative Identification decision
response.

3.1.4.2 International Terrorist Identification Search Request and
Response (Future Capability)

These submissions will be used by CJIS to request a search from ITF participating organizations
about record information being included in the response to the International Terrorist
Identification Submission. The results of this search will be merged with or appended to the
International Terrorist Identification Submission Response.

3.1.5 Disposition File Maintenance Submissions (DSPE)

These submissions will provide the requester with an electronic option to submit dispositional
information. The Court Segment Literal (CSL) or dispositional data may be obtained from the
arresting agency, the court system, the penal system, or any other local, state, or federal entity
that may render final adjudication in a criminal case. The Disposition File Maintenance
Submissions (DSPE) may be used to submit from one (1) to forty (40) CSL transactions per date
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of arrest (DOA) without fingerprints, and is described in the Data Management Service section.
An electronic response (DSPR) will be sent to the requester.

3.1.5.1 Disposition Fingerprint Identification Submission (FDSP) (Future
Capability)

These submissions will use the same process as the Disposition File Maintenance Submission
(DSPE), except it will have the AMP and fingerprint images as mandatory fields. Verification
will be performed by comparing the FNU/UCN supplied and the fingerprint images provided to
determine positive identification. If no FNU/UCN is supplied, the fingerprint images provided
will be used to determine identification or non-identification. When a non-identification is made,
the disposition submission data will be used to establish a new FBI record by adding the
disposition data to this new record. When an identification is made, the disposition submission
data which matches the existing FBI record arrest data will be added to the existing record and
will be disseminable in responses from the FBI. An electronic response (DSPR) will be sent to
the requestor.

3.1.5.2 Disposition Response (DSPR) (Future Capability)

These transactions will be returned by the FBI in response to dispositional type related
submissions (DSPE/FDSP). The response will be based on whether the transaction is processed
as submitted. The DSPR will contain a CJIS transaction control number (TCN) from the
submission, the submitted biographical data, and response information. The response
information may be “Record Updated” if the record is successfully updated with the submitted
CSL, “Manual Processing Required” if subsequent analysis of the submitted CSL is necessary,
or “Rejected” and the reason for rejection listed. The response information will be contained in
the Action to be Taken field (2.071 ACN). Rejections will be via the ERRT TOT.

3.1.6 CJIS Card Scanning Service Submissions

With the initiation of the IAFIS services, all submitting agencies had the opportunity to submit
electronic fingerprint identification requests. However, not all agencies had the capability or
capacity to submit electronic requests. Therefore, the need to convert hard copy fingerprint card
receipts into electronic submissions to IAFIS is being met by the Card Scanning Service. This
service converts current hard copy tenprints, palmprints, photographs, and foreign national
fingerprint cards into electronic records that are submitted to CJIS. The hard copy card is to
contain tenprint images necessary for the IAFIS identification process. Each hard copy tenprint
card will contain 14 valid EBTS Type-4 images consisting of the ten rolled-image blocks and the
four plain-image blocks. The following transactions are those used by the Card Scanning Service
to submit electronic records to CJIS. They must adhere to the same organization and restrictions
as those applied to other tenprint identification submissions. The field edit specifications for
these submissions can be found in Appendix C.
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The following are the Card Scanning TOTs for these submissions along with their corresponding
tenprint TOT:

TOT Tenprint TRANSACTION
TOT
CARC CAR Criminal Tenprint Submission (Answer Required)
CNAC CNA Criminal Tenprint Submission (No Answer Necessary)
DEKC DEK Known Deceased
FNCC FANC Federal Applicant (No Charge)
FUFC FAUF Federal Applicant User Fee
MAPC MAP Miscellaneous Applicant Civil
NFFC NFUF Non-Federal Applicant User Fee
NFDP NFUF Non-Federal Applicant User Fee — Direct Payment
CPNC CPNU Criminal Fingerprint Non-Urgent Submission (Future
Capability)

The FBI’s responses to electronic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission Results - Electronic
ERRT Tenprint Transaction Error

3.1.6.1 Criminal Tenprint CSS Submission (Answer Required) (CARC)

This transaction is similar to the CAR in that the requester desires that a response be returned.
The response will be returned to the Card Scanning Center which will then respond to the
contributor accordingly. The applicable fields for this TOT are exactly the same as those listed
for the CAR in Appendix D.

3.1.6.2 Criminal Tenprint CSS Submission (No Answer Required)
(CNAC)

This transaction is similar to the CNA in that the submitting agency desires no response from the
FBI and leaves the “reply desired” block unmarked. Generally, this transaction is used to inform
the FBI that a known subject has committed a new offense and to update the FBI records. An
acknowledgement response will be returned to the Card Scanning Center. The applicable fields
for this TOT are exactly the same as those listed for the CNA in Appendix D.
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3.1.6.3 Known Deceased CSS Submission (DEKC)

This transaction is similar to the DEK in that a deceased subject whose identity is known to the
submitting agency and to update FBI records. The response will be returned to the Card
Scanning Center which will respond to the contributor accordingly. The applicable fields for this
TOT are exactly the same as those listed for the DEK in Appendix D.

3.1.6.4 Federal Applicant CSS Submission (FNCC)

This transaction is similar to the FANC in that the submission is in connection with criminal
justice and law enforcement employment with the Federal Government (e.g., FBI, US Park
Police, Federal Judicial). The response will be returned to the Card Scanning Center which will
respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as
those listed for the FANC in Appendix D.

3.1.6.5 Federal Applicant CSS Submission (FUFC)

This transaction is similar to the FAUF in that the submission is from any branch of the U.S.
military in connection with an enlistment or consideration for Officers” Candidate School. This
transaction may also be submitted from federal agencies in connection with (noncriminal justice)
employment, security updates, or contract personnel. The response will be returned to the Card
Scanning Center which will respond to the contributor accordingly. The applicable fields for this
TOT are exactly the same as those listed for the FAUF in Appendix D.

3.1.6.6 Miscellaneous Applicant Civil CSS Submission (No Charge)
(MAPC)

This transaction is similar to the MAP in that it is used for non-federal law enforcement and
criminal justice employment (including state and local law enforcement) as well as gun permit
applications from criminal justice agencies. The response will be returned to the Card Scanning
Center which will respond to the contributor accordingly. The applicable fields for this TOT are
exactly the same as those listed for the MAP in Appendix D.

3.1.6.7 Non-Federal Applicant CSS Submission (User Fee) (NFFC)

This transaction is similar to the NFUF in that it is used for noncriminal justice and licensing
purposes under federal (e.g., National Child Protection Act of 1993), state, or local statutes
which fall under the authority of Public Law 92-544, and are approved by the U.S. Attorney
General. They are also used by local and state agencies, federal and state banking institutions,
and regulatory agencies (e.g., stock exchanges, bankers’ associations, securities dealers, Nuclear
Regulatory Commission, Securities and Exchange Commission, racing or gaming control
boards). Their intended purpose is to ascertain whether individuals who have applied for
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employment have any past criminal histories. All billing is handled via the user fee billing
system from IAFIS. The response will be returned to the Card Scanning Center which will
respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as
those listed for the NFUF in Appendix D.

3.1.6.8 Non-Federal Applicant CSS Submission (User Fee — direct
payment) (NFDP)

This transaction works the same way as the NFFC except that payment is included with the hard
copy fingerprint card. The response will be returned to the Card Scanning Center which will
respond to the contributor accordingly. The applicable fields for this TOT are exactly the same as
those listed for the NFUF in Appendix D.

3.1.6.9 Criminal Fingerprint Processing Non-Urgent CSS Submission
(CPNC) (Future Capability)

This transaction is similar to the CPNU in that if differs from urgent criminal transactions in
response time. The response will be returned to the Card Scanning Center which will respond to
the contributor accordingly. The applicable fields for this TOT are exactly the same as those
listed for the CPNU in Appendix D.
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3.2 Verification Service

This service will provide user support of requests for specific biometric verification on an
individual. It allows a user to submit a request for verification on an individual by specifying a
unique identifier. This Verification Service results in the confirmation of an individual’s Identity
based on a one-to-one comparison. The following are the TOTSs for Verification submissions:

TOT TRANSACTION
FVR Fingerprint Verification Request

The FBI’s responses to electronic submissions will provide search results or indicate an error via
the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission Results - Electronic
ERRT Tenprint Transaction Error

3.2.1 Fingerprint Verification Request (FVR)

These submissions will be used to verify the identity of a subject against a known UCN in the
CJIS files. Submissions will include a quoted UCN and may include from two to ten fingerprint
images, either flat or rolled. If the quoted UCN is not found, an error message (ERRT) will be
returned. If the UCN is found but not verified, a No Match Response will be returned in the SRE
transaction. If the submitted images are verified against the quoted UCN, a Match Response will
be returned including a current Identity History Summary, if requested, in the SRE transaction.

3.2.2 Fingerprint Verification Response (SRE)

This transaction is returned by the FBI in response to a Fingerprint Verification request. The
response will always contain the Match/No Match decision and will contain the electronic
Identity History Summary, if requested. Table 3-3 describes which NAM, FBI number, and SID
are returned in the SRE for the Fingerprint Verification request. For further information, please
refer to the Identification Services section, Submission Results — Electronic (SRE) subsection.

Table 3-3 Values of NAM, FBI and SID Returned in the SRE for FVR

Type of Submission Result Value of Returned Field Special Exceptions
Name FBI SID
Fingerprint Verification Request Match Master NAM Master FBI Master SID
Fingerprint Verification Request No Match NAM Submitted None Submitted SID STD in RAP SHEET
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3.2.3 Fingerprint Verification Error Response (ERRT)

These transactions are returned by the FBI to indicate a transaction error for a Fingerprint
Verification request. It includes a message field (MSG) indicating the type of error detected.

Error responses are described in the Error Message Format Section. Currently defined error
messages are detailed in Appendix M.
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3.3 Information Service

This service will provide user support of requests for specific biometric or biographic
information on an individual. It allows a user to submit a request for information on an
individual by specifying a unique identifier. Appendix E provides a summary of the Information
Service transactions with the Type-2 fields that are optional and mandatory. Appendix C
contains the detailed information for each of the Type-2 fields.

3.3.1 Biometric Image Retrieval Submission

The Biometric Image Retrieval Submission includes transactions for requesting images on file at
the FBI. To initiate a request for image(s) from the FBI’s database, the sending agency
electronically transmits the unique record identifier of the subject (i.e., FBI number or other
identifier, such as UCN). The Unsolved Latent File (ULF) record will also have a unique record
identifier known as the UCN. Therefore, to retrieve ULF images, the contributor will provide
that UCN in the FBI Number field (2.014) to retrieve the ULF record. This request will be routed
to the FBI, processed, and returned to the requester through the CJIS WAN. If the requester is a
local agency, the request and response will be routed via the CJIS WAN through the state law
enforcement network or the Internet. There will be no manual intervention on the part of the FBI.

Requests for a set of images will be submitted to the FBI under the TOT field of IRQ (denoting
Image Request) in the Type-1 Record. The FBI’s response will contain a TOT of IRR (denoting
Image Request Response) in the Type-1 Record. The processing flow for image requests is
illustrated in Figure 8, Biometric Image Retrieval Submission.
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Figure 8 Biometric Image Retrieval Submission
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As an IRQ could request images for multiple individuals by including a list of identifiers, the
FBI will respond with a Fingerprint Image Summary Response listing all requested FBI numbers
or UCNs and their response status after completing the individual retrievals and responses. The
FBI’s response will contain a TOT of ISR in the Type-1 Record.

The following TOTSs are applicable for requests for fingerprint images:

TOT TRANSACTION
IRQ Image Request

The FBI’s response to requests for images is as follows:

TOT RESPONSE TRANSACTION
IRR Image Request Response

ISR Image Summary Response
ERRI Image Transaction Error

Other Biometric Image Retrieval Submissions include the legacy electronic photo services
transaction for requesting criminal or civil photo sets from the file at the FBI and a transaction to
delete photo sets. The file from which the photos are being requested is indicated by providing
the appropriate value in the Name of Designated Repository (NDR) field in the Type-2 record.
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To initiate a request for a photo set from the FBI’s database, the sending agency electronically
transmits the UCN (which can be an FBI number or other unique record identifier) and
optionally a DOA (for criminal records) of the subject. (Note: In the future, it is anticipated that
Date Photo Taken may be used to request civil photos associated with a specific event.) This
request will be routed by way of the CJIS WAN to the FBI, processed, and returned to the
requester via the same path. If the requester is a local agency, the request and response will be
routed via the CJIS WAN through the state law enforcement network. There will be no manual
intervention on the part of the FBI.

Requests for a photo set will be submitted to the FBI under the TOT field of CPR (denoting
Criminal or Civil Subject Photo Request) in the Type-1 Record. The FBI’s response will contain
a TOT of PRR (denoting Photo Request Response) in the Type-1 Record. In the future, photo
retrievals will be also included under the IRQ transaction.

The following TOTs are applicable for request for Criminal or Civil Subject Photo Images:

TOT TRANSACTION
CPR Subject Photo Request

The FBI’s response to requests for Criminal Subject Photo set images are as follows:

TOT RESPONSE TRANSACTION
PRR Photo Request Response

3.3.1.1 Biometric Image/Feature Retrieval Submission (IRQ)

This transaction enables users to retrieve images from the FBI databases so a comparison can be
made by the requester at user facilities or to populate the requestor’s database. The requester
identifies the subject(s) by UCN/FNU/SCNA whose fingerprint images are being requested. The
requester may also include additional parameters to request more specific images (e.g., BSI) of
the subject(s) whose biometric images are being requested. Up to 1,000 subjects’ records may be
requested per transaction. Specific fingerprint, palmprint, supplemental fingerprints and
palmprint images or the complete set may be requested. In the future, other biometrics (such as
photos and iris images) that are associated with that record may also be requested. The
transaction will be processed, and requester-selected images on file at the FBI will be transmitted
in the response. Each subject record identifier number in the request and each set of biometrics
being returned for the subject will be addressed in a separate Image Request Response (IRR). If
the request contains any errors, an Image Error Response (ERRI) will be returned, including the
reason for the return in a message field (MSG).

NGI expands this capability to also allow for the retrieval of:
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1. Tenprint Fingerprint identity composite (legacy behavior) or specific biometric image sets

2. Fingerprint image sets along with associated feature sets for identities and specific biometric
image sets

3. Palmprint image sets along with associated feature sets for identities and specific biometric
image sets

4. Supplemental Print image sets along with associated feature sets for identities and specific
biometric image sets

5. Latent Print image sets along with associated feature sets for latent records and specific
biometric image sets

The submitter of the transaction may indicate the desire for CJIS to return the Type-9 features
records associated with the returned images. Also, the palmprint and supplemental fingerprint
and palmprint Type-9 features will be supported for return with their associated images. The
Type-9 features records may be used for comparison purposes by overlaying the features on the
image records. For IRQ transactions requesting multiple sets of images, the request to return
features records must apply equally to all identified sets of images. Otherwise, individual IRQ
transactions must be submitted.

New fields have been added to the IRQ in support of the identity (or subject) events as well as
the new friction ridge types. In order to support multiple biometric sets and multiple modalities
(image types) for an identity, a new field, the Biometric Image Description (BID), has been
created. If the new BID (2.2028) field is populated, then the UCN (2.014) and FNR (2.057)
fields will be ignored; therefore, UCN and FNR are modified from mandatory to optional. The
BID field is a set type where its subfields define each image requested. The Image Type (IMT)
field can be used to specify which types of biometric sets are requested, the Request Features
Record (RFR) field can be used to request features with images, the Biometric Set Identifier
(BSI) field can be used to identify the specific biometric set being requested, and the Print
Position Descriptors (PPD) field can be used to accompany the FNR field to specify which
Supplemental Fingerprint and Palmprint images are being requested. If the BSI field is not
present, the representative biometric set(s) are retrieved for the identity specified in the FBI/UCN
field. The representative set for fingerprints will be a composite fingerprint set of images, while
the representative set of palmprints or supplemental fingerprint and palmprint will be the latest
set enrolled. See the table below for combinations of fields and images that will be returned. The
FNR field will also be expanded to allow palmprint position codes (See Appendix P).

IMT BSI FNR Images returned
Present Present Present
X Representative set for image type specified
X X Specific image set specified in the BSI of that image type

IAFIS-DOC-01078-9.3 41 December 9, 2011



IMT BSI FNR Images returned
Present Present Present

specified
X X The friction ridge position image of the representative set
for the image type specified
X X The finger position image of the specific image set
specified in the BSI
X X X The finger position image of the specific image set

specified in the BSI of that image type specified

3.3.1.2 Subject Photo Request (CPR)

This TOT enables users to retrieve a photo set from the FBI repository. Each set of photos
comprises photos of a subject posed from different views and/or Scars/Marks/Tattoos. Each
photo set for an identity record (identified by an FBI number or UCN) is linked to the subject by
the date of arrest (DOA). In the future, photo sets will be linked to the UCN and will be stored by
the date photographed. The most recent frontal photo will be returned in the request as a default.
The transaction will be processed, and the requester-selected photo set on file at the FBI will be
transmitted in the response. If the request contains any errors, the response code (REC) will be
set to “N.” A Photo Request Response (PRR) will be returned, including the reason for the
rejection in a response explanation field (EXP).

3.3.1.3 External System Photo Image Retrieval and Response (Future
Capability)

In the future, when an Authorized Contributor submits a Photo Image Retrieval Request to
request photo images for specific Identities and events from an external system, the FBI will use
the External System Photo Image Retrieval Request to obtain those photos. The external system
will respond to the FBI with the External System Photo Image Request Response.

3.3.1.4 Image Request Response (IRR)

This transaction is returned by the FBI to provide requested images on file at the FBI to the
requester. Each image identified in the IRQ request will cause a separate IRR response. The
response will include the subject record identifier number (UCN) and the requested image set in
the format they were enrolled: Type-4, Type-14 fingerprint images, or Type-15 palmprint
images. The specified fingerprint, palmprint, and/or supplemental fingerprint and palmprint
images will be transmitted in the response.

The IRR response will return one fingerprint, palmprint, or supplemental fingerprint and
palmprint image set along with the associated biometric feature set, if requested. The new
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Biometric Image Available (BIA) field is added to reflect the biometric image types available for
the Identity. This field will only be populated with the information contained in the BID field of
the IRQ. The FBI Number field will return the NGI UCN that may contain either the criminal
FBI number (FNU), the Civil Record Number (CRN), or Legacy Unsolved Latent number
(SCNA) of the returned record. When a composite set is returned, no Biometric Set Identifier is
returned in the message.

3.3.1.5 Image Summary Response (ISR)

This transaction is returned by the FBI to summarize the results of the image request processing.
This transaction contains the listing of each subject record identifier number returned. It is
suggested that the submitting agency do a comparison between their original image request and
this image summary response to determine which images were not returned due to invalid FBI
number or image not on file.

New fields will be used to inform the user of all the identity’s biometric sets that were returned
when the IRQ contained the BID field. New fields added to the message are the Image Type
(IMT) to specify the type of biometric set returned and BSI to specify the exact biometric set
returned if the set is not a composite set. The FNU, SID, IMT, and BSI fields are all ordered such
that each occurrence of the field is partnered with the same ordered element of the other three
fields.

3.3.1.6 Photo Request Response (PRR) and Photo Delete Response (PDR)

Each photo request will receive a photo request response (PRR). The PDR TOT is the response
for an image delete request. The two responses are handled in the same way. The transaction is
returned by the FBI to indicate the condition of each request. The fields in this Type-2 record
will give the result of the request. If the request contains any errors that cannot be parsed, CJIS
will return an FB1=0000000; CRI=XXXXXXXXX; REC=*N"; and a Response Explanation
field, EXP= the translated message code of the first detected error.

3.3.1.7 Image/Information Transaction Error (ERRI)
This transaction is returned by the FBI to indicate a transaction error. It includes a message field
(MSG) indicating the type of error detected. Error responses are described in the Error Message
Format Section.
3.3.2 Biometric Audit Trail Retrieval Submissions (NGI Increment 3)
These transactions will enable users to retrieve audit trail information for their images stored in
the CJIS database. This information will consist of which agency(ies) have received the specified

image(s), when the image(s) were transmitted, and for what reason. The requester provides the
subject identifier (UCN) and the biometric identifier (BSI) for the image set for which they wish
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the audit trail information to be returned. If the biometric set identifier is not included, then the
UCN is mandatory, and all the biometric sets owned by the submitter will be used. The
transaction will be processed and the requested audit trail will be returned if the originator of the
request is the owner of the image for which the audit trail is being retrieved. The owner is
defined as the CRI who enrolled the biometric or the State Bureau for the CRI. If the request
contains any errors, an error response will be returned including the reason for the return in the
message field (MSG). Errors associated with a record identifier number, such as an image set not
being on file, will be reported in the error response.

3.3.2.1 Biometric Audit Trail Retrieval Query Request (BATQ) (NGI
Increment 3)

For each request, the submitter of the transaction shall specify which subject image audit trail
that CJIS will return. The response to this request will return only the audit trail for the images
owned by the submitter of the request. The first phase of implementation of this transaction will
include Fingerprint Audit Trail Retrieval Request, Palmprint Audit Trail, and Unsolved Latent
Audit Trail Retrieval Requests. In future phases, this transaction will include Fingerprint Audit
Trail, Photo Audit Trail, and Iris Audit Trail Retrieval Requests. Each transaction can retrieve
either a specific biometric set or multiple biometric sets for an Identity or latent record. The
response to this request will be Audit Trail Retrieval Response.

The main inputs are the UCN to specify the ldentity or latent record, BSI to specify a specific
biometric set, and IMT to specify the image types. Only a record owner (contributor) is allowed
to request an audit trail, so a transaction error is returned if anyone other than the owner tries to
request it. When IMT is provided without BSI, audit details are returned for all of the biometric
sets of type IMT that are owned by the requestor for the specified Identity or latent record
(UCN). When BSI and IMT are not provided, the audit trail details returned will consist of all
biometric sets owned by the requestor for the specified Identity or latent record.

3.3.2.2 Audit Trail Retrieval Response (BATR) (NGI Increment 3)

This transaction is returned by the FBI to provide the requested audit trail record to the requester
for the image, for which the requestor is the owner, on file at the FBI. This message contains
details of when and how the biometric sets specified in a BATQ have been disseminated. If
images from the requested biometric set have not been disseminated, a successful BATR is
returned, but it will not have any instances of audit trail data. If the requestor does not own any
of the images based on the BATQ request criteria, this will result in a transaction error condition
(ERRA), including the reason for the error in the MSG field. Also, if the BSI or IMT is not
associated with the UCN, an ERRI would be the response.

This response will include the subject or latent biometric record identifier and the audit trail
record for that image. A new Audit Trail Record (ATR) field is added to support a repeating set
containing the ORI of the originator, date of dissemination, TOT used to acquire the image, the
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BSI of the image, the image type, and finger positions (when the complete set is not returned) for
each requested image. If the max occurrence of the ATR is reached (100), the MSG field will be
populated informing user that latest 100 records are returned.

3.3.2.3 Audit Trail Transaction Error (ERRI) (NGI Increment 3)
This transaction is returned by the FBI to indicate a transaction error. It includes a message field
(MSG) indicating the type of error detected. Error responses are described in the Error Message
Format Section.

3.3.3 Rap Back Information Retrieval Submissions (Future Capability)

These future transactions will provide the subscriber of the Rap Back Service the ability to
retrieve their subscription status along with the designated recipients of the Rap Back
Notifications for those enrolled in the Rap Back Service. There will also be an opportunity for
the subscriber to retrieve Identity History Summaries for those enrolled in the Rap Back Service.

3.3.3.1 Rap Back Subscription List (Future Capability)

This transaction will provide the Rap Back Subscriber the ability to retrieve their Subscription
List indicating their subscription status and list of designated recipients.

3.3.3.2 Rap Back Identity History Summary Request (Future Capability)
This transaction will provide the owner of the Rap Back enrollment the ability to request an

Identity History Summary for the individual enrolled in the Rap Back Service after receipt of a
Rap Back Activity Notification.
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3.4 Investigation Service

To conduct an investigation search of the FBI’s database, the sending agency will electronically
transmit images and descriptive information as required by the AFIS/FBI (i.e., the AMP, when
needed) or user-extracted characteristics. Biometric characteristics include classification,
features, and any other derived data required by AFIS/FBI. If the originator is a local law
enforcement agency, the request will go through their State Identification Bureau or an approved
channeling agency. The subsequent submission will be searched automatically with no additional
manual editing or processing. If candidates are identified, no identification decision is made by
the FBI. Instead, up to 20 candidates’ UCNSs are returned to the transmitting agency along with
fingerprint images from the highest scoring candidate. Appendix E provides a summary of the
Investigation Service transactions with the Type-2 fields that are optional and mandatory.
Appendix C contains the detailed information for each of the Type-2 fields.

3.4.1 Tenprint Fingerprint Investigation Submissions

The tenprint investigation process differs from electronic tenprint identification submission
processing in that there is no manual intervention on the part of the FBI. The user can request
specific finger images, up to all 14 fingerprint images, to be returned with the response via the
Fingerprint Number(s) Requested (FNR) field. The sender must designate the TOT in the Type-1
record to specify the type of search request.

The following list of TOTs is applicable to tenprint searches transmitted to the FBI:

TOT TRANSACTION

TPIS Tenprint Fingerprint Image Searches
TPFS Tenprint Fingerprint Features Searches
TPRS Tenprint Rap Sheet Searches

A hierarchical approach to tenprint searches must be adhered to (i.e., for TPIS and TPFS).
Submissions by local agencies must be processed by the local AFIS (if available) and
electronically transmitted to a state AFIS (if available) before being submitted to the FBI. If an
identification decision is made at any of the previous levels, the identification response will be
transmitted to the originating agency and there will be no further processing of the request at a
higher level.

The processing flow for tenprint submissions (TPIS/TPFS) is shown in Figure 9, “Investigation
Fingerprint Submissions.”

All electronic transactions between the FBI and the originating state agency will be routed via
the CJIS WAN. State and local agencies must handle the continuance of these transactions
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among themselves through the state network. For OFOs, tribal, or international agencies, routing
of search and response will be via their connection to the CJIS WAN.

Figure 9 Investigation Fingerprint Submissions
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The following are the potential responses to tenprint fingerprint submissions:

TOT RESPONSE TRANSACTION
SRT Search Result - Tenprint

ERRT Tenprint Transaction Error
TPRR Tenprint Rap Sheet Response

The Search Result Tenprint (SRT) response will include a candidate list and the fingerprint
images of the highest scoring candidate who potentially matches the submitted fingerprints.
Retrieval of the additional images is accomplished through separate image retrieval requests. The
Tenprint Rap Sheet Response (TPRR) will contain a list of candidates and their identity history
in the Electronic Rap Sheet (ERS) field, but no fingerprint images.
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3.4.1.1 Tenprint Fingerprint Image Search (TPIS)

The Tenprint Fingerprint Image Search contains tenprint fingerprint images along with any
required fingerprint classification information and descriptors by the originator. The Pattern
Level Classification (PAT) field is to be included for every amputated or unprintable finger. The
fingerprint characteristics will be automatically extracted from the image submitted. There will
be no manual editing of fingerprint characteristics. The search process of the criminal fingerprint
files is conducted and the results transmitted to the originator. The response consists of the match
report including the identification of matching candidates and the corresponding fingerprint
images of the candidate with the highest score. Images for the remaining candidates may be
retrieved through separate image retrieval requests.

3.4.1.2 Tenprint Fingerprint Features Search (TPFS)

The Tenprint Fingerprint Features Search contains fingerprint characteristics, including
classifications, which are extracted and transmitted by the originator along with search criteria.
The search process uses this information to generate the candidate list. The response is similar to
those for TPIS transactions. It should be noted that the fingerprint characteristics referred to here
are the native-mode fingerprint characteristics of the FBI’s AFIS; i.e., the fingerprint
characteristics’ data transmitted will be in a format used or accepted by AFIS/FBI. The
originating agency must have the capability to extract and encode fingerprint characteristics data
in the FBI native mode in order to use this TOT.

3.4.1.3 Tenprint Rap Sheet Search (TPRS) and Responses (TPRR)

The Tenprint Rap Sheet Search contains tenprint fingerprint images along with any required
fingerprint classification information and descriptors. The PAT field is to be included for every
amputated or unprintable finger. The fingerprint characteristics will be automatically extracted
from the images at the FBI with no human intervention. There will be no manual editing of
fingerprint characteristics. The search process of the criminal fingerprint files is conducted and
the results transmitted to the originator. The Tenprint Rap Sheet Response consists of identity
histories for up to the top twenty candidates. Images are not returned as part of this process.

Note: TPRS is a limited-use TOT that requires coordination with FBI prior to use.
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3.4.1.4 Search Results — Tenprint (SRT)

This transaction is returned by the FBI in response to a TPIS or TPFS request. It includes a
candidate list composed of the names and UCNSs of up to 25 subjects selected by AFIS/FBI as
determined to be potential matches to the fingerprint images or features that were submitted. The
fingerprint images of the first candidate on the candidate list will also be included. The
fingerprint images in the response may be specified by finger position in the search request.

3.4.1.5 Tenprint Transaction Error (ERRT)

This transaction is returned by the FBI to indicate a transaction error. It includes a message field
(MSG) indicating the type of error detected. Error responses are described in the Error Message
Format Section.

3.4.2 Latent Print Investigation Submissions

The NGI Latent Friction Ridge (LFR) system replaces the IAFIS latent search capability. The
LFR system offers drastically increased accuracy through the use of latest generation matching
algorithms coupled with an event-based (vice composite) friction ridge repository. Further, the
LFR expands the friction ridge repository and latent searching beyond fingerprints into palm and
supplemental (joint and tip) prints.

A CJIS user may transmit one or more latent print images and/or corresponding features sets,
assumed to be from the same subject, to be searched against the various FBI friction ridge
repositories. This latent print search request will originate from the agency having legal
jurisdiction of the case (federal, state, local or international). The evidence will be processed and
the desired latent friction ridge impressions will be electronically captured. To conduct a search
with the captured latent prints, the originating agency will electronically transmit the latent print
images within a Latent Friction Ridge Image Search (LFIS) or the latent print features and
preferably the latent print images within a Latent Friction Ridge Features Search (LFFS)
transaction. The image in an LFIS/LFFS transaction should be known to be upright (tip up £
159), with no obscuring background or multiple impressions in the image. By default, these
images and/or features will be stored in the Unsolved Latent File (ULF). The user may override
this behavior by setting the ULF flag to no.

All AFIS searches must adhere to a hierarchical approach. Transactions generated by local
agencies must be processed by the local AFIS (if available) and electronically transmitted to the
state AFIS (if available) before submitting a search to the FBI. If an identification decision is
made as a result of processing at any level, there will be no further processing of the request at a
higher level. All electronic transactions between the FBI and the originating agency will be
routed via the CJIS WAN or other approved electronic communication medium.
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The response to a valid latent search transaction will contain a TOT of "SRL" (denoting "Search
Results - Latent") in the Type-1 Record. It will also include the UCN of up to the number of
candidates requested (NCR) and the corresponding friction ridge images of up to the Number of
Images Requested (NIR) of the candidate(s) that potentially matched the latent print. If the latent
search included more than one latent print (a multi-latent search), a single merged candidate list
will be returned.

In the initial rollout of NGI Investigative Services, Latent Friction Ridge investigative search
TOTs will have the NDR field added and will accept values specified in EBTS for Criminal
Master File, Civil File, Unsolved Latent File, and FBI Special Population Cognizant (SPC) Files
(if the requesting ORI is allowed to search the requested SPC file). The default behavior when
this field is not present is to only search the criminal repository. For a given latent investigative
search, NGI will not search both known (FRIF) and unknown (ULF) repositories. If the NDR
field contains both repository designations, only the known repository(ies) will be searched, and
this scenario will be reported in the SRL (see MSG field of SRL). Additionally, the user will be
able to optionally select, in investigative searches, whether features and matched minutiae for
each candidate print are returned in the Latent Friction Ridge search result response. The
extended feature set and matched minutiae will reside in the EFS section of the Type-9 record for
the candidate(s), as defined in the ANSI/NIST-ITL 1-2011 standard. Several changes to the
investigative TOTs within EBTS for NGI will require system programming updates to take
advantage of these new capabilities. CJIS will continue to be backward compatible along with
providing new fields to successfully utilize the new NGI investigative services.

In future releases beyond the initial rollout of NGI Investigative Services, latent investigative
searches will have the capability to request a simultaneous search of other external systems, such
as Canada’s Real-Time ID System or DHS IDENT. Submitters will enter the appropriate values
for the desired destination in the Name of Designated Repository (2.098 NDR) field in the Type-
2 record.

The biographic and/or biometric descriptor data contained in the Type-2 record(s) of the
LFFS/LFIS search transaction are used to reduce the search penetration of the desired
repositories. If two Type-2 records are included in the search transaction, the Type-2 with the
ULF flag = “Y” is used for deposit of the latent into the ULF, while the Type-2 with ULF = “N”
sets the search filtering criteria to limit file penetration. When there are two Type-2 records and
the ULF flag in both are “Y” or not included, the first Type-2 will be used for searching and the
second one will be used for the deposit of the latent into the ULF. Limiting file penetration by
filtering searches based on known information increases search accuracy and improves search
response time. Investigative services users are encouraged to limit searches of the civil and/or
criminal file to no more than 50% of the population of the file(s) being searched. NGI will
support the biometric filter criteria friction ridge position code and pattern classification, and will
also support the biographic filter criteria date of birth (only the year of birth is used), race,
gender, place of birth, and place of arrest (GEO 2.044). A Latent Penetration Query (LPNQ) may
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be sent to determine the percentage of repository penetration prior to initiation of a search. The
results will be returned in a Latent Penetration Response (LPNR). The response will include the
percentage of the repository penetration determined from the submitted parameters in the fields
of the Type-2 record. Detection of errors will cause a Latent Transaction Error (ERRL) response.

The FGP field may contain one or more of the possible finger or palm positions that may match
the latent image. The integer code number corresponding to the known or most probable finger
position will be taken from the ANSI-NIST ITL Standard Finger Position Table or Palmprint
Position Table and entered as a one- or two-character ASCII subfield. (See Appendix P for
acceptable values.) Additional finger and/or palm positions may be referenced by entering the
alternate position codes as subfields separated by the “RS” separator character. The code “0” for
“Unknown Finger” shall be used to reference every finger position from one through ten. The
code “20” for “Unknown Palm” shall be used to reference every listed palmprint position. The
Type-2 PPD field is used when FGP is set to 19 to filter which part(s) of a supplemental print(s)
should be searched. The code “18” for “Unknown Friction Ridge” shall be used to reference
every listed friction ridge position and will be used as the default when FGP is omitted or blank.

When submitting a single latent image, the submitter may use the PAT (2.034) and FGP (2.074)
fields as follows to indicate that the position is unknown while allowing speculation on the finger
position: (1) set the Finger Number subfield of FGP to “00” to indicate UNKNOWN while
supplying the Pattern Classification Code as usual; (2) in conjunction, submit one or more
instances of the FGP field containing the finger position guesses; and (3), in the FGP field of the
Type-7/13 record, send a “0.” If many finger guesses for a single finger search are provided, the
PAT field should be entered only for the first finger guess and will be automatically duplicated
by CJIS for all other finger guesses.

The following list of TOTs is applicable to latent friction ridge searches transmitted to the FBI:

TOT TRANSACTION

LFIS Latent Friction Ridge Image Search
LFFS Latent Friction Ridge Feature Search
LPNQ Latent Penetration Query

The following are the potential responses to latent friction ridge transactions:

TOT RESPONSE TRANSACTION
SRL Search Result - Latent

LPNR Latent Penetration Response
ERRL Latent Transaction Error
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Figure 10 provides a high level view of the latent friction ridge investigative service workflow,
to include the notification service and data management service transactions explained in
sections 3.5 and 3.6 respectively.
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Figure 10 Latent Friction Ridge Investigation Workflow
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The following paragraphs describe in detail the TOTSs associated with the Latent Friction Ridge
Investigative Service.

3.4.2.1 Latent Friction Ridge Image(s) Investigation Search (LFIS)

The latent friction ridge image(s) are transmitted along with the search criteria by the originator.
The friction ridge features will be automatically extracted from the images with no human
intervention. There will be no manual editing of friction ridge characteristics by FBI Latent
Examiners. CJIS will conduct a search of the designated repository or repositories and will
transmit the results back to the originator. In the event that images are of insufficient quality for
the LFR system to be able to extract features and perform a search, CJIS will respond with a
Latent Transaction Error message.

Multiple fingerprint images may be searched if the submitter believes the images are from a
single subject. Multiple fingerprint images must be accompanied by a unique fingerprint position
for each image. Only this set of fingerprint positions will be searched.

When one latent friction ridge image is transmitted, the submitter may include multiple friction
ridge position guesses in the FGP field, values from Table P-2 found in Appendix P. NGI will
utilize the PPD, when FGP =19, to support the supplemental finger positions.

The user is also able to optionally select whether features and matched minutiae for each
candidate print image are returned in the LFIS response. The features and matched minutiae will
reside in the EFS section of the Type-9 record for each candidate as defined in Appendix J.

Latent friction ridge images submitted for searches may be added to the Unsolved Latent File.
One or two Type-2 records may be submitted in the search message. If only one Type-2 record is
submitted, CJIS will automatically use the descriptive data in that record for the search, and if
the ULF flag is set to “Y” or is omitted, will use that same descriptive data in the ULF deposit. If
two Type-2 records are submitted, the one with the ULF flag set to ”Y” will be used to set the
ULF deposit parameters to filter when it is reverse searched by tenprint/palmprint/supplemental
print transactions or when it is searched directly by another latent print, while the other Type-2
will be used to limit the search penetration. If two Type-2 records are present and either both are
“Y” or both are “N” or do not have a flag, then the first will be used for searching and the second
will be used for enrollment.
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3.4.2.2 Latent Friction Ridge Features Search (LFFS)

The latent friction ridge features are extracted and transmitted along with the search criteria by
the originator in this transaction. While inclusion of the search image is optional in this
transaction, it is highly recommended to include the latent image within the LFFS to increase
search accuracy. The search process of the desired repository or repositories will be conducted
and the results will be transmitted back to the originator in an SRL TOT as described for the
LFIS transaction. The friction ridge features referred to here are the EFS friction ridge features as
defined in Appendix J.

Originators are encouraged to add the latent image along with features in the search message to
be added to the ULF. Multiple-finger searches and searches where the finger position is not

known are to be treated in the same manner as the LFIS. The originating agency must have the
capability to extract and encode friction ridge features compliant with the EFS to use this TOT.

3.4.2.3 Search Results - Latent (SRL)

This transaction is returned by the FBI in response to a latent search request. It will include a
candidate list composed of names and UCNSs of each candidate (up to the NCR field value) along
with the corresponding friction ridge image(s) of the number of images specified in the NIR field
of the search message using the Type-4, 14 or 15 record. Up to 99 candidates, their match scores,
and the finger/palm/supplemental positions of the images on file that matched may be included
in the response. If the NIR is not specified, then the top 20 matching images will be returned. If
the NCR is not specified, then the top 20 candidates will be included in the candidate list. The
NCR and NIR field are added to the Type-2 for SRL to report the total number of candidates and
images contained in the SRL. It is not echoed from the request. In addition, if the search included
an indication that the latent image should be stored in the Unsolved Latent File, the SRL will
return the UCN (2.014) of the stored unsolved latent image.

The SRL will contain a candidate list of potential matches from the repositories that were
searched. The user may optionally select in the search request (LFIS or LFFS) whether features
and matched minutiae for each candidate print image are returned in the SRL response. The
features and matched minutiae will reside in the EFS section of the Type-9 record for the
candidate(s). When RFR is selected, the probe features will always be IDC=1, and the candidate
list images/features will always begin with IDC=2. Therefore, when NIR is 20 there will be 21
Type-9 records. The first one will present the matched minutiae of the searched image and the
remaining records will be those of the candidates returned. Besides the currently supported
criminal identifiers being returned as candidates, Civil and Unsolved Latent identifiers will also
be supported. The friction ridge data may include Palmprint and Supplemental Fingerprint and
Palmprint.
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A new Candidate Investigative List (CNL) field is added for SRL. The legacy CAN field remains
and will continue to be populated to support backward compatibility. In the UCN field, NGI
returns UCNs, FNUs, and CRNs. For latent records from the ULF, the UCN will be returned
(even if the old SCNA value exists). For the new CNL field, the IMT subfield indicates the type
of image being returned, and the PPD field, coupled with the existing FGP field (when FGP
equals 19), indicates the finger or palm position code of the image. If the IMT field indicates a
latent image, then the UCN subfield of the CNL field is a latent UCN for that candidate. The
Biometric Set Identifier (BSI) for each image is returned. The Biometric Image Available (BIA)
field is provided to indicate the available biometric image types for the identity. The BSI and the
BIA allow the recipient to request more images for the subject. The NDR field is a future
capability that will indicate the repository(ies) in which the candidates resides, and will be
limited to those repositories that are actually searched.

If there are hits from multiple events for a given UCN, these BSIs will also be listed in CNL
following the top UCN scoring candidates. These multiple event entries will not populate the
IDC and NOT subfield, and no images/features are returned. Within a given SRL it is possible
that there will be multiple candidate lists concatenated together in a single Type-2 based on the
friction ridge type of the candidates. The maximum possible lists are three. They include a list
for the fingerprints, a list for the lower hand and a list for the upper hand. The fingerprint list is
from the traditional distal rolled and flats. The lower hand is comprised of Palmprints of the
lower palm positions including the interdigital area. The upper hand is comprised of the upper
palm positions including fingerprint friction ridge (EJI and tip) and interdigital area. Each list
will be ranked and images/features will be returned for the top UCN/BSI candidate from each
list. In these multiple lists it is possible for the UCN to be duplicated. The lists can be
distinguished by IMT and position code.

The MSG field is added to report to requestor that the latent search request specified repositories
that contained both known and unknown records (e.g., NDR of CMF and ULF). The text will
state that the unknown records or repository(ies) were not searched, and the search result is for
the designated FRIF (known) repositories. When this scenario occurs, this message will be the
first entry in the MSG field so it stands out for the user. When images, candidate features and
matched minutiae are being returned, the MSG field will also contain the text: “This match was
made using information beyond feature data.” This caveat text is provided because the NGl
matcher improves accuracy by use of additional imagery data.
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3.4.2.4 Latent Penetration Query (LPNQ)

The Latent Penetration Query allows the user to check for the percentage of the Criminal and/or
Civil repository that will be accessed by a latent friction ridge search. The query contains the
search parameters that will be defined in either the LFIS or LFFS search request in a Type-2
record. The search parameters can contain repositories, biographic descriptors (DOB, RAC,
SEX, GEO & POB), fingerprint classification (pertinent general class values are AU, WU, RS,
and LS), and fingerprint/palmprint position code data (and PPD when FGP =19). While the NDR
field supports all valid values for repositories, meaningful penetration values are only returned
for Criminal and/or Civil repositories. If SPC(s) and/or ULF are the only entries for NDR, then a
penetration value for the Criminal repository is returned based on the rest of the search criteria.
This allows users to set the search parameters to ensure that the search does not exceed the
maximum penetration recommended by CJIS of 50 percent. Penetration tables developed by the
NGI LFR system may be used as an aid to help the user determine expected penetration. This
transaction applies only to a single finger, even if the original transaction included multiple
fingers.

3.4.2.5 Latent Penetration Query Response (LPNR)

The response to a penetration query will contain the estimated size for the repository search
based on the transaction-defined characteristics. The response will indicate the percent
penetration to allow further refinement of the search criteria.

The Penetration Query Response field (PEN) contains a penetration percentage as determined by
the search criteria in the LPNQ request. The penetration value returned in the PEN field will be a
combined percentage of the repositories specified in the LPNQ request. SPC(s) and ULF are not
considered (see LPNQ above).

3.4.2.6 Latent Transaction Error (ERRL)

This transaction is returned by the FBI in response to a transaction that contained errors such as
search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid contents. The MSG field shall include additional information
on the causes for the rejection. Error responses are described in the Error Message Format
Section.
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3.4.3 Latent Administrative Queries, Requests, and Responses

Administrative requests can be solicited by the users to improve the accuracy and efficiency of
their latent operations by gaining insight into the composition of the CJIS search repositories for
use in search filtering. The Latent Repository Statistics Query (LRSQ) provides the users with
the statistical representation of the FBI Criminal and/or Civil Master File used to estimate search
penetration.

The following Types of Transactions (TOTSs) are included in the Latent Administrative Queries:

TOT TRANSACTION
LRSQ Latent Repository Statistics Query

The following are the responses to the above transactions:

TOT RESPONSE TRANSACTION
LRSR Latent Repository Statistics Response
ERRA Administrative Error Response

3.4.3.1 Latent Repository Statistics Query (LRSQ)

The LRSQ requests the current statistics used to estimate the penetration of the Criminal and/or
Civil Repository by a latent search based on the various input characteristics. This query will
provide the users the data required to update the statistical representation used to estimate the
repository penetration of a latent search without having to use the Latent Penetration Query.

3.4.3.2 Latent Repository Statistics Response (LRSR)

The Latent Repository Statistics Response to the LRSQ will provide the users the data required
to update the statistical representation used to estimate the repository penetration of a latent
search. The ASCII file contained in the RSR field will contain the filter parameters used to filter
searches of the NGI repositories (civil and/or criminal). Data will be returned for the civil and
criminal files individually, as well as for the civil and criminal files in total. Statistics will not be
generated for the ULF or SPC(s), as the sizes of these files will be trivial compared to the civil
and criminal repositories.

3.4.3.3 Administrative Transaction Error (ERRA)
This transaction is returned by the FBI to indicate a transaction error. It includes a message field

(MSG) indicating the type of error detected. Error responses are described in the Error Message
Format Section.
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3.4.4 Biometric Investigation Submission

In addition to the FBI accepting other biometrics in conjunction with Tenprint Fingerprint
Identification Submissions and enroliment of other biometrics, in the future, CJIS/FBI will
accept biometric investigation submissions other than fingerprints as search engines become
available.

3.4.4.1 Photo Investigation Search Transactions (Future Capability)

Searching for photos in the FBI/CJIS database will be accomplished by three different methods.
The Text Based Photo Search will consist of using biographical data to retrieve a list of possible
candidates and their most recently taken facial photo. The Text Based SMT Photo Search will
consist of using SMT descriptors to find a list of possible candidates and their SMT photos. The
Facial Recognition Search will consist of comparing features from the photo supplied on the
transaction against the set of features in the FBI/CJIS database.

3.4.4.1.1 TextBased Photo Search Request (Future
Capability)

This transaction will allow the user to specify biographical data to be used in a search for
possible candidates. The response consists of a list of candidates along with the most recently
taken frontal facial photos or facial photos of the candidates with the highest score. Photos for
the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

3.4.4.1.2 TextBased SMT Photo Search Request (Future
Capability)

This transaction will allow the user to specify SMT descriptive data to be used in a search for
possible candidates. The response consists of a list of candidates along with the SMT photos of
the candidates with the highest score. Photos for the remaining candidates may be retrieved
through separate image retrieval requests (IRQ).

3.4.4.1.3 Facial Recognition Search Request (Future
Capability)

This transaction will allow the user to submit a photo to be used for searching against the
FBI/CJIS photo repository for possible candidates. The response consists of a list of candidates
along with the most recently taken frontal facial photos or facial photos of the candidates with
the highest score. Photos for the remaining candidates may be retrieved through separate image
retrieval requests (IRQ).
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3.4.4.2 Iris Investigation Search Request (Future Capability)

This transaction will allow the user to submit an iris image to be used for searching against the
FBI NGI iris repository for possible candidates. The response consists of a list of candidates
along with the iris images of the candidates with the highest score. Iris images for the remaining
candidates may be retrieved through separate image retrieval requests (IRQ).

3.4.5 Biographic Investigation Submissions

The Biographic Investigation Submissions are unique to performing an investigative search
using the subject’s biographic data instead of biometric data. The changing political and social
climate necessitates the development of a process to ensure that people attending large public
functions, such as the G8 Summit or a political convention, are not associated with terrorist or
criminal organizations. The development of the retrieval of a subject’s history via a biographic
search provides a means to efficiently screen large numbers of people. This function is available
on a limited basis to federal agencies with prior written authorization from the FBI.

See Appendix B for details of the Type-1 record, Appendix C for details of the Type-2 record,
and Table D-3 for a complete list of all mandatory and optional data for the Biographic
Investigation Submissions.

The following TOT is applicable to these biographic search submissions to the FBI:

TOT TRANSACTION
EQHR External Query History Request

The following are the responses to the above transaction:

TOT TRANSACTION

EHRR Electronic History Request Response

EQRR External Query History Request Response - Summary
EQER External Query History Error Response

ERRR Transaction Error (Electronic Response)

3.4.5.1 External Query History Request (EQHR)

The External Query History Request (EQHR) submission requires that the subject’s name, place
of birth, and date of birth be submitted. A more accurate candidate list is compiled if the
biographic search is performed with more criteria. Therefore, optional data, such as hair/eye
color, height or weight may be submitted. External History Queries will have a transaction
priority level of 6, which is considered “secondary” with a response time of 24 hours. (See
Appendix A.)
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3.4.5.2 External Query Request Response (EQRR)

An External Query Request Response (EQRR) will be returned containing the summary list of
zero to twenty candidates that were found as result of the External Query History search.

3.4.5.3 External History Request Response (EHRR)

For each candidate returned in the EQRR, a separate External History Request Response
(EHRR) is returned, if requested. If no candidates are returned in the EQRR, no EHRR messages
will be returned to the contributor. Each EHRR message will contain an Identity History
Summary for a candidate returned in the summary report.

3.4.5.4 External Query Error Response (EQER)

When the External Query History Request contains errors, such as missing mandatory
information or invalid contents, the External Query Error Response (EQER) will be returned to
the contributor. The response will include the message field (MSG) indicating the type(s) of
error(s) encountered. See the Error Message Format Section for more detail on how this response
is formatted.

3.4.5.5 Transaction Error (Electronic Response) (ERRR)

When the result of the External Query History Request contains candidate(s) where the Identity
History Summary is not available, the Transaction Error (Electronic Response) (ERRR) will be
returned to the contributor. As a large number of records for persons born before 1956 have not
been automated, those Identity History Summaries will not be available. The ERRR will include
a message field (MSG) indicating the status of the record. The record will be converted. In three
to four business days, the contributor may submit a follow-on EQHR request to receive the
Identity History Summary electronically.
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3.5 Notification Service

The Notification Service provides agencies with unsolicited notifications from the system based
on event criteria (triggers). An unsolicited notification may be triggered by functions initiated by
the system, Authorized FBI Service Providers, or Authorized Contributors. One of the functions
that may trigger these notifications are the cascaded searches from identification and
investigative searches. Another may be triggered by the update of an Identity History record.
Appendix E provides a summary of the Information Service transactions with the Type-2 fields
that are optional and mandatory. Appendix C contains the detailed information for each of the
Type-2 fields.

The FBI’s responses to system initiated functions are as follows:

TOT RESPONSE TRANSACTION
ULM Unsolved Biometric Match

UuLD Unsolicited Unsolved Latent Delete
UHN Unsolicited Hit Notification

3.5.1 Unsolved Biometric Match (ULM)

An Unsolved Biometric Match Notification contains an unsolved biometric file (ULF) match
notification. These notifications are sent to the owners of the unsolved biometric when newly
submitted criminal, civil, or latent friction ridge searches match an unsolved latent case image.
They also can occur after a Biometric Decision submission is a possible identification which
followed one of two different scenarios of directed searches of the ULF: where the requestor
does not own the latent candidate record, or when the probe for search is also a latent. The BIA
field is added for cascaded searches of the ULF to reflect the available biometric image types
available for the enrolled Identity that matched the latent. The existing SCNA field is populated
with the legacy SCNA value if NGI has it, if not it is populated with the UCN value for the ULF
latent that matched. The BSI field uniquely identifies the matching biometric set, the IMT field
indicates what type of biometric set matched the ULF record, and the PPD field works with the
existing FGP field to identify the matching images if the matching set is a Supplemental Print
set.

Currently, the IAFIS/NGI system returns these notifications for fingerprints. The response will
include the UCN along with biographic identifiers associated with the subject that matched the
unsolved latent image. The ULM will return the complete image set that was matched against the
Unsolved Biometric File. If the submission is not retained by IAFIS/NGI, up to 14 images
associated with that submission will be returned in this transaction when a tenprint record hits
against latent images in the ULF. The “owner” of the unsolved latent case is responsible for
conducting the comparison. Currently the CIN, CIX, ATN, SCNA, and CRI fields are associated
with the unsolved record while the FBI, NAM, AKA, POB, CTZ, DOB, SEX, RAC, SMT, HGT,
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WGT, EYE, HAI, PPA, PHT, DPR, MSG, FGP, BSI, PPD, and BIA fields are associated with
the identity or submission that hit against the unsolved record.

In the future, other biometrics (i.e., Palmprint and Supplemental Fingerprints and Palmprints)
will be included in these notifications along with the use of this notification for a decision made
against an image in the unsolved repository.

3.5.2 Unsolicited Unsolved Latent Delete (UULD)

This transaction is used to indicate that a record has been deleted from the FBI’s ULF by the
LFR system. When an attempt is made to add a record and the ULF (or a particular subfile of the
ULF) contains the maximum number of allowable records, then an automated delete occurs. The
record deleted will be the oldest record in the file/subfile. If a set of unsolved latent images were
added from a multi-finger latent search, the UULD applies to the entire set of images added. The
existing SCNA field is populated with the legacy SCNA value if NGI has it. If not, it is also
populated with the UCN value for the ULF latent.

3.5.3 Special Population Cognizant (Future Capability)

A Special Population Cognizant Notification contains either a notification of a decision made
against an image in the special population cognizant repository or a special population cognizant
file match notification for any of the biometrics (i.e., fingerprint, latent, palm, photo, or iris).
These notifications are sent to the owner of the biometric.

3.5.4 Rap Back Activity (Future Capability)

In the event that a criminal or civil submission, disposition, or external system activity identifies
an individual with an active Rap Back monitoring flag, a Rap Back activity notification will be
sent to the Rap Back record owner and designated recipients. Prior coordination with the FBI
will determine the type of notification agencies will receive. The FBI will send a Rap Back
expiration notification to the Rap Back record owner 30 days prior to the designated subscription
expiration date for each Rap Back enrollment, with an option to renew.

3.5.,5 Rap Back Subscription Renewal Notification (Future Capability)
The FBI will send a Rap Back Renewal Notification to the Rap Back record owner prior to the
designated subscription expiration date for each Rap Back enrollment. The Rap Back record

owner then submits a Rap Back Maintenance request to renew their Rap Back Subscription
associated with the CJIS record.
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3.5.6 Unsolicited Hit Notification (UHN)

This type of notification will be provided to the owner of a record when there is a hit against a
highly probable candidate. For the initial implementation, only certain types of transactions will
initiate Unsolicited Hit Notifications (UHN) and dissemination rules for responses from RPIS
transactions will be used. In the future, dissemination rules will be applied based on
implementation of a multi-tiered data structure. Only agencies that have signed up for this
notification will receive this message type.

3.5.7 External Link Record Activity Notification (Future Capability)
This type of notification will be provided when file maintenance activities (e.g., posting an
arrest, consolidating records, expungement of last cycle) occur against a record which contains
an external system link. These notifications will be sent to the external system owner of the
record containing an external system link.

3.5.8 External Link Failure Notification (Future Capability)

This type of notification will be provided to an external system when an external link could not
be established on the subject requested.
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3.6 Data Management Service

This new service will provide users with the ability to manage data within CJIS. It allows users
to add, delete, and modify data contained in CJIS that is under their control. Appendix | provides
a summary of the Data Management Service transactions with the Type-2 fields that are optional
and mandatory. Appendix C contains the detailed information for each of the Type-2 fields.

3.6.1 Latent Image Maintenance Submissions
An authorized contributor can transmit file maintenance messages to specify transactions related

to the unsolved latent file; specifically, an Unsolved Latent Record Delete Request (ULD). The

processing flow for electronic requests to delete unsolved latent friction ridge records is
illustrated in Figure 11.

Figure 11 Electronic Requests to Delete Unsolved Latent Friction Ridge Records
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The following TOTs are latent file maintenance transactions transmitted to the FBI:

TOT TRANSACTION
ULD Unsolved Latent Record Delete Request

The FBI’s responses to latent maintenance transactions are as follows:

TOT RESPONSE TRANSACTION
ULDR Unsolved Latent Delete Response
ERRL Latent Transaction Error

3.6.1.1 Unsolved Latent Record Delete Request (ULD)

This TOT is used to request that unsolved latent file records be removed from the FBI’s
Unsolved Latent files. The identification number used to designate the latent record to be deleted
under NGI will continue to be the CIN/CIX and the SCNA. If a set of unsolved latent images
were added from a multi-finger latent search, the ULD applies to the entire set of images added.
The existing SCNA field is populated with either the legacy SCNA value (this may be the only
identifier the submitter has) or the UCN of the latent record to be deleted.

3.6.1.2 Unsolved Latent Delete Response (ULDR)

This transaction is used to indicate that a record has been deleted from the FBI's Unsolved Latent
files in response to a ULD message. The Type-2 record contents of the ULDR transaction can be
viewed in Table I-1.

3.6.1.3 Latent Transaction Error (ERRL)

This transaction is returned by the FBI to indicate a transaction error. It includes a message field
(MSG) indicating the type of error detected. Error responses are described in the Error Message
Format Section.

3.6.2 Fingerprint Image Submissions

Fingerprint image update transactions are to be used particularly by states participating in the
National Fingerprint File (NFF) when they obtain fingerprints from subjects already on file that
are of substantially better quality or include different characteristics than the existing ones (e.qg.,
a new scar). The new fingerprints are submitted to the FBI for evaluation and inclusion in the
FBI files.

Fingerprint Image Submissions (FIS) will use a TOT of “FIS.” All 14 fingerprint images must be
accounted for in the update request to verify identification and finger sequence. The FBI will
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determine whether to update the master fingerprint images. The processing flow for electronic

requests to upgrade fingerprint images is illustrated in Figure 12.

The following TOTs are fingerprint image transactions transmitted to the FBI:

TOT
FIS

TRANSACTION
Fingerprint Image Submission

The FBI’s responses to fingerprint image maintenance transactions are as follows:

TOT RESPONSE TRANSACTION
FISR Fingerprint Image Submission Response
ERRI Image Transaction Error

Figure 12 Electronic Requests to Upgrade Fingerprint Images
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3.6.2.1 Fingerprint Image Submission (FIS)

This transaction is used to submit electronic fingerprint images that are candidates for upgrading
the FBI fingerprint image files. It is intended primarily for use by NFF states when it is
determined that a second or subsequent arrest provides fingerprints of significantly better quality
than those previously submitted to the FBI, or when it is determined there are new fingerprint
characteristics such as scars or amputations. The transaction submits the new fingerprints to the
FBI for evaluation and possible inclusion in the FBI files. All 14 fingerprints, rolled and plain,
must be accounted for to verify the identification and confirm fingerprint positions. The FIS
TOT will support the submission of Palmprint image sets and Supplemental Fingerprint and
Palmprint image sets (see details in Sections 3.6.3.1.3 & 3.6.3.1.5). Users will be allowed to
submit multiple image sets in the same message. The FIS will allow users to submit image sets
to be attached to an existing event or to add image sets to an identity. The event identifier field
will be added to the Type-2 record to allow the user to specify an event identifier from a prior
event for assignment of the new image sets.

3.6.2.2 Fingerprint Image Submission Response (FISR)

This transaction is returned by the FBI to acknowledge a valid fingerprint image submission and
specify which finger image(s) were updated. In the future, the new field biometric set identifier
will be added for the biometric sets enrolled in processing the FIS message. The response
contains the biometric set identifier for each biometric set submitted. The FGP field continues to
indicate which fingers are replaced for messages including fingerprints, but as composite
biometric sets are not maintained for Palmprint and Supplemental Print sets no corresponding
values are sent back from the biometric sets.

3.6.2.3 Image Transaction Error (ERRI)

This transaction is returned by the FBI to indicate a transaction error. It includes a message field
(MSG) indicating the type of error detected. Error responses are described in Error Message
Format Section.

3.6.3 Biometric File Maintenance Submissions

Electronic biometric file maintenance services include transactions for enrolling into and
deleting biometrics from a specified FBI/CJIS repository. To allow for modification of biometric
data, the user should submit transactions to remove the biometric and then enroll the updated
biometric into the specified FBI/CJIS repository. When cascaded searches and investigative
searches return possible matches, the user can submit a biometric decision notification for the
purpose identifying an unknown candidate.
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The following TOTSs are biometric transactions transmitted to the FBI:

TOT TRANSACTION

FIS Direct Supplemental Fingerprint and Palmprint Enrollment Request
FIS Direct Palmprint Enrollment

BDEL Biometric Delete Request

CPD Subject Photo Delete Request

BDEC Biometric Decision Submission

The FBI’s responses to biometric transactions are as follows:

TOT RESPONSE TRANSACTION

FISR Direct Supplemental Fingerprint and Palmprint Enrollment Response
FISR Direct Palmprint Enrollment Response

BDELR Biometric Delete Response

PDR Subject Photo Delete Response

BDECR Biometric Decision Response

3.6.3.1 Biometric Enrollment Transactions

3.6.3.1.1 Direct Fingerprint Enrollment Request (Future
Capability)

In the future, fingerprint images may be submitted separately from the normal tenprint
transaction by using the Direct Fingerprint Enrollment request. These fingerprint images must
meet CJIS standards for searches to allow them to be stored in the Special Population Cognizant
(SPC) repositories. CJIS will respond with a Direct Fingerprint Enrollment Response transaction
to show successful receipt and storage of the images. If the images do not meet CJIS standards
for searches, an error response (ERRA) will be returned to the user.

3.6.3.1.2 Direct Latent Enrollment Request (Future
Capability)

In the future, latent images may be submitted for enrollment into an SPC by an Authorized
Contributor using the Direct Latent Enrollment Request. CJIS will respond with a Direct Latent
Enrollment Response transaction to show successful receipt and storage of the images into the
specified SPC. If CJIS encounters an error associated with this action, an error response (ERRA)
will be returned to the user.
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3.6.3.1.3 Direct Supplemental Fingerprint and Palmprint
Enrollment Request (FIS) (NGI Increment 3)

Supplemental fingerprints and palmprint images may be submitted concurrently with a normal
Tenprint Identification transaction or by using this Direct Supplemental Fingerprint and
Palmprint Image Enrollment request. This request must be accompanied by a set of tenprint
fingerprint images for validation with the UCN included to provide complete assurance that
these images are being enrolled with the proper record. If this request is not accompanied by a
set of tenprint fingerprint images, an agency must have an MOU in place with the FBI prior to
sending transactions without fingerprint images attached. These supplemental prints are enrolled
into the CJIS repository when distal fingerprints from the supplemental (EJI) image can be
matched against the tenprint fingerprint images submitted.

Currently, the supplemental fingerprint and palmprint images will be stored in the CJIS
biometric database for searching and will be associated with the Identity (UCN), creating a new
event..In the future, this transaction will allows users to submit image sets to be attached to an
existing event (by using an Event Identifier[EVI]). When tenprint fingerprint images are
included in this transaction, they will be used to conditionally update the composite tenprint
fingerprint images.

CJIS will respond with a Direct Supplemental Fingerprint and Palmprint Image Enrollment
Response (FISR) transaction to show successful receipt and storage of the images along with the
newly created BSI and EVI. If the submitted fingerprints do not match the given UCN, an error
response (ERRA) will be returned to the user. If the quality of the images being enrolled satisfies
fingerprint searching thresholds, FBI will cascade a search of the unsolved fingerprint file and
marked special population file(s).

3.6.3.1.4 Direct Photo Enroliment Request (Future
Capability)

3.6.3.1.5 In the future, photo images may be submitted
separately from a normal tenprint transaction by
using the Direct Photo Image Enrollment request.
An agency must have an MOU in place with the FBI
prior to sending transactions that do not have
fingerprint images attached. The photo images will
be stored in a CJIS database for future searching
capability. To provide complete assurance that the
photo images are being enrolled with the proper
record, in addition to providing the UCN of the
existing record, submissions may be accompanied
by electronic tenprint fingerprint images for
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verification. CJIS will respond with a Direct Photo
Image Enrollment Response transaction to show
successful receipt and storage of the photo images. If
the submitted fingerprints do not match the given
UCN, an error response (ERRA) will be returned to
the user. If the quality of the photo images being
enrolled satisfies facial searching thresholds, FBI
will cascade a search of the unsolved photo file and
marked special population photo file(s).Direct
Palmprint Enrollment (FIS) (NGI Increment 3)

The FBI will allow law enforcement agencies to enroll palmprints associated with previously
enrolled tenprint records by using the Direct Palmprint Enrollment request. Palmprint images
may be enrolled when submitted in conjunction with a normal Tenprint Identification transaction
or by using this Direct Palmprint Image Enrollment request. This request must accompanied with
a set of tenprint fingerprint images for validation with the UCN included or an agency must have
an MOU in place with the FBI prior to sending transactions that do not have fingerprint images
attached. These palmprints are enrolled into the CJIS repository when the distal finger segments
from the palmprint image can be validated against the tenprint fingerprint images submitted.

The palmprint images will be stored in the CJIS database for searching and will be associated
with the Identity (UCN), creating a new event.. In the future, this transaction will allow users to
submit image sets to be attached to an existing event. When tenprint fingerprint images are
included in this transaction, they will be used to conditionally update the composite tenprint
fingerprint images.

CJIS will respond with a Direct Palmprint Enrollment Response (FISR) transaction to show
successful receipt and storage of the palmprint images along with the newly created. If the
submitted fingerprints do not match the given UCN, an error response (ERRA) will be returned
to the user. If the quality of the palmprint images being enrolled satisfies palmprint searching
thresholds, FBI will cascade a search of the ULF and marked SPC file(s).
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3.6.3.1.6 Direct Iris Image Enrollment Submissions (Future
Capability)

In the future, iris images may be submitted separately from a normal tenprint transaction by
using the Direct Iris Image Enrollment request. An agency must have an MOU in place with the
FBI prior to sending transactions that do not have fingerprint images attached. The iris images
will be stored in a CJIS database for future searching capability. To provide complete assurance
that the iris images are being enrolled with the proper record, submissions may be accompanied
by electronic tenprint fingerprint images for verification, in addition to providing the UCN of the
existing record. CJIS will respond with a Direct Iris Image Enrollment Response transaction to
show successful receipt and storage of the iris images. If the submitted fingerprints do not match
the given UCN, an error response (ERRA) will be returned to the user.

3.6.3.2 Biometric Deletion Transactions

3.6.3.2.1 Biometric Delete Request (BDEL) (NGI Increment
3)

This transaction will allow the user to request deletion of a specific biometric set. For this phase
of NGI, this transaction will support Palmprint Deletion and Supplemental Print Deletion and
Unsolved Latent Deletion of Latent Prints from the ULF. This TOT will support additional
deletions in the future. Only a record’s owner can request its deletion. The owner is defined as
the CRI who enrolled the biometric or the State Bureau for the CRI. The requestor will specify
the appropriate identifier(s) of the image(s) to be removed. The UCN and BSI are used to specify
the specific image set being deleted and both fields are required. The BDEL can be used against
the ULF where 3 combinations are supported: UCN/BSI, CIN, and CIN/CIX.. The legacy ULD
TOT continues to be supported to allow deletion of ULF entries using the case identifiers CIN
and CIX, or SCNA.

3.6.3.2.2 Biometric Delete Response (BDELR) (NGI
Increment 3)

This transaction is returned when a successful Biometric Delete Request was completed. If any
permission (e.g., submitter is not the owner of the image) or processing errors are encountered,
an error transaction (ERRA) is returned, so receipt of the Biometric Delete Response indicates
the requested delete was successful. Since it is possible for more than one UCN to be deleted in a
single BDEL transaction using the CIN/CIX, the UCN field will support up to a maximum of 25
values to be reported. If more than 25 UCNs are deleted, then this will be reported to the
contributor in the MSG, 2.060, field.
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3.6.3.2.3 Subject Photo Delete Request (CPD) and Response
(PDR)

This transaction enables users to delete a specific photo set associated with a DOA. Only owners
of that photo set may delete it. The requester specifies the FBI Number or UCN of the subject
and the DOA, or a subject record identifier. If the request contains any errors, the response code
(REC) will be set to “N”. This response (PDR) will be returned including the reason for the
rejection in a response explanation field (EXP).

3.6.3.2.4 Civil Deletion Request (Future Capability)

The Civil Deletion Request updates the identity history record by removing the requested civil
event from the specified identity. This request must have a valid UCN, Date of Event, and the
originator of the request must be the owner of the event data.

3.6.3.3 Biometric Decision Submission (BDEC) (NGI Increment 3)

This transaction gives the user the ability to give a decision for a potential match (ULM)
resulting from a cascaded search or investigative searches (SRL). The submission will include
the unique identifier associated with the biometric for which the decision is made against along
with the decision being made. If a positive decision by the owner of the image is made against an
image in the unsolved file, that image will be removed from the unsolved file. These biometric
decisions can be for fingerprints, latent fingerprints, unsolved photos, palmprints, or iris. These
decisions will be used to track and report statistically on trends to aid in analysis of system
performance when evaluating for possible improvements. To aid in the capture of these statistics,
the TCR (1.010) field in the Type-1 record of the BDEC shall contain the control number (TCN
1.009) from the transaction (ULM or SRL) containing the candidate information for which this
decision is being made. The Search Results Findings (SRF) field will be used to indicate “C” for
an inconclusive decision, “I” for identification decision, “N” for non-identification decision, and
“P” for pending verification of an identification decision. NGI will use the “I”’ and “N” for
statistical analyses of possible system improvements while the others will be used for statistical
analysis of trends in decision making.

The candidate record can be identified by using the UCN. In all cases, the BSI can be provided to
explicitly designate the image set used for the decision. The CIN and CIX can be provided to
designate an entire case. A positive identification decision on a latent record in the ULF from a
known probe will result in the record being deleted if the requestor owns the latent record. If the
requestor does not own the latent record or the probe is also an unknown (latent), then the latent
record in the ULF is not deleted, and a ULM notification is triggered to the owner of the latent
record. The Unsolved Latent Retained (ULR) field is provided for latent possible identification
decisions where a value of “Y” indicates that the latent record should be retained in the ULF.
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When the ULR field is omitted and a positive decision is indicated, the default action will be to
delete the latent record.

3.6.3.4 Biometric Decision Response (BDECR) (NGI Increment 3)

This transaction is returned when a successful Biometric Decision Submission was completed. If
any permission or processing errors are encountered, an error transaction is returned. Therefore,
receipt of the Biometric Decision Response indicates the decision submission was successful. If
the decision is a positive identification and the matched candidate is a latent, the MSG field will
indicate if the latent was deleted.

3.6.4 Identity File Maintenance Submission (Future Capability)

Identity maintenance actions (111 Record Maintenance Request) may include modifications or
deletions of individual biographical data, event data, or other Identity History data elements. The
maintenance action may also include changing tier designations and copying a record into the
International Terrorist File (ITF) from another CJIS repository.

This transaction enables users to submit identity file maintenance for subjects in the FBI/CJIS
repository. The submitter will specify the exact elements in the biographical data to modify,
delete, or add specified data.

3.6.4.1 International Terrorist File Maintenance Request (Future
Capability)

This transaction enables users to submit a maintenance request to ITF, which consist of
modification, deletion, or copying images into the ITF repository.

3.6.4.2 External File Maintenance Submissions (Future Capability)

External System Identity Record Maintenance request provides the capability for an External
System to modify identity information. This capability will allow the addition, modification, and
deletion of selected data elements. These will also include the capability for the FBI to send
External File Maintenance Submissions to External Systems and receive a response from the
External Systems.

The External System File Maintenance submissions provide the ability for Authorized External
Systems (e.g., IDENT) to submit records to be enrolled into the NGI Shared Data files. The
process of enrolling implies an addition to the Shared Data. The Shared Data files are comprised
of the NGI Shared Want Files which contain NGI records and the DHS Shared Watch Files
which contain IDENT records. These submissions will also provide the ability for Authorized
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External Systems to remove and demote records. A demotion is a canceled Want in NGI that
may be maintained in an External System (e.g., IDENT) if a previous encounter has occurred.

3.6.5 Disposition File Maintenance Submissions (DSPE) (Future
Capability)

The Disposition File Maintenance Submission request service updates an identity history record
by associating court and custody information to an arrest cycle. The Disposition File
Maintenance service allows an Authorized Contributor to submit disposition maintenance
requests to the FBI. This functionality includes the electronic update and deletion of disposition
data. An electronic response (DSPR) will be sent to the requestor.

3.6.6 Rap Back File Maintenance Submissions (Future Capability)

In the future, the Rap Back Service will provide authorized users the capability to enroll an
individual and subscribe to “Rap Back” in order to receive notification of any subsequent
criminal, disposition, and/or external system activity involving that individual. Under certain
circumstances, this service will also provide authorized users the capability to receive
notification when subsequent civil submissions are received. The Rap Back Service will also
provide the users the capability to receive a pre-notification to verify the individual is still of
interest prior to releasing the notification.

The Rap Back Service will automatically provide notification of expungement information for
those individuals enrolled in Rap Back. The Rap Back Service will include subscription
registration and maintenance (e.g., registering, unregistering), status checking, activity detection,
response generation, and billing. Prior coordination with the FBI will be required prior to Rap
Back enrollment.

3.6.6.1 Rap Back Record Enrollment (Future Capability)
For existing individual with fingerprints on file with the FBI, agencies may request Rap Back
Services to be provided without resubmitting fingerprints by providing a valid UCN (although
fingerprint images may be submitted with the request for verification purposes).

3.6.6.2 Rap Back Maintenance Request (Future Capability)
The Rap Back Service will provide opportunities for authorized agencies to modify, or delete the
Rap Back enrollment information. Agencies may modify the expiration date, discontinue the Rap

Back Service, remove the civil fingerprint associated with the enrollment request, and modify
Rap Back recipients.
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3.6.7 External System Link Maintenance Submissions (Future Capability)

The External System Link Maintenance request, an External System Identity Record
Maintenance request, and an External System Linked Record Activity will provide the capability
for an External System to modify their link identifier associated with a UCN in the CJIS

database. This will also provide the External System with the ability to report activity on a link
identifier.
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3.7 Error Message Format

When a transmission is rejected because a data field(s) does not pass internal editing criteria, an
error response will be transmitted back to the submitting agency. Each reason for rejection will
be detailed in the status/message (MSG) field. Up to 11 errors for a transaction can be recorded
in the MSG field. MSG will contain an error description relating to the specific discrepancy
identified. If the error is related to a field that contains invalid data, the field tag and first 30
characters of the data in the invalid field will be returned.

Errors in incoming transactions can be derived from many sources. CJIS error handling
capabilities will be an evolutionary product. In its initial version, CJIS recognized and dealt with
several hundred identified error conditions. Future updates to the CJIS system will develop
improved capabilities that support off-nominal or error conditions.

CJIS will validate all incoming data prior to its use within the system. That is, all received and
parsed fields will undergo an appropriate edit check. If any mandatory data are missing the
transaction will be rejected. If any mandatory data are included but considered an error, then an
attempt will be made to correct the values manually. If any optional data are in error, the data
will not be stored in the CJIS repository.

The error response will be included in the ERRT, ERRA, ERRI, ERRL, ERRR or EQER
transaction as appropriate. The following is a non-inclusive list of the types of error messages:

Mandatory field missing

Invalid field for transaction

Field discrepancy

Field out of range

Request not on file

Fingerprints do not allow extraction of characteristics
Non-standard native-mode fingerprint characteristics

The following are five unique types of error responses:

Tenprint Transaction Error Response (ERRT)

Latent Transaction Error Response (ERRL)
Information/Image Transaction Error Response (ERRI)
Administrative Transaction Error Response (ERRA)
Transaction Error (Electronic Response) (ERRR)
External Query History Error Response (EQER)

Appendix M contains further details on contents of the MSG field for error conditions.
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3.8  Other Special Requirements for Communicating With CJIS
3.8.1 Electronic Fingerprint Images

Electronic fingerprint images must be captured and transmitted to the FBI in accordance with the
standard for the electronic interchange of fingerprint information, the ANSI/NIST-ITL.

3.8.2 Fingerprint Image Compression/Decompression Algorithm

IAFIS-1C-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image
Compression Specification, dated December 19, 1997, provides the definitions, requirements,
and guidelines for specifying the FBI’s WSQ compression algorithm. The document specifies
the class of encoders required, decoder process, and coded representations for compressed image
data. Latent images are not compressed.

The specification provides an informative overview of the elements of the algorithm. Refer to it
for details.

ISO International Standard 10918-1, Information Technology — Digital Compression and Coding
of Continuous Tone Still Images Part 1: Requirements and Guidelines, commonly known as the
JPEG (The Joint Photographic Experts Group) algorithm, has been requested for use by the UK
Home Office in submitting fingerprint images to CJIS.

The FBI is responsible for maintaining a registry of approved compression algorithms and
assigning a value to each (see Table 3-5). This value is to be used in the Type-4 or Type-14
Logical Record so the receiving agency can use the appropriate decompression algorithm to
decode the image data. The Color and Grayscale Compression Algorithm (CGA) field is a
mandatory one-byte binary field used to specify the compression algorithm used (if any). A
binary zero denotes no compression. The following table indicates the acceptable values for this
field. The FBI expects 500 ppi scanned Type-4 or Type-14 tenprint images, as well as 500 ppi
Type-15 palmprint images, to be compressed with compression algorithm WSQ20 with a
nominal compression ratio of 15-to-1. The FBI expects 1000 ppi scanned Type-14 and Type-15
images to be compressed with compression algorithm JP2L and Type-10 photo images to be
compressed with compression algorithm JPEGB. IAFIS will accept fingerprint and palmprint
images scanned at 500 and 1000 ppi. No downsampling or transcoding of 1000 ppi images is to
be performed prior to transmission to the FBI. The table will be updated when new algorithms
are approved by the FBI.
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Table 3-5 Compression Algorithm Values

Compression Algorithm Binary Value ASCII Code

None used (Uncompressed) 0 NONE
Wavelet Scalar Quantization (WSQ)
FBI Revision 2.0

WSQ Version 3.1 or higher is
recommended (Version 2.0 or Version
3.0 may be used for platen areas less

than 2 inches in height) 1 WSQ20
JPEG ISO/IEC 10918 (Lossy) 2 JPEGB
JPEG ISO/IEC 10918 (Lossless) 3 JPEGL
JPEG 2K ISO/IEC 15444-1 (Lossy) 4 JP2
JPEG 2K ISO/IEC 15444-1 (Lossless) 5) JP2L
Portable Network Graphics 6 PNG

3.8.3 Fingerprint Image Quality Specifications
The IAFIS Image Quality Specifications are provided in Appendix F.

3.8.4 Fingerprint Image Size Requirements
The scanned fingerprint image sizes shown in the following table are consistent with standard
fingerprint cards or common live-scan images. To accommodate live-scan equipment, where the
platen size can exceed these measurements, CJIS will accept images larger than these. However,

when oversize images are returned to a contributor, it is the receiver’s responsibility to manage
the display of these oversize images.
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Table 3-6 Maximum Sizes for Fingerprint

(@ 1,000 ppi)

Fingerprint Width Height
pixels (inches) pixels (inches)

Rolled Impression 800 (1.6) 750 (1.5)
Fingers 1-10 (@ 500 ppi)
Rolled Impression 1,600 (1.6) 1,500 (1.5)
Fingers 1-10 (@ 1,000 ppi)
Plain Thumb Impression (@ 500 (1.0) 1,500 (3.0)
500 ppi)
Plain Thumb Impression (@ 1,000 (1.0) 3,000 (3.0)
1,000 ppi)
4 Finger Plain Impressions 1,600 (3.2) 1,500 (3.0)
(@ 500 ppi)
4 Finger Plain Impressions 3,200 (3.2) 3,000 (3.0)

According to ANSI/NIST-ITL standards, CJIS will receive and store as part of a Tenprint
Fingerprint Identification Search: 1,000 pixels per inch (ppi) images, Iris, Palmprint, Photo,
Supplemental Fingerprint and Palmprint data. At this time, IAFIS will convert 1,000 ppi images
to 500 ppi for CJIS processing and the system will return any subsequent images at 500 ppi.
When CJIS begins processing 1,000 ppi under NGI, the stored images will then be resubmitted
into NGI. Therefore, agencies are encouraged to submit 1,000 ppi images for CJIS storage and
collection purposes. A transaction being directly submitted to NGI will be processed and stored

in the submitted resolution.
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APPENDIX A - TRANSACTION RESPONSE TIMES

Table A-1 represents existing average response times for incoming electronic transactions to CJIS. Table A-2 contains future NGI
maximum response times. Table A-3 represents types of transactions by service. Currently, priority designation exists only for Latent
transactions using the PRI field (see definition of PRI in Appendix C). There is an NGI requirement to process transactions based on
priority and will be implemented in a future increment. After completion of the NGI design phase where the requirement will be
implemented, more information will be included to describe how the priority for a transaction is specified. The PRY field (see
definition of PRY in Appendix B) corresponds to the Priority column in Table A-2 for transactions which will process based on
priority.

Table A-1 IAFIS Average Transaction Response Times

I3} R
o |9 |9 Sl s |5 |2 |&
O lo |p QO | (€ |E S5 |3 (@ |®
O | D » | » € |E |2 |2 |€ |©
. L w o~ o |o |E|EE |6 |o [€|€ |5 |o
Transaction Priority Type o |6 |49 N o |~ A ® [N ®
Criminal Fingerprint urgent electronic .
Identification Search hard-copy .
remote searches .
non-urgent electronic °
hard-copy °
electronic latent
(LFS) °
CSS °
remote searches .
Civil Fingerprint urgent electronic .
Identification Search non-urgent electronic .
CSS °
hard-copy .
remote searches .
humanitarian °
RISC Rapid Search, no Identity info °
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1 hour

2 hours
24 hours
30 days

1sec
3 sec
3.7 sec
10 sec
20 sec
2 min
3 min
7 min
15 min
30 min

Transaction Priority Type
RISC Rapid Search, Identity info

Known Fingerprint Image Requests

Criminal Photo (mug shot) Requests

Criminal Photo not found Response °
Criminal Photo (mug shot) Delete Request .

Tenprint Rap Sheet Search Request .

Tenprint Features Search*

Tenprint Image Search*
Latent Remote Search

Il Subject Search .
Remote Unsolved Latent Record Delete o
ULF Maintenance (Add) .
Latent Penetration Query
Latent Repository Statistics Query .
Subject Searches* (Criminal) .
Subject History Retrieval Requests (Criminal or Civil) .

* Times in these system transaction rows are maximum values, not averages.
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Table A-2: Future NGI Maximum Transaction Response Times provides a summary of the maximum response times by transaction type
and priority. Some transactions have different priorities as indicated in the table.

Table A-2 Future NGI Maximum Transaction Response Times

[ [
o lo |o clelelel2]|2]|5]|5 |2
Transaction Priority | [w |9 |[Q |® |o [0 |a |0 [® |d || |&|SF |
Criminal Fingerprint high .
Identification Search routine .
low o
non-urgent .
Civil Fingerprint high .
Identification Search routine o
low °
non-urgent .
RISC Rapid Search, no Identity info .
RISC Rapid Search, Identity info .
International Terrorist Identification Search .
International Terrorist File .
Fingerprint Investigation high °
Search routine °
low °
Fingerprint Verification request .
Fingerprint Image Retrieval, single UCN .
Fingerprint Image Retrieval, multiple UCN .
Fingerprint Audit Trail Retrieval .
Fingerprint Maintenance .
Cascaded Fingerprint Search .
Latent Search high .
routine °
low °
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Transaction

Priority

1 sec
5 sec

10 sec

20 sec

30 sec

2 min

5 min

10 min

15 min

30 min

1 hour

2 hours

4 hours

24 hours

48 hours

15 days

Latent Audit Trail Retrieval

External Latent Print Search (generate)

Il Subject Search

Biographic Investigation Search

I Identity History request

Identification Search request (generate)

Facial Recognition Search

Text-based Facial Photo Search

Text-based SMT Photo Search

Photo Image Retrieval, 1 UCN

Photo Features Retrieval, 1 UCN

Photo Audit Trail Retrieval

Photo Maintenance

External Photo Image Retrieval (generate)

Cascaded Facial Recognition Search

Palmprint Image Retrieval, 1 UCN

Palmprint Feature Retrieval, 1 UCN

Palmprint Audit Trail Retrieval

Palmprint Maintenance

Cascaded Palmprint Search

Iris Search

Iris Image Retrieval, 1 UCN

Iris Feature Retrieval, 1 UCN

Iris Audit Trail Retrieval

Iris Maintenance

Cascaded Iris Search

Supplemental Fingerprint & Palmprint
Maintenance
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1 sec
5sec

10 sec
20 sec
30 sec

2 min

5 min

10 min
15 min
30 min

1 hour

2 hours
4 hours
24 hours
48 hours
15 days

Transaction Priority

Cascaded Supplemental Fingerprint & Palmprint
Search

Rap Back Subscription List Retrieval
Rap Back Enrollment .
Rap Back Maintenance .
Disposition Fingerprint Search .
NCIC Disposition Submission .
EBTS Disposition Submission .
NCIC Disposition Maintenance .
EBTS Disposition Maintenance .
Link Maintenance from external o
Provide Notifications .
Ad Hoc Subject Search Inquiry °

Table A-3 shows the Types of Transaction (TOT) by service in relation to Table A-2. The transaction columns from each table link
the two together.

Table A-3 NGI Type Of Transaction By Service

SERVICE TOT DESCRIPTION TRANSACTION
Identification Services CAR Criminal Tenprint Submission (Answer Required) Criminal Fingerprint Identification
CNA Criminal Tenprint Submission (No Answer Necessary) Search

CPDR Criminal Fingerprint Direct Route

CPNU Criminal Fingerprint Processing Non-Urgent
DOCE Departmental Order Channeling Electronic Civil Fingerprint Identification Search
EMUF Electronic In/Manual Out User Fee Submissions
FANC Federal Applicant (No Charge)

FAUF Federal Applicant User Fee

FNDR Federal No Charge Direct Route

NNDR Non-Federal No Charge Direct Route

NFAP Non-Federal Advanced Payment
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SERVICE TOT DESCRIPTION TRANSACTION
NFUE Non-Federal User Fee Expedite
NFUF Non-Federal Applicant User Fee
MAP Miscellaneous Applicant Civil
DEK Known Deceased
DEU Unknown Deceased
MPR Missing Person
AMN Amnesia Victim
LFS Latent Fingerprint Image(s) Submission Latent Search
RPIS Rapid Fingerprint Identification Search Submission RISC Rapid Search
FDSP Disposition Fingerprint Identification Submission Disposition Fingerprint Search
TBD International Terrorist Identification Search International Terrorist Identification
Verification Services FVR Fingerprint Verification Request Fingerprint Verification Request
Information Services IRQ Biometric Image/Feature Retrieval Submission Biometric (Fingerprint, Photo, Iris, etc.)
Image Retrieval
CPR Subject Photo Request Photo Set Retrieval
TBD Fingerprint Audit Trail Retrieval Request Fingerprint Audit Trail Retrieval
TBD External System Photo Image Retrieval External Photo Image Retrieval
TBD Photo Audit Trail Retrieval Photo Audit Trail Retrieval
BATQ Palmprint Audit Trail Retrieval Palmprint Audit Trail Retrieval
TBD Iris Audit Trail Retrieval Iris Audit Trail Retrieval
BATQ Unsolved Latent Audit Trail Retrieval Latent Audit Trail Retrieval
TBD Rap Back Subscription List Rap Back Subscription List Retrieval
TBD Rap Back Identity History Summary TBD
Investigation Services TPIS Tenprint Fingerprint Image Search Fingerprint Investigation Search
TPFS Tenprint Fingerprint Feature Search
TPRS Tenprint Fingerprint Rap Sheet Search
LPNQ Latent Penetration Query Latent Search
LFIS Latent Friction Ridge Image Search
LFFS Latent Friction Ridge Feature Search
LRSQ Latent Repository Statistics Query
TBD Text-Based Facial Photo Search Text-Based Facial Photo Search
TBD Text-Based SMT Photo Search Text-Based SMT Photo Search
TBD Facial Recognition Search Facial Recognition Search
TBD Iris Search Iris Search
EQHR External Query History Request Biographic Search
Notification Services ULM Unsolved Latent Match Response Provide Notifications
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SERVICE TOT DESCRIPTION TRANSACTION
UULD Unsolicited Unsolved Latent Record Delete
TBD Rap Back Activity Notification
TBD Special Population Cognizant Notifications
TBD Rap Back Renewal Notification
UHN Unsolicited Hit Notification
TBD Linked Record Activity Notifications
TBD Link Failure Notifications
Data Management FIS Fingerprint Image Submission Fingerprint Maintenance
Services DSPE Disposition Reporting EBTS Disposition Maintenance
ULD Unsolved Latent Record Delete Fingerprint Maintenance
CPR Photo Set Retrieval Request Subject Photo Request
CPD IPS Original Photo Delete Request Photo Maintenance
FIS Direct Palmprint Enrollment Palmprint Maintenance
TBD Direct Iris Data Enrollment Iris Maintenance
TBD Direct Rap Back Enrollment Rap Back Maintenance
TBD Rap Back Maintenance
TBD Fingerprint Deletion Request Fingerprint Maintenance
BDEC Fingerprint Decision Request
TBD 11l Record Maintenance TBD
TBD External System Record Maintenance Link Maintenance from external
TBD International Terrorist File Record Maintenance International Terrorist File
TBD Civil Deletion Request Fingerprint Maintenance
TBD Direct Fingerprint Enrollment
TBD Direct Latent Enrollment
BDEC Latent Decision Request
TBD Direct Photo Enroliment Photo Maintenance
TBD Photo Decision Request
BDEL Palmprint Deletion Request Palmprint Maintenance
BDEC Palmprint Decision Request
FIS Direct Supplemental Fingerprint and Palmprint Enroliment | Supplemental Fingerprint & Palmprint
BDEL Supplemental Fingerprint and Palmprint Deletion Request | Maintenance
BDEC Supplemental Fingerprint and Palmprint Decision
Request
TBD Iris Data Deletion Request Iris Maintenance
TBD Iris Decision Request
TBD Rap Back Subscription Renewal Request Rap Back Maintenance
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SERVICE T0T DESCRIPTION TRANSACTION

TBD External System Link Maintenance Request Link Maintenance from external
TBD External System Linked Record Activity Request

*TBD - The EBTS TOT that supports a transaction will be developed in accordance with the ANSI/NIST-ITL Data Format for the Interchange of Fingerprint, Facial,
and other Biometric Information.
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APPENDIX B - DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-1
LOGICAL RECORDS

The following paragraphs describe the data contained in the fields for the Type-1 logical record.
Each natively-encoded field shall begin with the number of the record type, followed by a
period, followed by the appropriate field number, followed by a colon. Multiple information
items within a field or subfield shall be separated by the ¥ separator; multiple subfields shall be
separated by the § separator; and information fields shall be separated by the ¢ separator.
Immediately following the last information field in the Type-1 logical record, an § separator
character shall be used to separate it from the next logical record. Table B-2 summarizes the
content of each of the fields in the Type-1 record. The field sizes do not account for any
separator characters. The max byte count does account for any separator characters, & and ¢
separators for multiple fields for an element and § separator used for the end of the element
marker. The information in this appendix has been taken directly from the ANSI/NIST-ITL
Standard. Any information that is underlined is an FBI-specific requirement.

The XML tag names have been added after the native naming of the mnemonic in bold/italics
format.

CNT 1.003 - Transaction content. <ansi-nist: TransactionContentSummary>

This mandatory field shall list each of the logical records in the logical file by record type. It
also specifies the order in which the remaining logical records shall appear in the logical file. It
shall consist of one or more subfields. Each subfield shall contain two information items
describing a single logical record found in the current logical file. The subfields shall be entered
in the same order in which the logical records shall be transmitted. When more than one subfield
is used, the § separator character shall be entered between the subfields. With the addition of the
Type-10 record, the first information item of each subfield may now be a one- or two-digit
integer (giving the logical record type). The remaining edit specifications pertaining to CNT are
unchanged.

The first subfield shall relate to this Type-1 transaction record. The first information item within
this subfield shall be the single character indicating that this is a Type-1 record consisting of
header information (the numeral “1” selected from the ANSI/NIST-ITL Standard Table 4).

The second information item of this subfield shall be the sum of the Type-2 plus Type-3 plus
Type-4 plus Type-5 plus Type-6 plus Type-7 plus Type-8 plus Type-9 plus Type-10 plus Type-
13 plus Type-14 plus Type-15 plus Type-17 records contained in this logical file. This number is
also equal to the count of the remaining subfields of Field 1.03. The ¥ separator character shall
be entered between the first and second information items.

The remaining subfields of Field 1.03 pertaining to Type-2, Type-4, Type-7, Type-9, Type-10,
Type-13, Type-14, Type-15, and Type-17 records contained in the file shall each be composed of
two information items. The first information item shall be one or two characters chosen from the
ANSI/NIST-ITL Standard Table 1, which states the record type. The second information item
shall be the IDC associated with the logical record pertaining to that subfield. The IDC shall be a
positive integer equal to or greater than zero. The ¢ character shall be used to separate the two
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information items. (Only Type-1, Type-2, Type-4, Type-7, Type-9, Type-10, Type-13, Type-14,
Type-15, and Type-17 records will be accepted by the FBI.)

DAI 1.007 — Destination Agency ldentifier. <ansi-nist: TransactionDestinationOrganization>

This mandatory field shall contain the identifier of the administration or organization designated
to receive the transmission. The size and data content of this field shall be defined by the user
and be in accordance with the receiving agency. This field shall be a nine-byte alphanumeric
field.

DAT 1.005 — Date. <ansi-nist: TransactionDate>

This mandatory field shall contain the date that the transaction was submitted. The date of
submission shall not exceed the current date except when the submission originates from an
international contributor located in a time zone that is earlier than the Eastern Time Zone. This
date field shall contain the local date for the region submitting the request. Edit checks will
accept the local date as valid up to one day forward (24 hours) to accommodate the variance
between international time zones.

For native encoding, the date shall appear as an eight-digit number in the format CCYYMMDD.
The CCYY characters shall represent the year of the transaction; the MM characters shall be the
tens and units values of the month; and the DD characters shall be the day in the month. For
example, 19920601 represents June 1, 1992.

For XML encoding, the date is shown as CCYY-MM-DD. For example, <nc:Date>1992-06-
01</nc:Date> represents June 1, 1992.

DCS 1.015 — Directory of Character Sets. <ansi-nist: TransactionCharacterSetDirectory>

This optional field is a directory or list of character sets other than 7-bit ASCII that may appear
within this transaction. The default character encoding is 7-bit ASCII for native encoding while
UTF-8 will be used for XML encoding. This field shall contain one or more subfields, each with
three information items. The first information item is the three-character identifier for the
character set index number that references an associated character set throughout the transaction
file. The second information item shall be the common name for the character set associated with
that index number. The optional third information item is the specific version of the character set
used. In the case of the use of UTF-8, the third optional information item can be used to hold the
specific version of the character set used with UTF-8 so that the display terminal can be switched
to the correct font family. The table below is copied from the ANSI/NIST-ITL standard and lists
the reserved named character sets and their associated three-character index numbers. The §
character shall separate the first information item from the second and the second from the third.
The § separator character shall be used between the subfields.
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Directory of Character Sets

Character Set Index Character Set Name Description

000 ASCII 7-bit English (Default)

1 Deprecated Deprecated

2 UTF-16° 16-bit°

3 UTF-8 8-bit’

4 UTF-32 32-bit®

5-127 | e Reserved for ANSI/NIST
future use

128-999 | s User-defined character sets

DOM 1.013 — Domain Name. <ansi-nist: TransactionDomain>

This optional field identifies the domain name for the user-defined Type-2 logical record
implementation. If present, the domain name may only appear once within a transaction. It shall
consist of one or two information items. The first information item will uniquely identify the
agency, entity, or implementation used for formatting the tagged fields in the Type-2 record. An
optional second information item will contain the unique version of the particular
implementation. The default value for the field shall be the North American Domain
implementation and shall appear as “1.013:NORAM{US} {GS}”.

GMT 1.014 — Greenwich Mean Time. <ansi-nist:TransactionUTCDate>

This optional field provides a mechanism for expressing the date and time in terms of universal
Greenwich Mean Time (GMT) units. If used, the GMT field contains the universal date that will
be in addition to the local date contained in Field 1.005 (DAT). Use of the GMT field eliminates
local time inconsistencies encountered when a transaction and its response are transmitted
between two places separated by several time zones. The GMT provides a universal date and 24-
hour clock time independent of time zones. For native encoding, it is represented as
“CCYYMMDDHHMMSSZ,” a 15-character string that concludes with a “Z.” For XML
encoding it is represented as “CCYY-MM-DDTHH:MM:SSZ”, a 20-character string with a
literal “T”" separating the date from the time. The “CCYY” characters shall represent the year of
the transaction, the “MM?” characters shall be the tens and units values of the month, and the
“DD” characters shall be the day of the month; the “HH” characters represent the hour, the
“MM” the minute, and the “SS” represents the seconds. The complete date shall not exceed the
current date.

LEN 1.001 - Logical Record Length.

This mandatory ASCII field shall contain the total count of the number of bytes in this Type-1
logical record. Field 1.001 shall begin with #1.001:” followed by the length of the record

> It has been changed here for clarity, since UNICODE can be expressed in UTF-8, UTF-16 and
UTF-32 and code 2 only referred to UTF-16.

® See ISO/IEC 10646-1 and The UNICODE standard.

" See NWG 3629 and The UNICODE standard.

® See The UNICODE standard.
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including every character of every field contained in the record and the information separators.
The number of characters added to the record by the LEN field itself shall be included in
calculating the value of LEN.

NSR 1.011 — Native Scanning Resolution. <ansi-nist:NativeScanningResolutionValue>

This mandatory field shall specify the nominal scanning resolution of the AFIS or other image
capture device supported by the originator of the transmission. This field permits the recipient of
this transaction to send response data at a transmitting resolution tailored to the NSR (if it is able
to do so) or to the minimum scanning resolution. This field shall contain five bytes specifying
the native scanning resolution in pixels per millimeter. The resolution shall be expressed as two
numeric characters followed by a decimal point and two more numeric characters (e.g., 20.00).
This field is needed because the interchange of fingerprint information between systems of the
same manufacturer may, in some instances, be more efficiently done at a transmitting resolution
equal to the native scanning resolution of the system rather than at the minimum scanning
resolution specified in this standard. This field currently applies only to Type-4 and Type-7
record. For those logical files that contain their own scanning resolution, this field shall be set to
'00.00'.

NTR 1.012 — Nominal Transmitting Resolution.
<ansi-nist:Nominal TransmittingResolutionValue>

This mandatory field shall specify the nominal transmitting resolution for the image or images
being transmitted. This field shall contain five bytes specifying the transmitting resolution in
pixels per millimeter. The resolution shall be expressed as two numeric characters followed by a
decimal point and two more numeric characters (e.g., 20.00). The transmitting resolution shall be
within the range specified by the transmitting resolution requirement. This field currently applies
only to Type-4 and Type-7 record. For those logical files that contain their own transmitting
resolution, this field shall be set to '00.00'.

ORI 1.008 - Originating Agency ldentifier.
<ansi-nist: TransactionOriginatingOrganization>

This mandatory field shall contain the identifier of the administration or organization
originating the transaction. The size and data content of this field shall be defined by the user and
be in accordance with criteria specified by the receiving agency. For EBTS purposes, this field
shall be a nine-byte alphanumeric field. The first two characters shall be a valid POB code, and
the entire ORI shall validate to an NCIC-authorized ORI. Note: In a submission to the FBI, the
submitting agency (usually the CJIS Systems Agency (CSA)) is the ORI and the FBI is the DAL,
while the FBI’s response to the submission will show the FBI as the ORI and the submitting
agency as the DAL. (See also Appendix C for the definition of CRI.)

PRY 1.006 — Transaction Priority. <ansi-nist:TransactionPriorityValue>

When this optional field is used, it shall contain a single information character to designate the
urgency with which a response is desired. The values shall range from 1 to 4, with “1” denoting
the highest priority. The default value shall be “4” if no value is indicated. Please note, the
priority field for latent search transactions is PRI 2.076.
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TCN 1.009 — Transaction Control Number. <ansi-nist: TransactionControlldentification>

This mandatory field shall contain the Transaction Control Number as assigned by the
originating agency. A unique control identifier shall be assigned to each transaction. For any
transaction that requires a response, the respondent shall refer to this identifier in communicating
with the originating agency. This field shall be a 10- to 40-byte alphanumeric-special (ANS)
field.

TCR 1.010 — Transaction Control Reference.
<ansi-nist: TransactionControlReferenceldentification>

This field shall be used in responses only to refer to the Transaction Control Number of a
previous transaction involving an inquiry or other action that required a response. This field is
mandatory for such responses. This field shall be a 10- to 40-byte alphanumeric-special (ANS)
field.

TOT 1.004 — Type of Transaction. <ebts: TransactionCategoryCode>

This mandatory field shall contain an identifier, designating the type of transaction and
subsequent processing that this logical file should be given. When using the XML encoding, the
sender must designate the Type of Transaction (TOT) in the <ebts: TransactionCategoryCode>
element, located within the <ebts:TransactionAugmentation> element of the Type-1 Record, to
specify which process is to be followed. Additional TOT codes may be added to accommodate
interagency information sharing by prior arrangement with the FBI. These will begin with the
prefix “EXT:” and must be between seven and nine characters, including the prefix.

VER 1.002 - Version Number. <ansi-nist: TransactionMajorVersionValue> and <ansi-
nist: TransactionMinorVersionValue>

This mandatory four-byte ASCII field shall be used to specify the version number of the
ANSI/NIST-ITL Standard for Information Systems, ANSI/NIST-ITL 1-2007, Data Format for
the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, implemented
by the software or system creating the file. The format of this field shall consist of four numeric
characters. The first two characters shall specify the major version number. The last two
characters shall be used to specify the minor revision number. The initial revision number for a
version shall be “00.” The original 1986 standard would be considered the first version or
“0100.” The entry in this field for this 1993 approved standard shall be “0200.” With the addition
of the Type-10 logical record by the Addendum to the ANSI/NIST-ITL Standard, Data Format
for the Interchange of Fingerprint, Facial, & SMT Information (ANSI/NIST-ITL 1a-1997), the
entry in this field shall be “0201.” For transactions compliant with the ANSI/NIST-ITL 1-2007,
the version shall be “0400.” The ANSI/NIST-ITL 2011 shall be indicated as “0500.” The XML
encoding for this field breaks the information into separate major and minor version number
fields.
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Table B-1 Field List for Type-1 (Transaction) Logical Records

Field Size per Occurrence Max. Bytes
(not including Character Including
Separators) Occurrences Character Special
Field Character Min. Max. Min. | Max. | Separators & Characters
Identifier | Condition No. Field Name Type Field No. Example Data Allowed
LEN M 1.001 | LOGICAL RECORD N 2 3 1 1 10 1.001:230<GS>
LENGTH
VER M 1.002 | VERSION N 4 4 1 1 11 1.002:0400<GS>
CNT M 1.003 | FILE CONTENT N 4 6 2 8 54 1.003:1<US>15<RS>2<US>00<
RS>4<US>01<RS>4<US>02<R
S$>4<US>03<RS>4<US>04<RS
>4<US>05<RS>4<US>06<RS>4
<US>07<RS>4<US>08<RS>4<
US>09<RS>4<US>10<RS>4<U
S$>11<RS>4<US>12<RS>4<US
>13<RS>4<US>14<GS>
TOT M 1.004 |TYPEOF A 3 5 1 1 12 1.004:CAR<GS>
TRANSACTION
DAT M 1.005 |DATE N 8 8 1 1 15 1.005:20080327<GS>
PRY 0 1.006 | TRANSACTION N 1 2 0 1 9 1.006:1<GS>
PRIORITY
DAI M 1.007 | DESTINATION AGENCY AN 9 9 1 1 16 1.007:DCFBIWA6Z<GS>
ORI M 1.008 | ORIGINATING AGENCY AN 9 9 1 1 16 1.008:NY0303000<GS>
IDENTIFIER
TCN M 1.009 | TRANSACTION ANS 10 40 1 1 47 1.009:1234567890<GS> Any
CONTROL NUMBER printable 7-
bit ASCII
character is
allowed.
TCR (6] 1.010 | TRANSACTION ANS 10 40 0 1 47 1.010:1234567890<GS> Any
CONTROL REFERENCE printable 7-
bit ASCII
character is
allowed.
NSR M 1.011 | NATIVE SCANNING NS 5 5 1 1 12 1.011:20.00<GS> Period
RESOLUTION allowed.
NTR M 1.012 | NOMINAL NS 5 5 1 1 12 1.012:20.00<GS> Period
TRANSMITTING allowed.
RESOLUTION
DOM o) 1.013 | DOMAIN NAME AN * * 0 1 * 1.013:NORAM<US><GS>
GMT (6] 1.014 | GREENWICH MEAN AN 15 15 0 1 22 1.014:20061025132400Z2<GS>
TIME
DCS 0 1.015 | DIRECTORY OF ANS * * 0 * * 1.015:003<US>UTF-8<US>8-
CHARACTER SETS bit<FS>

* No limits defined. Under the Condition column: O = optional; M = mandatory; C = conditional; see notes.

Under the character type column: A = alpha; B = binary; N = numeric; S = special characters.
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APPENDIX C - DESCRIPTORS AND FIELD EDIT SPECIFICATIONS FOR TYPE-2
LOGICAL RECORDS

This appendix will contain the descriptions and field specifications for the Type-2 record being
included with a transaction being submitted. Section 1 gives general information that will be
applied to all fields listed in this appendix. Section 2 provides an alphabetic order of the fields
being used in this record type giving the details of what is necessary to satisfy the requirements
for the field. Section 3 contains the tables summarizing the fields in field number order.

1.0 User-Defined Data

Table C-1 summarizes the content of each of the fields in the Type-2 record in the native
encoding format. The field sizes do not account for any separator characters. Table C-2
summarizes the content and order for each element of the XML schema for the Type-2 record.

Some Type-2 elements have their origins as contributor-supplied data. User-defined data is that
subset of contributor-supplied data that will not be stored in any CJIS files for later search or
retrieval purposes. User-defined data will not be validated (with several exceptions), and
therefore may in general consist of any printable 7-bit ASCII character: i.e., free text. This
includes the ASCII (decimal) codes 07 (BEL) through 13 (CR) and 32 (SP) through 127 (DEL),
inclusive. Separator characters are not part of the printable character set.

The following list gives those Type-2 elements that the FBI treats as being user-defined: ATN,
SCO, OCA, SID, OCP, EAD, RES, CRI, IMA, CIDN, and TAA. In this list, SID, TAA, and CRI
may not always be free-text. In criminal transactions, these fields must contain valid formats, as
specified further in this appendix. Occasionally, other restrictions are specified as required in the
data dictionary section. If the contributor supplies data in any of these fields in a submission or
search, the data will be returned in the corresponding response.

The RAP, RET, REC, TAA, and ULF are examples of flag fields taking values of positive = “Y”
and negative = “N.” The negative value should not, in general, be submitted unless otherwise
described in a specific definition. For XML encoding, these are represented as Boolean values.

New Geographic Locator fields (DATUM_ID 2.307, GEO_CORD 2.306, & GEO_TIME 2.305)
have been borrowed from the DoD EBTS and added to the CJIS EBTS with the following field
tags: GEO_TIME 2.2025, GEO_CORD 2.2026, and DATUM_ID 2.2027. Their use is to aid in
facilitating the need for Mobile ID units to provide the location from which a set of images have
been captured. The definitions have been added to the data dictionary along with Section 3.0 of
this appendix and will be considered “Future Capability” until the fields are implemented.

1.1 Date Fields

Date fields must be valid dates and in accordance with the requirements stated below. In general,
the format for date fields is the following:

e A date is shown as an 8-digit numeric field of the format CCYYMMDD, where:

e CC (Century) must be 19 or 20
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e YY (Year) must be 00 to 99

e MM (Month) must be 01 to 12

e DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29 for
MM = 02 in leap years).

For example 19921201 represents December 1, 1992,

Since dates find a variety of uses in EBTS transactions, each use may have specific format
restrictions or special edits. For specific format restrictions or special edits, see the individual
date field entries in this appendix.

1.2 XML Encoding

In the following Section 2.0 Data Dictionary, the XML top level tag name is being included after
the name of the field along with any special encoding that would be different from the native
encoding format. Table C-2 summarizes the XML encoding format in hierarchical order.

Specifications for the ANSI/NIST-ITL Type-2 Record require substitution of the abstract element,
<itl:DomainDefinedDescriptiveDetail> with a user-defined structure. EBTS provides the substitution
element <ebts:DomainDefinedDescriptiveFields> to represent the EBTS Type-2 Record. The
ANSI/NIST-ITL 1-2011 standard also provides for inclusion of user-specific data (e.g., for use in
intrastate transactions) by creating the abstract type element <itl:OtherDescriptiveDetail>.
Consequently, EBTS users may take advantage of the EBTS-provided substitution element
<ebts:StateDefinedFields>. Individual data elements within this field must be well-formed XML
and contain ASCII data values. These elements are user-definable; their size and content shall be
defined by the user and be in accordance with the receiving agency. Currently, these data
elements will be ignored when included in the transactions submitted to CJIS/FBI.

The XML encoding requires some deviations from the traditional native format, in both structure
and content.

Structurally, elements with multiple data items that are natively represented as a single
concatenated string are instead placed in separate fields. For example, and entire name would be
held in a single string in AKA in the legacy format, while the XML encoding would break this
into separate elements for First, Middle, and Last.

Additionally, data items that are related and/or have dependencies on one another may be
represented by a nested XML structure, in order to convey this relationship. For example, the
concept of a “finger” is represented by using one of the complex elements
<itl:FingerprintimageFingerMissing> or <ebts:FingerprintimageFinger>. Each element contains
all the EBTS fields relating to an individual finger. See Table C-2 for further information.
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In regards to content, the XML encoding has a few differences from the native format in the
allowed data. Boolean or “flag” values are represented “true” and “false.” Also, in keeping with
the rules of XML, there are a few special characters which must be “escaped.” These are:

Character | Escape Sequence
& &amp;

< &lt;

> &4at;

" &quot;

' &#39;

Additionally, NIEM-conformant date fields are used to represent dates. The format is the
following:

e A date is shown as CCYY-MM-DD, where:

e CC (Century) must be 19 or 20

e YY (Year) must be 00 to 99

e MM (Month) must be 01 to 12

e DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29 for
MM = 02 in leap years).

For example <nc:Date>1992-12-01</nc:Date> represents December 1, 1992.
2.0 Data Dictionary

ACN 2.071 — Action to be Taken. <ebts:TransactionActionText>

This field is used to include text answers to submission requests to indicate that a latent case will
be established or to indicate recommendations for further actions in either latent or tenprint
responses. This field will also be used to indicate action taken by the FBI in response to
electronic document (e.g., disposition) submissions. For the native encoding of this field,
commas, hyphens, ampersands, slashes, number signs, and blanks are all allowed as special
characters.

AGR 2.023 - Age Range. <nc:PersonAgeMeasure>

This field will be used to give an estimated age range may be entered using a pair of two-digit
age numbers. For the native encoding of this field, the first two digits shall represent the
minimum age, and the second two the maximum age. There shall be no separator character used
between the ages. For the XML encoding, there will be two subfields defined for the minimum
and maximum range.

AKA 2.019 — Aliases. <ebts:PersonAlternateName>

This 3-t0-30 alpha-numeric special (ANS) field contains alias names of the subject. Up to ten
aliases may be provided.
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For the native encoding of this field, each alias will be separated from one another by the &
character. AKA may contain a comma, hyphen, or blank as special characters. The format shall
be the surname followed by a comma (,), followed by the given name(s) separated by a space.

The following restrictions and exceptions to the general format apply (the first three apply only
to the native encoding):

Minimum length is three bytes in the following sequence: alpha, comma, alpha.
A comma must be followed by a minimum of one alpha character.

A blank before or after comma is invalid.

A hyphen in first and last position of any name segment is invalid.

Two consecutive blanks or hyphens between characters are invalid.

oo E

AMP 2.084 — Amputated or Bandaged. <itl:FingerprintimageFingerMissing>

This repeating field contains information about amputated or bandaged fingerprints in an EBTS
submission. The field is composed of repeating sets of two subfields:

e Finger Position (FGP)

e Amputated Or Bandaged Code (AMPCD).

This field is to be used any time there are fewer than ten printable fingers in a tenprint
submission for finger positions 1 — 10 or positions 11-15 to specify when no slap fingerprint
images are provided in the finger positions (ex. Entire right hand is not printed). A partially
amputated finger should be printed and be marked amputated, XX. If the finger’s image is
missing for any reason, (for example, when the arresting agency did not specify a reason in its
submission to the State Identification Bureau) the UP code should be used. This field is used to
tell AFIS which finger positions need to characterized. The UP code should only be used when
the entire image is not provided for fingerprints in the submission. This code will indicate that
AFIS should ignore this image and not include the image in the matching process.

For the native encoding, the two-character finger position code is followed by the § separator
and the amputated or bandaged code. Each set of fingers/amp codes shall be separated by the &
separator. Two characters represent each finger number as follows:

Finger Position FGP
Right thumb 01
Right index 02
Right middle 03
Right ring 04
Right little 05
Left thumb 06
Left index 07
Left middle 08
Left ring 09
Left little 10
Plain right thumb 11
Plain left thumb 12
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Finger Position FGP
Plain right four fingers 13
Plain left four fingers 14
Plain left and right thumbs 15

Note: When codes 13 — 15 are included, the entire block is missing.

The following is a list of allowable indicators for the AMPCD:

Descriptor AMPCD
Amputation XX
Unable to print (e.g., bandaged) UP

The following example indicates that the third finger is amputated and that the ninth finger print
was unavailable or not submitted.

2.084:035XXR095UPE

<itl:FingerprintimageFingerMissing>
<ansi-nist:FingerPositionCode>9</ansi-nist:FingerPositionCode>

<itl:FingerMissingCode>UP</itl:FingerMissingCode>
</itl:FingerprintimageFingerMissing>

ASL 2.047 — Arrest Segment Literal. <j:Arrest>

This field is made up of the following subfields:
e Date of Offense (DOO)
e Arrest Offense Literal (AOL).

The AOL is a free text description of an offense charged on an arrest. The first character of the
AOL text must not be blank. Each AOL should have a corresponding DOO. The DOO shall
appear as an eight-digit number as specified in Section 1.1 of this appendix. The DOO shall not
exceed the current date except when the submission originates from an international contributor
located in a time zone earlier than the Eastern Time Zone. This date field shall contain the local
date for the region submitting the request. CJIS has edit checks in place to allow for the
acceptance of the local date as valid up to 24 hours in advance to accommodate the variance
between international time zones. Up to 40 occurrences of the ASL are allowed.

For the native encoding format, each occurrence of the ASL shall be separated by the & separator
character. The DOO shall be separated from the AOL by the § separator character. A DOO is
prohibited without a corresponding AOL offense. If a DOO is not present, a § character separator
shall still be used.

The following native coding example indicates more than one occurrence of the AOL field using
DOO:
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2.047:19940915¢DU1819940920¥POSSESSION OF FIREARMSS

ATN 2.006 - “Attention” Indicator. <nc:CaveatText>

This alphanumeric-special field shall contain a designation of the individual to whose attention a
response is to be directed. Periods shall not be used (e.g., Det. J. Q. Public shall be entered as
DET J Q PUBLIC). The value of ATN returned to the submitter is the value submitted.

ATR 2.2032 — Audit Trail Record. <ebts:AuditTrailRecord/> (NGI Increment 3)

This repeating record contains the information associated with the dissemination of the owner’s
images. The following are the subfields included for each requested image:

1) ORI of the originator that received the image,

2) Date the images were disseminated,

3) TOT used to acquire the image set,

4) BSI of the image,

5) IMT of the image,

6) FNR of the image (supports fingerprint and palmprint position codes),
7) PPD of the supplemental image when FNR equals supplemental (19).

The FNR and PPD subfields are present in ATR to identify the image within the biometric set
that was disseminated when the entire set was not returned.

BIA 2.2031 - Biometric Image Available. <ebts:BiometricimageAvailableCode> (NGI
Increment 3)

This field will indicate the existence of available biometric images (fingerprint, palmprint,
supplemental print, facial photo, and SMT photo) for an Identity in the NGI AFIS/FBI
repository.

Allowable BIA values are shown in the table below. The following abbreviations are used in the
table for each image type: FP — Fingerprint, PP — Palmprint, SP — Supplemental Print, PHF —
Photo Facial, and PSMT - Photo Scar, Mark, & Tattoo.

BIA Code Values

Biometric Image(s) Available | Value | Biometric Image(s) Available | Value
None 0 PSMT 16
FP 1 FP, PSMT 17
PP 2 PP, PSMT 18
FP, PP 3 FP, PP, PSMT 19
SP 4 SP, PSMT 20
FP, SP 5 FP, SP, PSMT 21
PP, SP 6 PP, SP, PSMT 22
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Biometric Image(s) Available | Value | Biometric Image(s) Available | Value
FP, PP, SP 7 FP, PP, SP, PSMT 23
PHF 8 PHF, PSMT 24
FP, PHF 9 FP, PHF, PSMT 25
PP, PHF 10 PP, PHF, PSMT 26
FP, PP, PHF 11 FP, PP, PHF, PSMT 27
SP, PHF 12 SP, PHF, PSMT 28
FP, SP, PHF 13 FP, SP, PHF, PSMT 29
PP, SP, PHF 14 PP, SP, PHF, PSMT 30
FP, PP, SP, PHF 15 FP, PP, SP, PHF, PSMT 31

BID 2.2028 — Biometric Image Description. <ebts:BiometriclmageDescription> (NG|
Increment 3)

This repeating set contains information about biometric images the user requests in the
submission. Each repeating set consists of the following subfields:

1. UCN of the identity or latent record,

2. IMT image type of the image to be retrieved (see IMT table under 2.062 definition),
3. BSI of the biometric set to be retrieved,

4. FNRis the fingerprint or palmprint position code of the image to be retrieved,

5

. PPD of the supplemental image to be retrieved when FNR equals supplemental (19),
allowable values of: EJI, TIP, FV1, FV2, FV3, FV4, PRX, DST, and MED (See Table P-
1)1

BSI 2.2029 — Biometric Set Identifier. <ebts:BiometricSetID> (NGI Increment 3)

This numeric field will uniquely identify a fingerprint set, palmprint set, or a supplemental print
set as described in Appendix P.

CAN 2.064 - Candidate List. <ebts: TransactionCandidateList>

This grouped field shall contain a candidate list. It is composed of two subfields:
e Universal Control Number (UCN)
e Name (NAM)

For native encoding, each field will be separated by a ¢ separator and will be provided for each
candidate in the list. Commas, hyphens, and blanks are allowed in the NAM subfield as specified
in the NCIC Code Manual. Each UCN and NAM set shall be separated from the next by the &
separator character. For XML encoding, a new element has been added for coordinating the
images with candidates in this list via the ICD in each image record included.
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Note: The UCN can contain an FBI number (FNU) if appropriate for that record.

CCN 2.094 — Court Case Number. <j:CourtEventSequencel D> (Future Capability)

This is a unique number assigned by the state or federal court system to identify a specific court
event occurrence in a subject identity history record. The CCN is an optional element that may
assist in matching the submitted disposition data to the correct court cycle. If present in the
submission, this field should be returned in the response. Any printable 7-bit ASCII character
with the exception of a period (.) is acceptable. Embedded blanks are not permitted. A CCN must
not begin with a blank.

CIDN 2.2022 — Contributor Assigned Identification Number.
<ebts:ContributorAssignedldentificationNumber>

This field is the unique number assigned to a single biographic search by the contributor. This
field shall contain ten bytes of alphanumeric data. This is a field in a Type-2 biographic search
request (EQHR).

CIN 2.010 — Contributor Case Identifier Number.
<ebts:ContributorCaseldentificationNumber>

This grouped free-text field is a 48-byte (maximum) alphanumeric-special assigned by the
contributor to uniquely identify a latent case. It consists of:
o a literal subfield Contributor Case Prefix (CIN_PRE) of up to 24 characters (e.g.,
“Incident #,” “Laboratory Number,” “Investigation No.”)
¢ the Contributor Case Identifier subfield (CIN_ID) of up to 24 characters.

CI1X 2.011 — Contributor Case Identifier Extension.
<ebts:ContributorCaseExtensionldentification>

This field is a two-byte to four-byte numeric supplement to the Case Identifier Number that
allows multiple searches to be associated with the same case. The CIX shall be used only in
conjunction with the CIN.

CNL 2.2033 — Candidate Investigative List. <ebts:TransactionCandidateList> (NGI
Increment 3)

This field replaces the legacy CAN field in the SRL. This record set contains details about the
candidates returned from an investigative search. This field supports a repeating set of the
following subfields:

1. UCN of the candidate (FRIF or ULF member),

NAM indicates the name of the subject,

BSI of the candidate image,

IMT of the candidate image (see IMT table under 2.062 definition),
FGP of finger or palm,

o k~ wD

PPD of the supplemental image when FGP equals supplemental (19),
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7. MSC indicates the match score of the candidate,

8. BIA indicates the available biometric image types for the candidate,

9. NDR of candidate when candidate found in an SPC file,

10. IDC is the Information Designation Character,

11. NOT provides owning ORI information when no image is available for candidate.

CRI 2.073 — Controlling Agency Identifier. <ebts:RecordControllingAgency>

In Criminal and Civil transactions, the first instance of this field shall contain the originating
agency identifier (ORI) of the organization controlling the transaction when that organization is
different than the one submitting the transaction (e.g., the CJIS Systems Agency, or CSA). When
the controlling agency has the same ORI as the CSA, both the ORI and CRI fields shall be
submitted with the same identifier. In criminal transactions, the CRI will usually refer to the
booking station that has submitted the subject’s fingerprint card or photo to be transmitted
through the CSA to the FBI. For Civil submissions, this field may be user-defined in accordance
with predefined parameters and must be validated through the field specification edits and the
format of an NCIC-authorized ORI. The FBI uses the first instance of CRI in any transaction that
would modify criminal records as the authority to do so. When a Civil transaction is an
identification to a criminal subject and the first instance of the submitted CRI is not an
authorized ORI, the ORI of the State Identification Bureau that submitted the transaction will be
used in its stead. The second and third instances of CRI, when sent, are treated as user-defined
fields. (See also Appendix B for definitions of ORI and DALI.) The CRI returned is otherwise the
same as was submitted unless the submitting agency has used a deleted or retired CRI, in which
case its replacement will be used. For EBTS purposes, this field shall be a nine-byte
alphanumeric field. The first two characters shall be a valid alpha-character POB code, which
represents the state or country in which the agency is located, and the entire CRI shall validate to
an NCIC-authorized ORI. For federal agencies, the first two characters should coincide with its
respective headquarters or office ORI. If an agency is submitting for an entity outside of its
respective state, the channeling agency need only ensure that submitted CRIs represent valid
ORIs that have been added to the CJIS Computerized Contributor Address file.

For the UHN TOT, the CRI contains the ORI of the search transaction for which a hit generates
the unsolicited notification.

CRN 2.085 - Civil Record Number. <ebts:CivilRecordldentification>
A unique identifier assigned to each Civil Subject Record.

CSF 2.2006 — Cascaded Search Flag. <ebts:RecordCascadedSearchCode> (Future
Capability)

This two-digit alpha field is used to flag a Special Population Cognizant (SPC) File record of
interest that is to be subjected to cascaded searches from the Criminal File (CR), the Civil File
(CI), or Both (BO). In the event a cascaded search record hits a flagged record, a separate
response will be sent to the owner (ORI) of the SPC File for candidate image comparison.
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CSL 2.051 — Court Segment Literal. <j:ChargeDisposition>

The CSL field is made up of the following subfields

e The Court Disposition Date (CDD) is the date a court count was disposed of by the court.
The CDD shall appear as an eight-digit number as specified in Section 1.1 of this
appendix. The CDD shall not exceed the current date except when the submission
originates from an international contributor located in a time zone earlier than the Eastern
Time Zone. This date field shall contain the local date for the region submitting the
request. Edit checks will accept the local date as valid up to 24 hours forward to
accommodate the variance between international time zones.

e The Court Offense Literal (COL) contains free text description of an offense charged in a
court count. The first character of the COL must not be a blank.

e The Other Court Sentence Provision Literal (CPL) contains free-text information on
sentence provisions.

Up to 40 occurrences of the CSL are allowed. Each occurrence in the native encoding of the CSL
shall be separated by the § separator character. A CDD (if available), followed by a COL,
followed by a CPL, each separated by a ¢ separator character must be present for each
occurrence of the CSL field. If the CDD is not available, a § separator character alone shall be
used immediately after the field tag or preceding & separator character. COL is mandatory while
the CDD and CPL are optional. When a provision (CPL) is included, then the date the provision
was made (CDD) may optionally be given.

When submitting a custody tenprint, use this field for custody information. In the event that there
is no arrest information available when submitting a custody tenprint, the COL and CDD must be
copied to the corresponding AOL and DOO fields of the Arrest Segment Literal (ASL), which is
mandatory in all criminal tenprint submissions.

The following is a native encoding example of the CSL with multiple occurrences:

2.051:19940930§DUIY5 DAYS JAIL, PAY COURT COSTS§19940930$POSSESSION OF
FIREARMS$10 DAYS JAIL, PAY COURT COSTS, $508

The following is a native encoding example of the CSL when the first of two CDDs are not
available:

2.051:5DUIY5 DAYS JAIL, PAY COURT COSTSE199409305POSSESSION OF
FIREARMSY10 DAYS JAIL, PAY COURT COSTS, $50%

CSR 2.048 — Civil Search Requested Indicator.
<ebts:TransactionCivilSearchRequestIndicator>

This field shall contain a “Y” if a search of the Civil File is desired at the completion of the
Criminal File search. For XML encoding, this field is represented as a Boolean value.
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CST 2.061 — Case Title. <nc:CaseTitleText>
This field identifies the Latent Case. It will include information concerning the case, and it must

include the offense type.

CTZ 2.021 - Country of Citizenship. <ebts:PersonCitizenshipCode>

This field contains two-letter abbreviation for the name of the country of which the subject is a
citizen. Entry must be a valid country code from the NCIC State and Country Data Code Table

found in Appendix O.

DATUM 1D 2.2027 — Geographic Coordinate Datum.
<ebts:GeographicCoordinateDatumCode> (Future Capability)

This field contains an identifier for the datum used to express the coordinates provided in
GEO_CORD. If this field is absent with the GEO_CORD present, then the default datum is

WGS-84 / NAD-83. Possible values for the Datum subfield:

Datum ID Description

AIRY Airy

AUST Australian

BES Bessel 1841

BESN Bessel 1841 (Nambia)
CLKG66 Clarke 1866

CLK80 Clarke 1880

EVER Everest

FIS60 Fischer 1960 (Mercury)
FIS68 Fischer 1968

GRS67 GRS 1967

GRS80 GRS 1980

HELM Helmert 1906

HOUG Hough

INT International

KRAS Krassovsky

AIRYM Modified Airy
EVERM Modified Everest
FIS60M Modified Fischer 1960
SA69 South American 1969
WGS60 WGS-60

WGS66 WGS-66

WGS72 WGS-72

WGS84 WGS-84/NAD-83
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DMI 2.2013 - Disposition Maintenance Indicator.
<ebts: TransactionDispositionMaintenanceCode> (Future Capability)

An indicator set by the CJIS user that depicts a set of values that specify the type of maintenance
that CJIS should perform on an identity history record when disposition data requests are
received. The following chart represents the valid DMI Codes:

EXTERNAL CODE FLAG LITERAL DESCRIPTION

Blank NULL Blank Default to add disposition data (A)
from incoming request to a
specified DOA.

A ADD Add Add disposition data from incoming
request to a specified DOA.
D APP Append Append disposition data from an

incoming request to existing
disposition data on a specified
DOA.

R RPL Replace Replace existing disposition data for
a specified DOA with disposition
date from incoming request.

X DEL Delete Delete existing disposition data for
specified DOA.

DNAC 2.2018 — DNA in CODIS Flag <ebts:BinaryCODISAvailableIndicator> (Future
Capability).
This is a one-byte field that will indicate whether the DNA available is located in the CODIS

database for the subject identified on the CAR, CNA, and CPNU TOTSs. The permissible values
are ‘Y’ or ‘N’. For XML encoding, this field is represented as a Boolean value.

DNAF 2.2016 — DNA Flag <ebts:PersonDNAAvailableIndicator> (Future Capability).

This is a one-byte field that will indicate whether DNA is available for the subject identified on
the CAR, CNA, and CPNU TOTs. The permissible values are Y’ or ‘N’. For XML encoding,
this field is represented as a Boolean value.

DOA 2.045 — Date of Arrest. <nc:ActivityDate>

This field contains the date of arrest. The date shall appear as an eight-digit number in the same
format as specified in Section 1.1 of this appendix. DOA shall not exceed date of submission
except when the submission originates from an international contributor located in a time zone
earlier than the Eastern Time Zone. This date field shall contain the local date for the region
submitting the request. Edit checks will accept the local date as valid up to 24 hours forward to
accommaodate the variance between international time zones.
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DOB 2.022 — Date of Birth. <nc:PersonBirthDate>

This field contains the date of birth. It is entered as an eight-digit number in the same format as
specified in Section 1.1 of this appendix. If DOB is completely unknown, for the native encoding
enter as 00000000, and for the XML encoding, use the representation of a null parent element
(<nc:PersonBirthDate/>). Partial DOBs are not allowed. DOB shall not exceed date of
submission after time zone adjustment. When a submission contains an unknown DOB and is a
non-identified retained, that submission will be rejected, as IAFIS will not allow a master record
to be created with an unknown DOB.

DORI 2.2017 — DNA Location <nc:BiometricRepositoryOrganization>
(Future Capability).

This is an alpha-numeric field that will contain the ORI of the contributor which has the DNA
available for the subject identified on the CAR, CNA, and CPNU TOTs. The field will be
required when the DNAF = ‘Y.

DOS 2.046 — Date of Arrest — Suffix. <ebts:ArrestDateSuffixCode>

This field contains a code representing the sequence of the subject’s arrests within a given date.
The code also indicates the type of fingerprint card on which the Date of Arrest was contained.
This field is for internal use within the FBI only.

DPR 2.038 — Date Printed. <nc:BiometricCaptureDate>

This field contains the date that the subject was fingerprinted. The format shall be the same as
that specified in Section 1.1 of this appendix. DPR shall not exceed date of submission except
when the submission originates from an international contributor located in a time zone earlier
than the Eastern Time Zone. This date field shall contain the local date for the region submitting
the request. Edit checks will accept the local date as valid up to 24 hours forward to
accommodate the variance between international time zones.

EAD 2.039 - Employer and Address. <nc:Employer> and <nc:EmploymentLocation>

The name and address of the subject’s primary employer may be entered into this free-text field.
The EAD returned in a response is the same as the one submitted. For the native encoding, this
field is a free form text field. For the XML encoding, it consists of different fields; one for the
Employer and one for the Employer’s address.

EID 2.049 — Employee Identification Number. <ansi-nist: TransactionUserldentification>

This field contains the employee identification number (e.g., user ID) for federal agency
employees granted privileges relating to Special Population Cognizant (SPC) File searching or
maintenance. Maintenance privileges include adding records, updating records, deleting records,
or appending additional sets of fingerprint images to an existing SPC record.

ERS 2.075 - Electronic Rap Sheet. <ebts:TransactionElectronicRapSheetText>

This field shall contain the electronic identity history. The electronic identity history is an
electronic copy of the Identification Record Report (IDRR) or the Non-Identification Response
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(NIDR) as are done today. The electronic identity history shall consist of lines with a maximum
of 74 characters per line (text of 72 plus two line control characters). The RPISR transaction will
populate this field with the NGI Identity History Summary (IHS). Other transactions will migrate
to using the IHS in the future. The IHS shall also consist of lines with a maximum of 74
characters per line (text of 72 plus two line control characters). For a TPRR transaction that
contains multiple candidates, the identity history for each candidate will be concatenated into this
field.

ETC 2.069 — Estimated Time to Complete.
<ebts: TransactionEstimatedCompletionMinutesQuantity>

The estimated time to complete a search or multiple searches for a Latent Search Status and
Modification Query may be entered into this field. This one-to-four-byte field will contain the
estimated search completion time in minutes up to five days. As this field will no longer be
supported, this field will be retired in the next version.

EVI 2.2035 - Event Identifier. <ebts:EnrolimentEventID> (Future capability)

This numeric field will be used to identify a specific enrollment event during FIS processing. An
EVI may have multiple BSI sets associated with a specific event.

EXP 2.080 — Response Explanation. <ansi-nist:TransactionReasonText>
This field is free-form text to elaborate on the Response Code field.

EYE 2.031 — Color Eyes. <nc:PersonEyeColorCode>

For this field, the three-letter code from the following table is used to indicate the subject’s color
of eyes.

Eye Color Code

Black BLK
Blue BLU
Brown BRO
Gray GRY
Green GRN
Hazel HAZ
Maroon MAR
Multicolored MUL
Pink PNK
Unknown XXX

EBI 2.014 — FBI Number (UCN). <j:PersonFBlIdentification>

This field contains the subject’s FBI number if known. A valid FBI number shall be no more
than nine alphanumeric characters. The FBI number returned in a response is dependent upon the
search results. As NGI updates and adds functionality, this field will be used to identify the
specific Identity contained in the NGI database. This Universal Control Number (UCN) will be
used to identify records in the criminal, civil, and other new repositories along with the Unsolved
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Latent File (ULF). The Segment Control Number (SCNA) used in IAFIS for ULF records and
will be provided in this field where designated in the message definition.

FEN 2.003 — FBI File Number. <ebts:FBIFileNumber>

This is a 10-byte numeric representing the FBI Investigative File Number. This is not the FBI
Number specified by the mnemonic “FBI.” Since it is used for FBI Latent Print Unit record-
keeping purposes, it is imperative that the user transmit this number if it is known.

EGP 2.074 — Finger Position. <ansi-nist:FingerPositionCode>

This field is used for latent submissions and searches and contains the fingerprint position code
of the latent print(s) submitted. A list of finger positions and codes can be found in Table P-2.

If more than one finger is submitted with native encoding, then the codes will be separated by the
S character separator. For latent searches, if multiple fingerprint images are included in one
search, finger position is mandatory for all images. If finger position is unknown, the search may
contain only a single image, and the field FGP will be omitted or may contain multiple guesses at
the correct finger position in the FGP field. In this case, the PAT field must contain “00” in its
Finger Number subfield to indicate that the actual position is unknown (see also PAT entry,
including example of XML usage for multiple finger guesses).

FlU 2.072 — Fingerprint Image(s) Updated. <ebts: TransactionFingerprintlmagesUpdated>

This alphanumeric field contains the finger positions that were updated in the FBI’s Fingerprint
Image Master File as a result of an electronic request to update fingerprint images. The finger
numbers for which image information is requested are selected from Table, “Finger Position
Code,” in the ANSI NIST-ITL. Up to 13 individual finger numbers may be listed. For native
encoding, each finger number will be separated from one another by the ¢ separator. If images of
all 14 fingers were updated, the single character “A” is shown instead of individual finger
numbers. If no images were updated, an “N” will be returned. For XML encoding, '0" will be
used to specify all fingers were updated while 255" will be used for no images updated.

FNR 2.057 — Finger Number(s) Requested. <ebts:TransactionFingerprintimagesRequested>

This numeric field is used in transactions involving a request for fingerprint image information.
The finger numbers for which image information is requested are selected from Table, “Finger
Position Code,” in the ANSI/NIST-ITL. Up to 13 individual finger image numbers may be listed.
For native encoding, finger numbers shall be separated from one another by the § separator. If all
14 tenprint images are desired, 00 is shown instead of individual finger numbers. For
transactions that allow only the ten rolled fingerprint images, when all ten images are desired, list
each one separately. For native encoding, the finger codes being requested shall appear as 01§
028 ... 8108. For the NGI Increment 3 version of the IRQ, this field may include the
supplemental position code of 19, along with the palm position codes outlined in Table P-2.

FPC 2.033 — NCIC Fingerprint Classification. <ebts:NCICFingerprintClassificationCode>

If available, the NCIC fingerprint classification will be returned in the FBI’s responses to latent
submissions.
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The native encoding of NCIC FPC is composed of 20 characters. Two characters represent each

finger as follows:

Positions Finger
land?2 Right thumb
3and 4 Right index
5and 6 Right middle
7and 8 Right ring
9and 10 Right little
11 and 12 Left thumb
13 and 14 Left index
15 and 16 Left middle
17 and 18 Left ring

19 and 20 Left little

The following patterns may be placed in the positions identified in the above table:

Pattern Type
Arch

Loop

Loop

Whorl*

IAFIS-DOC-01078-9.3

Pattern Subgroup
Plain Arch

Tented Arch
Radial Loop

Ulnar Loop

Plain Whorl
Inner
Meeting
Outer

Central Pocket Loop Whorl
Inner
Meeting
Outer

Double Loop Whorl
Inner
Meeting
Outer

C-16

NCIC FPC Code

AA

TT

Two numeric characters.
Determine actual ridge count and
add fifty (50). For example, if the
ridge count of a radial loop is 16,
add 50 to 16 for a sum of 66. Enter
this sum (66) in the appropriate
finger position of the FPC field.
Two numeric characters indicating
actual ridge count (less than 50).
For example, a ridge count of 14,
enter as 14; a ridge count of 9,
enter as 09.

Pl
PM
PO

Cl
CM
CO

DI
DM
DO
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Pattern Type Pattern Subgroup NCIC FPC Code
Accidental Whorl

Inner Xl
Meeting XM
Outer X0

Missing/Amputated Finger** XX
Scarred/Mutilated Pattern*** SR

Approximate Fingerprint AC
Class****
Unclassifiable**** uc

The NCIC FPC for a set of fingerprints made up of all ulnar loops in native encoding might read:
2.033:121011161411091117138

A combination of loops and whorls with an amputated right index finger in native encoding
might read:

2.033:12XX11C014115906C113¢
For XML encoding, only the two-character NCIC FPC Code value is necessary.

* Prior to adoption of the above method for coding whorl patterns, this pattern was divided into
inner, meeting, and outer subgroups only with codes Il, MM, and OO, respectively. Some older
records in the file may show the codes I, MM, and OO.

** Code XX is used in instances of missing and totally/partly amputated fingers where
conditions make it impossible to accurately classify an impression according to the above
instructions for NCIC FPC. It is recognized that under the Henry System, if a finger is missing or
amputated, it is given a classification identical to the opposite finger; however, this must not be
done in the NCIC FPC because the location of finger or fingers missing/amputated is not
indicated.

*** Code SR is used in instances in which the fingerprint cannot be accurately classified because
of complete scarring or mutilation and a classifiable print cannot be obtained. As in the case of
missing and amputated fingers, the procedure for assigning the classification of the opposite
finger, as is done under the Henry System, should not be used for the NCIC FPC.

**** Codes UC and AC still exist for some legacy records in the Identity History file.
Refer to the NCIC Code Manual, 4-28, for the FPC Field for Unidentified Persons.

GEO 2.044 — Geographic Area of Search. <ebts:TransactionSearchAreaCode>

This field indicates the geographic area to be searched. The appropriate two letter state
abbreviation shall be used as listed in Part IV of the NCIC State and Country Data Code Table.
Each GEO shall be separated from the next by the RS separator character. Up to five state
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selections can be made within GEO. If inclusion of all 50 states is desired, this field shall remain
blank. When designating a specific state within GEO, the IAFIS database search scope is limited
to fingerprints previously submitted by that specified state (i.e., individuals previously arrested
within that state). GEO selection allows users to further narrow file penetration and sometimes
results in candidates being returned which would ordinarily be dropped due to low scores (e.g.,
such as when a state is not chosen). Users are always encouraged to perform a second search of
all 50 states if a state designated search is not successful.

GEO_CORD 2.2026 — Geographic Coordinate Locator.
<ebts:RecordBiometricCaptureGeoLocation> (Future Capability)

This field will be used to associate the location where the biometric record was captured. This
field contains the longitude and latitude at which the submission was collected. It consists of
Latitude Degree, Latitude Minute, Latitude Second, Longitude Degree, Longitude Minute, and
Longitude Second. Both Latitude Degree and Longitude Degree are mandatory if this field is
present. Decimal values are allowed in each information item. If a decimal value is used in a
particular information item, the more granular information item shall be empty (e.g., if
Longitude Minutes equals 45.67, Longitude Seconds shall be empty). The data in the Latitude
Degree subfield is in degrees in the range of +90 to -90. The data in the Longitude Degree
subfield is in the range of +180 to -180. The hyphen representing a negative value is required;
the plus sign for positive values may be omitted. The data in the Latitude Minute, Latitude
Second, Longitude Minute, and Longitude Second subfields are in the range of 0 — 60.
Geographic Coordinate Latitude Degree and Coordinate Longitude Degree subfields are
mandatory. For the native encoding, if any other subfield is not available, a $separator character
alone shall be used immediately after the preceding Sseparator character.
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The subfields are defined as outlined below:

Identifier | Subfield Name Type | Min Size | Max Size | Special Characters
LATD Latitude Degree NS 1 9 Period, Plus, Hyphen
LATM Latitude Minute NS 1 8 Period

LATS Latitude Second NS 1 8 Period

LOND Longitude Degree NS 1 10 Period, Plus, Hyphen
LONM Longitude Minute NS 1 8 Period

LONS Longitude Second NS 1 8 Period

GEO TIME 2.2025 - Geographic Coordinate Date Time Stamp.
<ansi-nist:TransactionUTCDate> (Future Capability)

The Geographic Coordinate Date Time Stamp field provides a mechanism for expressing the
date and time in terms of universal Greenwich Mean Time (GMT) units for time of biometric
capture. This field will be associated with the Geographic Coordinate Latitude/Longitude
(GEO_CORD) and Geographic Coordinate Datum (DATUM_ID). Use of the GMT field
eliminates local time inconsistencies encountered when a transaction and its response are
transmitted between two places separated by several time zones. The GMT provides a universal
date and 24-hour clock time independent of time zones. In the native encoding, it is represented
as “CCYYMMDDHHMMSSZ,” a 15-character string that concludes with a “Z.” For the XML
encoding, it is represented as “CCYY-MM-DDTHH:MM:SSZ,” a 20-character string with a
literal “T”" separating the date from the time. The “CCYYY” characters shall represent the year of
the transaction, the “MM?” characters shall be the tens and units values of the month, and the
“DD” characters shall be the day of the month; the “HH” characters represent the hour, the
“MM” the minute, and the “SS” represents the seconds. The complete date shall not exceed the
current date.

HAI 2.032 — Hair Color. <ebts:PersonHairColorCode>

In this field, the three-letter code from the following table is used to indicate the subject’s color
of hair.

Hair Color Code
Bald BAL
Black BLK
Blond or Strawberry BLN
Blue BLU
Brown BRO
Gray or Partially Gray GRY
Green GRN
Orange ONG
Pink PNK
Purple PLE

Red or Auburn RED
Sandy SDY
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Hair Color Code
Unknown XXX
White WHI

HGT 2.027 — Height. <nc:PersonHeightMeasure> <nc:MeasurePointValue> and
<nc:MeasureUnitText>

This field contains the subject’s height as a three-character value. If reported in feet and inches,
the first (leftmost) digit is used to show feet while the two rightmost digits are used to show the
inches between 00 and 11. In the XML encoding, measurement units are entered in the
nc:MeasureUnitText field. In the native encoding, if reported in inches, then the leftmost
character is “N” followed by two digits. If height is unknown, 000 is entered. The allowable
range is 400 to 711 or N48 to N95. Heights outside this range will be clamped at these limits.

HTI 2.2024 — Hit Type Indicator. <ebts: TransactionHitCategoryCode>

This field will contain a code for the type of hit that generated an unsolicited notification. In the
future, a fixed list of values will be created to populate this field. This field will initially be used
for the UHN TOT for RISC Notifications. The value will be “RISC” for this initial use.

HTR 2.028 — Height Range. <nc:PersonHeightMeasure> <nc:MeasureRangeValue> and
<nc:MeasureUnitText>

This field will be used to give an estimated height range to be expressed as two three-character
values formatted as described for mnemonic HGT, indicating the shortest and tallest heights of
the subject. For the native encoding of this field, the first three characters shall represent the
minimum height and the second three the maximum height. There shall be no separator character
used between the heights. The allowable range is 400 to 711 or N48 to N95. Heights outside this
range will be clamped at these limits.

For the XML encoding, there will be two subfields defined for the minimum and maximum
range. Example follows:

<I--HTR 2.028 -->
<nc:PersonHeightMeasure>
<nc:MeasureRangeValue>
<nc:RangeMinimumValue>600</nc:RangeMinimumValue>
<nc:RangeMaximumValue>603</nc:RangeMaximumValue>
</nc:MeasureRangeValue>
<nc:MeasureUnitText>FeetInches</nc:MeasureUnitText>
</nc:PersonHeightMeasure>

ICO 2.056 — Identification Comments. <j:SubjectOffenderNoticeText>

Additional miscellaneous identification remarks providing the reason for caution may be entered
in this free-text field. The first character may not be a blank.
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IDC 2.002 — Information Designation Character. <ansi-nist:ImageReferenceldentification>

This mandatory field shall be used to identify the user-defined text information contained in this
record. The IDC contained in this field shall be the IDC of the Type-2 logical record as found in
the file content field of the Type-1 record.

IES 2.2021 - Identification Firearms Sales <j:PersonFirearmSalesDisqualifiedCode>
(Future Capability).

This field will be a required element for the DSPE TOT indicating a prohibitor that may prevent
the subject from the purchase of a firearm. The following is a list of allowable indicators:

Code Description

D Disqualification for Firearms Sales

X Court Disposition Pending/Conviction Status Unknown
C No Disqualification for Firearms Sales

1IR 2.2012 — Iris Images Requested. <ebts:RecordlrisimagesRequestedCode> (Future
Capability)
This optional field shall be used to request iris images in an Image Request (IRQ) transaction.

The values of this one-byte numeric field will be either 0 (both eyes), 1 (left eye), or 2 (right
eye). If not present in the transaction, no iris images will be returned.

IMA 2.067 — Image Capture Equipment. <ebts:RecordlmageCaptureDetail>

This free-text field is used to log the make, model, and serial number of the equipment used to
acquire images. It is composed of three subfields:

e Make (MAK)

e Model (MODL)

e Serial Number (SERNO) of the acquisition device

For native encoding, these subfields shall be separated by the ¥ separator character.

IMT 2.062 — Image Type. <ebts:RecordBiometricimageCategoryCode>

This field identifies the type of image (e.g., palmprints, toe prints) included in an electronic
submission and response. NGI Increment 3 allows for the use of values 6, 7, and 8 along with
mapping the value of 2 to the new value of 6 and the values 4 & 5 will be mapped to the new
value of 7. In the future, NGI will include the values of 9 — 11. The values 12 & 13 will be
considered for Future Development efforts. The following is a list of IMT values to be used in an
electronic latent submittal to identify the Type-7 or Type-13 record(s) present or to specify
biometric set(s) being referenced in a submission or response:
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Image Type Value
Fingerprint (event)
Lower Joint

Palmprint

Toe Print

Foot Print
Supplemental Print
Latent Friction Ridge
Composite Fingerprint
Photo Facial

Photo Scar, Mark, & Tattoo 10
Iris 11
Fingerprints on Front of Palm Card 12
Fingerprints on Back of Palm Card 13

O©CoOoO~NOoO U WwWN -

ITD 2.058 Image Record Type Desired. <ebts:RecordlmageRecordCategoryRequestCode>

This field is used in transactions involving a request for a fingerprint image. It shall contain a
single numeric indication of the type of record being returned. For example, if the requestor
wishes the Type-4 record of the image, then this field should contain a '4". As this field will no
longer be used with the implementation of NGl, this field will be retired in the next version.

LCN 2.012 — FBI Latent Case Number. <ebts:FBILatentCaseNumber>

This field is an 11-byte alphanumeric/special assigned by the FBI LFPS and used for record-
keeping purposes. Although the field is optional, it is imperative that the user transmits this
number if it is known.

LCX 2.013 — Latent Case Number Extension. <ebts:FBIlLatentCaseNumberExtension>

Defines extensions assigned by the FBI for each submission related to a Latent Case Number.
The LCX shall be a five-digit extension starting with “00000” for the first submission and
incrementing by one for each subsequent submission. The LCX shall be used only in conjunction
with LCN.

LEN 2.001 - Logical Record Length.

This field contains the length of the logical record specifying the total number of bytes, including
every character of every field contained in the record. The number of characters added to the
record by the LEN field itself shall be included in calculating the value of LEN.

MIL 2.042 — Military Code. <ansi-nist: TransactionSubmissionMilitaryCode>

A one-letter code from the following table shall be entered in this field to indicate which branch
of the United States Military submitted the enlistment transaction.
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Military Branch Code
Army A
Air Force F
Navy N
M
G

Marines
Coast Guard

MNU 2.017 — Miscellaneous Identification Number. <nc:PersonOtherldentification>
The subject’s miscellaneous identification numbers shall be entered in this field.

For native encoding, the format of the data shall be a two-letter identifying code, followed by a
hyphen (-), followed by the number itself. The size of the MNU is limited to 15 characters and as
many as four miscellaneous numbers may be included in this field. Each MNU shall be separated
from the next by the § separator character.

For XML encoding, the data is formatted into two separate fields; one for the code from the table
below and another for the number itself.

The following table lists the acceptable two-letter identifying codes. If “AF” or “AS” is entered,
all characters following the hyphen must be numeric. Interspersed blanks are invalid. Types of
numbers not listed in the following table (such as driver’s license) shall not be entered. Only
U.S. passport numbers shall be entered; foreign numbers shall be ignored.

Identifying Agency Code
Air Force Serial Number AF
Non-Immigrant Admission Number AN
Alien Registration Number AR

Air National Guard Serial Number, Army Serial AS
Number, National Guard Serial Number

Bureau Fugitive Index Number BF
Canadian Social Insurance Number Cl
U. S. Coast Guard Serial Number CG
Identification Order Number 10
Marine Corps Serial Number MC
Mariner’s Document or Identification Number MD
RCMP Identification or Fingerprint Section MP
Number

National Agency Case Number NA
Navy Serial Number NS
Originating Agency Police or Identification OA
Number

Personal Identification Number (State Issued Pl
Only)

Passport Number (U.S. Only) PP
Port Security Card Number PS
Selective Service Number SS
Veterans Administration Claim Number VA
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MSC 2.089 — Match Score. <ebts:CandidateMatchScoreValue>
This field contains the match score from AFIS for each candidate listed in the 2.064 CAN field.

MSG 2.060 — Status/Error Message. <ebts:TransactionStatusText>

This free-text field will contain reason, status, or error messages that are generated as a result of
the processing of a transaction and will be sent back to the submitter. For example, an
Unsolicited Unsolved Latent Delete transaction will contain the reason for the deletion of a
record. For native encoding, each message will be separated by the § separator character.

NAM 2.018 — Name. <ebts:PersonName>

This alpha-special field contains the name(s) of the subject. The native encoding format shall be
the surname followed by a comma (,) followed by the given name(s), which are separated by a
space. Part IV of the NCIC Code Manual describes in greater detail the manner in which each
name is to be entered. Hyphens, commas, and blanks are allowed as special characters. Numerals
are not allowed. The XML encoding will consist of three subfields; given name, middle name,
and surname. Special values of NAM to be entered in cases where the subject’s name is not
known are:

Condition Name Field Value
Amnesia Victim “UNKNOWN AMNESIA XX”
Unknown Deceased “UNKNOWN DECEASED,XX”

Name Not Available (Other) “DOE,JOHN” or “DOE,JANE”

NAM1 2.2001 — Name-One. <nc:PersonSurName> (Future Capability)

This alpha-special character field is the first of five name fields specifically to facilitate the
communication of long names in excess of the number of characters provided for by other name
field definitions. These long name fields provide the ability to identify subjects cross-culturally
by simply passing as many names as are required to identify a subject in the order that subject’s
name appears. NAM1 could represent the last name (or surname) (e.g., Smith) or the third of a
string of four or five names, possibly to indicate tribal, village, or parentage information. The
maximum length of the NAML field is 50 characters.

NAMZ2 2.2002 — Name-Two. <nc:PersonGivenName> (Future Capability)

This alpha-special character field is the second of five name fields (see NAM1) specifically to
facilitate the communication of long names in excess of the number of characters provided for by
other name field definitions. This field will represent the given name (e.g., Brian) or an only
name used in a single name culture (e.g., David) or the first of a string of four or five names. The
maximum length of the NAM2 field is 50 characters.

NAM3 2.2003 — Name-Three. <nc:PersonMiddleName> (Future Capability)

This alpha-special character field is the third of five name fields (see NAMZ1) specifically to
facilitate the communication of long names in excess of the number of characters provided for by
other name field definitions. This field could be the middle name for a culture using three names
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(e.g., David) or the second of a string of four or five names, possibly to indicate tribal, village, or
parentage information. The maximum length of the NAM3 field is 50 characters.

NAM4 2.2004 — Name-Four. <ebts:PersonFourthimportanceName> (Future Capability)

This alpha-special character field is the fourth of five name fields (see NAML1) specifically to
facilitate the communication of long names in excess of the number of characters provided for by
other name field definitions. This field could be the fourth name for a culture using four or five
names (e.g., a tribal or village name, such as “al Tikriti,” or from Tikrit, or to indicate parentage,
such as “ben Reuben,” or son of Reuben) or the fourth of a string of four or five names. The
maximum length of the NAM4 field is 50 characters.

NAMDS 2.2005 — Name-Five. <ebts:PersonFifthimportanceName> (Future Capability) This
alpha-special character field is the fifth of five name fields (see NAML1) specifically to facilitate
the communication of long names in excess of the number of characters provided for by other
name field definitions. This field could be the fifth name for a culture using five names (e.g., a
tribal or village name, such as “al Tikriti,” as in from Tikrit, or to indicate parentage, such as
“ben Reuben,” as in son of Reuben) or the fifth of a string of five names. The maximum length
of the NAMS field is 50 characters.

<ebts:PersonName>
<nc:PersonGivenName>ANTHONY</nc:PersonGivenName>
<nc:PersonMiddleName>PAUL</nc:PersonMiddleName>
<nc:PersonSurName>JONES</nc:PersonSurName>
<ebts:PersonFourthimportanceName>Tr ibalName</ebts:PersonFourthimportanceName>

<ebts:PersonFifthimportanceName>Cu l turalName</ebts:PersonFifthimportanceName>
</ebts:PersonName>

NCR 2.079 — Number of Candidates Returned.
<ebts:TransactionlmagesRequestedQuantity>

This field contains the maximum number of candidates the submitter desires to receive in
response to a latent image or features search. For EQRR, this field identifies the number of
Identity History Summary reports that will be returned in response to an EQHR. If this field is
blank, then the default value is currently 20.

NDR 2.098 — Name of Designated Repository. <ebts:RecordFBIRepositoryCode>

This field contains the numerical designation of the repository(ies) to be searched. Repository
numbers are assigned by the CJIS Division. Multiple entries in this field will indicate a desire to
search more than one repository, including Canada’s RTID and authorized DHS records.
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Multiple entries in native encoding will be separated by the § separator. The following values are
acceptable for NDR.

NDR Value File Name

1 Criminal Master File Records
2 Civil Records
3 Unsolved Latent File
4 Major Case File Records
5 Latent Image File Records
6 Repository for Individuals of Special Concern (RISC)
7 Canada Real Time Identification (RTID)
8 DoD Automated Biometric Identification System (ABIS)
9 DHS IDENT/US-VISIT
10 International Terrorist File (ITF) Participants
11 RISC Wants and Warrants (W&W)
12 RISC Sexual Offender Registry (SOR)
13 RISC Known and Suspected Terrorist (KST)
14 RISC International Terrorist File (ITF)
15 RISC Persons of Special Interest (Other)
16-19 Reserved for FBI Future Use
20 - 50 Reserved for Department of Defense

51-100 Reserved for FBI Future Use

101-199 FBI or Other Federal Organization Special Population
Cognizant Files

200-399 Reserved for State/Local System

400-999 Reserved for FBI Future Use

The NDR values of 4 & 5 will be retired in the next version. The NDR value of 4 for Major
Case Records is being subsumed into criminal (NDR=1) and civil (NDR=2). The NDR value of
5 for the Latent Image File Records will only be accessible to the internal Latent Laboratory
Examiners, therefore will not be valid for use in this standard.

NIR 2.2010 — Number of Images Requested. <ebts:RecordimagesRequestedQuantity> (NGI
Increment 3)

This optional field is used in conjunction with a Subject Photo Request (TOT = CPR) to indicate
if more than one photo is being requested (e.g., for tattoos) (see Appendix K). The default value,
if not provided in the CPR transaction, will be '1'. This field will also be included in the
investigation searches to indicate how many images to be returned in the response. If the field is
blank for investigation searches, the default value will be 20..

NOT 2.088 — Note Field. <ebts:TransactionDescriptionText>

This free-text field is used to provide additional information regarding the electronic transaction.
For latent search identification results feedback, the NOT field will be used to indicate additional
information about the search image. . For UHN transactions, the NOT field will contain case
related information about the search transaction with the hit that generated the unsolicited
notification.
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OCA 2.009 - Originating Agency Case Number. <nc:CaseTrackinglD>

This field contains the one-to-twenty-character Originating Agency Case Identifier (OCA)
assigned by the originating agency. This alphanumeric-special (ANS) field may contain any
printable 7-bit ASCII character with the exception of the period (.). The OCA must not begin
with a blank.

OCP 2.040 — Occupation. <nc:EmployeeOccupationText>

This free-text field contains the subject’s occupation. The OCP returned in a response is the same
as the one submitted.

OFC 2.053 — Offense Category. <ebts:OffenseCategoryCode>

This field shall contain a “1” for a crime categorized as personal, a “2” for a crime categorized as
property, and a “3” for a crime categorized as both.

PAT 2.034 — Pattern Level Classifications. <ebts:FingerprintPatternClassificationCode>

This grouped field contains information about the finger(s) pattern types. It is composed of two
subfields:

e Finger Position (FGP)
e Pattern Classification Code (PATCL),

PAT shall consist of two-character finger position code followed by the primary pattern type
code as chosen from the following table. Up to two reference pattern classifications per finger
are also allowed, thereby making the total number of pattern classes allowable per finger equal to
three. For native encoding, if multiple pattern types are used for reference for the same finger,
they shall be separated from each other by the § separator. Multiple fingers shall be separated by
the § separator. If submitting a Latent Fingerprint whose actual finger position is unknown, the
PAT and FGP (2.074) fields are used in conjunction as follows to supply guesses for which
finger position the latent print might be: place a “00” in the FGP subfield of PAT to indicate the
actual position is unknown; place the actual pattern in the PATCL subfield; place one or more
finger number guesses in the FGP field (2.074). For XML encoding, the FGP is repeated after
the initial value of “00” to indicate one or more finger guesses.

Two characters represent each finger as follows:

Finger Position Code
Right thumb 01
Right index 02
Right middle 03

Right ring 04
Right little 05
Left thumb 06
Left index 07
Left middle 08
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Finger Position Code
Left ring 09
Left little 10

The following is a list of acceptable CJIS pattern level fingerprint classifications.

Pattern Code
Arch, Type Not Designated AU
Whorl, Type Not Designated wWu
Right Slant Loop RS
Left Slant Loop LS
Complete Scar SR
Amputation XX
Unable to print (e.g. bandaged) UP
Unable to Classify ucC

The following is a native encoding example of the Pattern Level Classification field with only
one pattern per finger.

2.034:018WUR025 L. SR03¢L SR0451LSR055L SR06¥RSR07¢RSR08YL SR09YRSR10ERSE

The following is a native encoding example of the Pattern Level Classification field with extra
pattern references for some of the fingers.

2.034:01YRSEWULAUR02YRSEAULWUR03EWUR04YRSR05SWUR06 YL SR
075WUR08Y¥AUR09YAUR10YWUEAUS

The following is an XML representation of a single finger, with a FGP, FPC, PAT, and RCN1

&RCN2

<ebts:FingerprintimageFinger>
<ansi-nist:FingerPositionCode>1</ansi-nist:FingerPositionCode>

<ebts:NCICFingerprintClassificationCode>P I </ebts:NCICFingerprintClassificationCode>
<ebts:RidgeCoreDelta>

<ebts:FingerprintPatternClassificationCode>WU</ebts:FingerprintPatternClassificationCode>
<ansi-nist:RidgeCountValue>13</ansi-nist:RidgeCountValue>

<ansi-nist:RidgeCountValue>10</ansi-nist:RidgeCountValue>
</ebts:RidgeCoreDelta>
</ebts:FingerprintimageFinger>

If you wanted to guess the finger positions as 3 and 8, it would look like this:
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<ebts:FingerprintimageFinger>

<ansi-nist:FingerPositionCode>3</ansi-nist:FingerPositionCode>
<ansi-nist:FingerPositionCode>8</ansi-nist:FingerPositionCode>

<ebts:NCICFingerprintClassificationCode>P I </ebts:NCICFingerprintClassificationCode>
<ebts:RidgeCoreDelta>

<ebts:FingerprintPatternClassificationCode>WU</ebts:FingerprintPatternClassificationCode>
<ansi-nist:RidgeCountValue>13</ansi-nist:RidgeCountValue>

<ansi-nist:RidgeCountValue>10</ansi-nist:RidgeCountValue>
</ebts:RidgeCoreDelta>
</ebts:FingerprintimageFinger>

PEN 2.078 — Penetration Query Response.
<ebts:TransactionPenetrationQueryResponsePercent>

This field provides a response to the penetration query that includes a set of search parameters
for a new search. The response will be an estimated size, in percentage, of the repository(s) that
will be searched given the input parameters.

PHT 2.036 — “Photo Available” Indicator. <ebts:PersonDigitallmageAvailableIndicator>

If a photograph of the subject is available, this field shall contain a “Y””; otherwise, the field shall
be omitted. For XML encoding, this field is represented as a Boolean value. As NGI expands its
support with new fields, this field will retired in upcoming versions.

POB 2.020 — Place of Birth. <ebts:PersonBirthPlaceCode>

The subject’s place of birth shall be entered in this field. Indicate in this POB field the state
(Mexico or United States), territorial possession, province (Canada), or country of birth. The
appropriate two-letter abbreviation shall be used as listed in the NCIC State and Country Data
Code Table found in Appendix O. The criteria listed below shall also be considered when
assigning POB.

If the following condition exists: Enter Code
POB stated as state AND country and applicable code not  YY
contained in Code Table; OR city can be ascertained as not
being located in the United States; OR foreign POB and
applicable code not contained in Code Table
POB stated as only city AND city can be ascertained as uUs
being located in the United States

POB is Mexico or any Mexican state or province not in MM
Code Table

POB is “Mexico, Mexico” MX
POB is unknown XX
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PPA 2.035 - “Palmprints Available” Indicator. <ebts:PersonPalmPrintAvailableIndicator>

If palmprints are available, this field shall contain a “Y””; otherwise, the field shall be omitted.
For XML encoding, this field is represented as a Boolean value.

PPD 2.2030 — Print Position Descriptors. <ebts: TransactionPrintPositionDescriptors> (NGI
Increment 3)

This field will be present if and only if the finger position code "19" appears in Field 2.074. This
field will consist of two mandatory information items:
e The first is the probable integer finger position code (0-10) taken from finger position
table.
e The second information item is the code taken from Table P-1, found in Appendix P, to
indicate the portion of the EJI or tip image that is a part of the transaction.

PPD 2.2028E, 2.2032G, 2.2033F — Print Position Descriptors. (NGI Increment 3)

This PPD is a subfield to fields of Type Set. This subfield will be present if and only if the
subfield Friction ridge Generalized Position code (FGP) or the Friction ridge Number(s)
Requested (FNR) code "19" appears in the Set field. These PPD subfields have no subfields
(unlike PPD 2.2030). This field shall consist of two mandatory information items. The first is the
Probable Decimal finger Position code (0-10) taken from the ANSI/NIST-ITL specification. But
for the finger position it must be a two character numeric; implying a leading zero for positions 0
thru 9. The second code information item is the Finger Image Code; it also is taken from the
ANSI/NIST-ITL specification to indicate the portion of the EJI or tip image. There may be up to
8 such images for a single finger, but NGI only expects the values of EJI or TIP for Increment 3.
Examples of valid values are: 01EJI or 10TIP.

PRI 2.076 — Priority. <ebts: TransactionSearchPriorityCode>

This field shall indicate the priority of a latent search (from 1 to 3, with 1 being the highest
priority). The priority levels will generally correspond to the following crime types in descending
order of priority.

1. Homicide, rape, and special circumstances
2. Kidnap, assault, and robbery
3. Arson, drugs, personal crimes, and property crimes

Federal agencies will determine their own priority schemes. No additional validation of priorities
will be provided. CJIS will not interrupt searches in progress upon receipt of higher priority
searches.

PTD 2.063 — Person Type Designator. <ebts:PersonTypeDesignatorCode>

This field is used in the submittal of comparison fingerprints, and it indicates that the fingerprints
belong to a victim, suspect, individual with legitimate access to the object, or other individuals
involved in the latent case. The following codes will be used.
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Code Designation

S Suspect

\Y/ Victim

E Elimination
@) Other

PTY 2.2009 — Photo Type. <ansi-nist:ImageCategoryCode> (Future Capability)

This optional field is used in conjunction with a subject photo request (TOT = CPR) (see
Appendix K) to define the type of photo being requested (i.e., face, scar, mark, tattoo). The
values of PTY correspond to the Type-10 field IMT (10.003). If not provided, the default value
will be “FACE,” and the most recent frontal facial photo will be returned. With the expansion of
the IMT field, this field will be retired in the next version.

RAC 2.025 — Race. <nc:PersonRaceCode>
This field is used to indicate the race of the subject. Use the predominant race code from the
following table:

If Subject Is Enter Code
Chinese, Japanese, Filipino, Korean, Polynesian, Indian, A
Indonesian, Asian Indian, Samoan, or any other Pacific
Islander
A person having origins in any of the black racial groups of B
Africa

American Indian, Eskimo, or Alaskan native, or a person |
having origins in any of the 48 contiguous states of the United

States or Alaska who maintains cultural identification through

tribal affiliation or community recognition

Of indeterminable race U
Caucasian, Mexican, Puerto Rican, Cuban, Central or South W
American, or other Spanish culture or origin, Regardless of

race

RAP 2.070 — Request for Electronic Rap Sheet.
<ansi-nist:RecordRapSheetRequestIndicator>

The purpose of this field is to allow the contributors to optionally request an electronic identity
history of the suspect. That identity history will be an IDRR if an identification was made and an
NIDR if the submission resulted in a non-identification. A “Y” indicates that an identity history
is desired, and an omitted field or an “N” indicates that no electronic identity history should be
returned with the response. The XML encoding should contain “true” or “false”. For the RPIS
TOT this field will request the NGI Identity History Summary.

2.2014 — Rap Back Eligibility. <ebts:RecordRapBackEligibilitylndicator> (Future
Capability)

This mandatory one-character alpha field is used to convey whether the Rap Back owner of
record is still eligible to receive Rap Back information (e.g., is the Rap Back subject still
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employed by the subscriber?). The native value “Y” or XML value “true” is used to indicate
continued eligibility. This field tag acronym will be determined at a later date.

2.052 — Rap Back Request. <ebts:RecordRapBackRequestCode> (Future Capability)

This optional field is assigned to the Rap Back Service. This field tag acronym will be
determined at a later date.

2.2020 — Rap Back Recipient. <ebts:RecordRapBackOwnerOrganization>
<nc:Organizationldentification> (Future Capability)

This optional field is assigned to the Rap Back Service. This field tag acronym will be
determined at a later date.

2.2011 — Rap Back Verification Status. <ebts:RecordRapBackVerificationlndicator> (Future
Capability)

This optional field is assigned to the Rap Back Service. This field tag acronym will be
determined at a later date.

RCD1 2.091 - Ridge Core Delta One for Subpattern Classification.
<ansi-nist:FingerPositionCode> and <ansi-nist:RidgeCountValue>

This grouped field contains information about the finger(s) ridge counts and is used for Native
Mode searches in conjunction with the Pattern Level Classification (PAT - 2.034). It is
comprised of two subfields:

e Finger Position (FGP)

e Ridge Count Number 1 (RCN1)

For the native encoding, the two-character finger position code as specified for the related
Pattern Level Classification (PAT) is followed by the § separator and at least one RCN1. Each
pattern classification PATCL specified in the tagged field 2.034 must be accompanied by two
ridge count indicators, one in RCD1 (2.091) and one in RCD2 (2.092) as described in the table
provided with RCD2. If multiple RCN1s are used for reference to the same finger, then they
shall be separated from each other by the ¢ separator. Multiple fingers, if provided, shall be
separated by the § separator. For XML encoding, RCD1 and RCD2 are represented by a single
grouping which contains the FGP and two ridge count elements. The information for each finger
position, patterns, and ridge counts are grouped together within a parent element representing
exactly one finger.

RCD2 2.092 - Ridge Core Delta Two for Subpattern Classification.
<ansi-nist:FingerPositionCode> and <ansi-nist:RidgeCountValue>

This grouped field contains information about the finger(s) ridge counts and is used for Native
Mode searches in conjunction with the Pattern Level Classification (PAT 2.034). It is composed
of two subfields:

e Finger Position (FGP)

e Ridge Count Number 2 (RCN2)
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For native encoding, the two-character finger position code as specified for the related Pattern
Level Classification (PAT) is followed by the ¥ separator and at least one RCN2. Each pattern
classification PATCL specified in the tagged field 2.034 must be accompanied by two ridge
count indicators, one in RCD1 and one in RCD?2 as described in the following table. If multiple
RCN2s are used for reference to the same finger, they shall be separated from each other by the ¢
separator. Multiple fingers, if provided, shall be separated by the § separator.

The Ridge Count Number (RCN1 and RCN2) represents the number of ridges between the core
and the delta. For right and left slant loops, this count identifies the ridges crossed on a line
between the core and the delta. For whorls, both the RCN1 and the RCN2 values have meaning.
Permissible values are 1 to 30 for actual ridge counts and 30 if there are more than 30 ridges. The
count of 31 indicates an unknown number of ridges, and 0 indicates that the ridge count is not
applicable. For XML encoding, when the ridge count is O the ridge count element is omitted.

The following native encoding is a list of acceptable CJIS pattern level fingerprint classifications
and the allowable ridge count ranges for each.

Pattern Code RCN1 RCN2
Arch, Type Not Designated AU 0 0
Whorl, Type Not Designated WU 1-31 1-31
Right Slant Loop RS 1-31 0
Left Slant Loop LS 1-31 0
Complete Scar SR 0 0
Amputation XX 0 0
Unable to print (e.g., bandaged) UP 0 0
Unable to Classify ucC 0 0

The following native encoding example shows the relationship between the Pattern Level
Classification (2.034), Ridge Core Delta 1 (2.091) and Ridge Core Delta 2 (2.092) fields where
only the primary classification for each finger is given. In this case, one PATCL, one RCN1, and
one RCN2 are associated with each finger. Spaces are shown for clarity only.

2.034:01 ¥ WU Ro2¥Ls Bo3dAau  Boadxx..Rio¥wué
2.091:01¥9 Ro2Y 4 Ro3¥0 Ro4¥0 ...R10%14 ¢
2.092:01¥7 Ro2¥0 Ro3¥o0 Ro4¥0 ...R10¥21 ¢

The following example of the Pattern Classification (2.034) field includes two reference
classifications for finger 01, only a primary classification for finger 07, and one reference
classification for finger 09. Each PATCL in 2.034 requires a corresponding RCN1 and RCN2 in
fields 2.091 and 2.092. Spaces are shown for clarity only.

2.034:01 ¥ RS Y WU ¥ AU R07 ¥ XX R 09 YAU LSS

2091:01¥9 Y9 Yo Ro7¥0 Roo¥Yo ¥Ys¢
2092:00¥0 Y11 Yo Ro7¥0 Ro9¥o ¥0¢
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REC 2.082 — Response Code. <ebts: TransactionResponselndicator>

Natively, this one-byte alpha field will contain allowable values of “Y” or “N.” In XML, it is
represented as a Boolean value. This field is used in the PDR and PRR transactions to indicate
the status of the corresponding request. If the request contains any errors, the response code
(REC) will be set to “N.” Otherwise it will be set to “Y.”

RES 2.041 - Residence of Person Fingerprinted. <ebts:PersonResidenceLocation>

The subject’s residential address may be entered in this field as free text, including printable
special characters and formatting characters (CR, LF, TAB). The RES returned in a response is
the same as the one submitted. For the XML encoding, it contains sub-elements for the subject’s
complete address location.

RET 2.005 — Retention Code. <ansi-nist:RecordRetentionIndicator>

This is an alpha field indicating whether the arrest information submitted as a part of a
transaction (either electronic or hard copy) is to be retained as a permanent part of the FBI’s
Criminal Master File. Submit a “Y” for yes or an “N” for no. For Civil submissions, RET is used
to indicate whether the civil submission is to be retained in the civil files. In the case where a
Criminal Identification was made against the Criminal File in a Civil Submission (irrespective of
the value of RET), under some conditions the record is retained as a Civil Cycle in that Criminal
record. For XML encoding, this field is represented as a Boolean value.

2.2015 — Rap Back Expiration Date <ebts:RecordRapBackExpirationDate> (Future
Capability).

This optional field is assigned to the Rap Back Service. As a Future Capability, this field tag
remains, but the acronym could change as NGI further develops. REP 2.037 — Reason
Fingerprinted. <nc:ActivityReasonText>

This alphanumeric-special field is used to indicate the purpose of a civil or applicant fingerprint
card submission. Commas, blanks, dashes, hyphens, and slashes are all allowed as special
characters. The submitting agency should indicate the specific statutory authority authorizing the
fingerprint submission in this field. For MAP submissions, agencies must indicate “Criminal
Justice Employment” or “Law Enforcement” in this field or the submission will be rejected.

Option: Agencies may choose to use standard terms in this field related to the purpose of the
fingerprint submission instead of the specific statutory authority. The standard reasons are:
Firearms

Volunteer

Criminal Justice Employment

Child Care/School Employee

Other Employment and Licensing

Note: The use of RFP requires coordination with FBI prior to use.
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RER 2.095 — Request Features Record <ebts:RecordFeaturesRequestindicator> (NGI
Increment 3).

This one-character alpha field is used to indicate a user’s desire to have CJIS return a Type-9
features record associated with an image requested via IRQ, LFIS, and LFFS transactions. The
features record can then be overlaid on the image for comparison purposes. A features record
will be returned if the RFR value equals “Y.” A features record will not be returned if the field is
omitted (its use is optional) or if the value of RFR equals “N.” For XML encoding, this field is
represented as a Boolean value.

RPR 2.096 — Request Photo Record. <ebts:RecordPhotoRequestIndicator>

This one-character alpha field is used to indicate a user’s desire to have CJIS return a Type-10
photo record if one is on file and disseminable. The value of a "Y" indicates a photo record is to
be returned. This field is used in conjunction with a Rapid Fingerprint Identification Search
transaction (RPIS). For XML encoding, this field is represented as a Boolean value.

RSR 2.065 — Repository Statistics Response. <ebts: TransactionRepositoryResponseRecord>

This field contains a file generated by the NGI Latent Friction Ridge system that provides
detailed statistics that can be used to estimate the level of penetration of the repository given a
set of search parameters defined in the search request. This field is in the form of a large ASCII
f